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Preface

This volume contains the proceedings of the 12th International Conference on
Concurrency Theory (CONCUR 2001) hosted by Basic Research in Computer
Science (BRICS) and the Department of Computer Science at Aalborg Univer-
sity, Denmark, August 20-25, 2001.

The purpose of the CONCUR, conferences is to bring together researchers,
developers, and students in order to advance the theory of concurrency, and
promote its applications. Interest in this topic is continuously growing, as a
consequence of the importance and ubiquity of concurrent systems and their
applications, and of the scientific relevance of their foundations. The scope co-
vers all areas of semantics, logics, and verification techniques for concurrent
systems. Topics include concurrency related aspects of: models of computation
and semantic domains, process algebras, Petri nets, event structures, real-time
systems, hybrid systems, decidability, model-checking, verification techniques,
refinement techniques, term and graph rewriting, distributed programming, lo-
gic constraint programming, object-oriented programming, typing systems and
algorithms, case studies, and tools and environments for programming and ve-
rification.

The first two CONCUR conferences were held in Amsterdam (NL) in 1990
and 1991. The following ones in Stony Brook (USA), Hildesheim (D), Uppsala
(S), Philadelphia (USA), Pisa (I), Warsaw (PL), Nice (F), Eindhoven (NL),
and State College (USA). The proceedings have appeared in Springer LNCS, as
volumes 458, 527, 630, 715, 836, 962, 1119, 1243, 1466, 1664, and 1877.

Of the 78 regular papers submitted this year, 32 were accepted for presenta-
tion and are included in the present volume. The conference also included talks
by four invited speakers: Bengt Jonsson (Uppsala University, S), Robin Mil-
ner (University of Cambridge, GB), Shankar Sastry (University of California,
Berkeley, USA), and Steve Schneider (Royal Holloway, University of London,
GB). Additionally, there were two invited tutorials by Holger Hermanns and
Joost-Pieter Katoen (Twente University, NL), and John Hatcliff (Kansas State
University, USA). The conference had five satellite events:

— EXPRESS 2001 (Expressiveness in Concurrency), organized by Luca Aceto
and Prakash Panangaden, held on 20 August 2001.

— GETCO 2001 (Geometric and Topological Methods in Concurrency), orga-
nized by Martin Raussen, held on 25 August 2001.

— RT-TOOLS (Workshop of Real-Time Tools), organized by Paul Pettersson,
held on 20 August 2001.

— MTCS 2001 (Models for Time-Critical Systems), organized by Flavio Cor-
radini and Walter Vogler, held on 25 August 2001.

— FATES 2001 (Formal Approaches to Testing of Software), organized by Jan
Tretmans and Ed Brinksma, held on 25 August 2001.
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Channel Representations in Protocol Verification

(Preliminary Version)

Parosh Aziz Abdulla and Bengt Jonsson

Dept. of Computer Systems, P.O. Box 325, S-751 05 Uppsala, Sweden
{parosh,bengt}@docs.uu.se

Abstract. In automated verification of protocols, one source of com-
plications is that channels may have unbounded capacity, in which case
a naive model of the protocol is no longer finite state. Symbolic tech-
niques have therefore been developed for representing the contents of
unbounded channels. In this paper, we survey some of these techniques
and apply them to a simple leader election protocol. We consider proto-
cols with entities modeled as finite state machines which communicate by
sending messages from a finite alphabet over unbounded channels; this
is a framework for which many techniques have been developed. We also
consider a more general model in which messages may belong to an un-
bounded domain of values which may be compared according to a total
ordering relation: the motivation is to study protocols with timestamps
or priorities. We show how techniques from the previous setting can be
extended to this more general model, but also show that reachability
quickly becomes undecidable if channels preserve the ordering between
messages.

1 Introduction

Protocol verification has, since 25 years, been a driving application for the devel-
opment of automated verification techniques. State space exploration techniques
were developed in this context [36l33], and it is one of the important application
areas for current model checking tools such as SPIN [25] and UPPAAL [27].

Protocol verification involves the construction of a model of a protocol, which
can be subject to analysis, e.g., by a model checking tool. The model should ab-
stract from less relevant details of the protocol in order to facilitate the analysis.
Typically, a protocol model consists of a number of processes, which commu-
nicate over channels of some kind. In many cases, the channels are a signifi-
cant source of problems for the analysis. If communication channels are large
or unbounded, naive model-checking cannot be performed exhaustively. When
modeling a protocol, one must therefore be careful to model the channels in
a way which suits subsequent analysis. Many model checkers do not support
unbounded channels.

In general, unbounded channels have infinitely many states, and must there-
fore be represented symbolically in automated verification. Different represen-
tations have been proposed for different types of channels. In this paper, we

K.G. Larsen and M. Nielsen (Eds.): CONCUR 2001, LNCS 2154, pp. 115, 2001.
© Springer-Verlag Berlin Heidelberg 2001



2 P.A. Abdulla and B. Jonsson

will survey some of these symbolic techniques and illustrate them on a simple
example.

First, we consider a model of protocols with entities modeled as finite state
machines which communicate by sending messages from a finite alphabet over
unbounded channels. If channels are unordered, this model can be represented
by Petri Nets. FIFO ordered channels has been considered rather extensively in
protocol verification [8[23l[15[2430[3T34]. Since this model can simulate Turing
machines [12], we will devote most attention to a weaker model in which the
FIFO channels can spontaneously lose messages at any time. We will illustrate
two types of symbolic representations and their use in checking whether some
states are reachable. The first type represents upward closed sets. It is useful in
backward reachability analysis, since it gives a lower bound on which messages
must be in each channel for a certain set of states to be reachable. This represen-
tation was used in [5] to decide the reachability problem, and in [5l2T] to decide
the termination problem. The second type (called Simple Regular Expressions
in [3]), dually represents downward closed sets. This representation is useful in
forward reachability analysis, since it gives an upper bound on which messages
may be in the channel (we can never be sure whether a message is in the channel,
since it can be lost). Analogous symbolic representations of upward closed sets
have also been used for unordered channels and related models like Petri nets
and broadcast systems [20/422/T9J17].

We also consider how the techniques illustrated in the first part may be ex-
tended to models with an infinite set of message values, on which a limited set
operations can be performed. We focus on the case where the domain of message
values is equipped with a total ordering, which may be used in guards. The moti-
vation is to study protocols with timestamps or priorities. We present a negative
result showing that with lossy FIFO channels one can simulate perfect FIFO
channels already if tests for equality and inequality are allowed on messages.
For unordered channels, however, the backward reachability analysis presented
in the first part of the paper can be used as a decision procedure. Using ideas
from our earlier work [6]7] we can show that the techniques carry over to handle
messages on which an ordering relation is defined.

This small survey is organized as follows. In the next section, we define
protocols with a finite message alphabet and present a simple leader election
protocol as a running example. Forward and backward reachability analysis with
associated symbolic representations are presented in Section Bl In Section [, we
extend the model to an infinite set of messages, and present an undecidability
result for lossy FIFO channels, and an extension to messages with an ordering
relation. Section [6] contains discussion and conclusion.

2 Protocols with a Finite Set of Messages

In this section, we present our first protocol model: finite-state processes which
communicate over unbounded channels using a finite message alphabet. In this
model, a program has two parts: a control part and a channel part. The con-
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trol part represents the combined behavior of the processes that perform local
computations and communicate over the channels. It is represented by a finite
automaton, which is typically the cross-product of control parts of the finite-
state processes in the system. To each transition there may be associated the
transmission or reception of a message to or from a channel. The channel part
consists of a set of channels, each of which contains a potentially unbounded
number of messages from a finite alphabet. Each channel can be ordered or
unordered, lossy or non-lossy.

Notation. For a set M we use N'M to denote the set of multisets (bags) of
elements in M, i.e., the set of mappings from M to the natural numbers A/. The
empty bag is denoted by ). For z,2' € NM we let z @ 2’ denote the multiset
union of z and . Define the partial order < on NM by < 2/ if z is a subbag
of 2/, i.e., x(m) < z'(m) for all m € M.

For a set M we use M* to denote the set of finite strings of elements in
M. The empty string is denoted by €. For z, 2’ € M* we let x e 2’ denote the
concatenation of x and z’. Define the partial order < on M* z < z’ if and only
if x is a (not necessarily contiguous) substring of z’.

Note that we have overloaded the notations e and < for both bags and strings.
We allow any element m € M to be interpreted as the bag or string with the
only element m, and thus = e m denotes the addition of element m to the bag
or string . Note also that the relation =< closely corresponds to the notion of
losing messages: < &’ if © can be obtained by deleting (losing) elements from
the bag or string z’.

Programs. A program consists of

— A channel part, given by a finite set C of channels, and a finite set M
of messages. Each channel is either ordered or unordered, either lossy or
nonlossy.

— A control part, defined by a finite automaton (S, sg,d), where S is a finite
set of control states, sy € S is the initial control state, and 0 is a finite set of
transitions. Each transition is a triple of the form (s, op, ), where s,s" € S,
and op is either the empty label € or an operation of form c!m or ¢?m, where
c € C and m € M, which denotes the transmission of message m to channel
¢, or reception of message m from channel ¢, respectively.

Semantics. A global state v of a program is a pair (s, w), where s € S, and w
is a mapping from C to bags and strings over M (depending on whether each
particular channel is ordered or unordered). The initial global state o is {sg, wo),
where wg maps each channel to the empty bag or string. The global state can
be changed by performing transitions in 6. More precisely, the global state of a
nonlossy system can change from ~ to v/, denoted v — «/, as follows.

— If (s,e,8") € 6 then (s,w) — (s',w) for any w.
— If (s,clm, s’) € § then (s,w) — (', w[c := w(c) @ m]) for any w.
— If (s,c?m, s') € § then (s, w[c :=m e w(c)]) — (s',w) for any w.
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Here w(c := w(c) ® m] denotes the mapping which maps ¢ to w(c) e m and any
¢ # ¢ to w(c'). Extend < in the natural way to global states of form (s, w) by
(s,w) X (s';w') is s = ¢ and w(c) X w'(c) for ¢ € C. The global state of a lossy
system can change from v to 7/, denoted v — +/ if the corresponding nonlossy
system can perform v’ —s " for v/, 4" with 4" <~ and 7' < ~+"".

A set I' of global states is upward closed (UC) if v € I" and v < 4/ imply
~" € I'. We define the notion of downward closed (DC) analogously.

The behavior of a program depends on whether the channels are ordered
or unordered and on whether they are lossy or nonlossy. In the following, we
will assume that all channels of a program are of the same kind, and use the
terms OL (ordered lossy), ON (ordered nonlossy), UL (unordered lossy), and
UN (unordered nonlossy) for the four program models.

Reachability. A global state 7' is said to be reachable from a global state
if v — 4. A global state v is said to be reachable if ~y is reachable from the
initial global state 7g. For a program and a set I" of global states, the reachability
problem asks whether some state in I' is reachable. Typically, the set I are
undesirable states, which should not occur when the system executes. In the
following, we will mostly consider the special problem of control state reachability
for a set T C S of control states, asking whether the set {(s,w) : s € T} of
global states is reachable.

The reachability problem is related to checking of safety properties. A safety
property can be described by specifying a set of finite sequences of states or
transitions that are allowed to occur when the system executes. If the set of
allowed sequences is regular, then there is a standard procedure for transform-
ing the problem of checking a safety property into the problem of checking for
reachability [35].

Example. As a running example, we use a simplification and variation of a
leader election protocol, due to LeLann [28]. Assume a set of process connected
into a ring by channels. Each process has a unique identity. In the algorithm,
each process starts the algorithm by transmitting its identity over its outgoing
channel to the next neighbor. Thereafter, the process waits to receive messages
on its incoming channel. Each arriving identity is forwarded to the outgoing
channel, except when the received identity is that of the process itself: in this
case the process terminates the algorithm without forwarding its identity again.
Each process elects as leader the process with the least identity among the ones
received (including its own identity) during the algorithm. Thus, a process need
not store all received identities during the algorithm, but only maintain the
minimum identity among its own and the ones received so far. A correctness
property of the algorithm is that all processes should elect the same leader.

In order to illustrate the algorithm for all four channel models with un-
bounded channels, we will vary the algorithm: each process will initially transmit
its identity an unbounded number of times instead of just once, and channels may
belong to any of the four channel models. With this modification, the processes
should report the same leader if all processes terminate. Note that if channels
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are lossy, then some process may not terminate, in which case it is possible for
two other terminating processes to disagree on the identity of the leader.

In this section, we specialize the protocol to two finite-state processes, with
identities 1 and 2. They communicate over the channel ¢;, which transfers mes-
sages from process 2 to process 1, and channel co, which transfers messages from
process 1 to process 2. The set of messages M is simply the set of identities {1, 2}.
Finite automata for the two processes are shown in Figure [l In the figure, we
have slightly extended the notation and let a transition labeled by ¢?m/clm de-
note two sequentially ordered transitions, the first of which is labeled ¢?m and
the second labeled c!m. The states of processes are labeled I (initial), W (waiting

l 61?2/02!2

0171
Cl?

Process 1 Process 2

c172/c2!2

Fig. 1. Leader Election Protocol for Two Processes

for messages), and T for i = 1,2 (terminated with 7 as elected leader). Initially,
both processes are in state I, and the channels are empty. Process 1 initially
transmits its identity an unbounded number of times. When receiving message
2, it compares that message with its current identity, and concludes that identity
1 is still the leading candidate for becoming a leader. Consequently, message 2
is simply forwarded to the outgoing channel. When receiving its own identity
1, the process terminates and announces that process 1 is the leader. Process 2
initially transmits its identity an unbounded number of times. When receiving
message 1, it changes its internal state to reflect that 1 is the minimal identifier.
Each received 1 is forwarded to the outgoing channel. When receiving message
2, the process terminates. In state T2 it announces 2 as the leader, and in state
T1 it announces 1 as the leader.

According to our model, we represent control states as pairs of control states
of each process. The above correctness property is expressed by requiring that
the control state (T'1,72) is not reachable. This state represents an incorrect
termination of the algorithm in which each process elects itself as leader.
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3 Reachability Analysis

In this section, we illustrate existing techniques for checking reachability, applied
to the system in Figure [Il In Section B:I] we illustrate backward reachability
analysis for the OL model [5] from our earlier work, and thereafter for the UL
and UN models [422]. In Section B2 we illustrate forward reachability analysis
for the OL model according to [3]; there are also other approaches [21]. We
will also illustrate the approach of using standard finite automata (under the
name QDDs) for the more general ON model [9T0]. For the UN and UL models,
forward reachability analysis has a large literature (e.g., [26]20/I838]).

3.1 Backward Symbolic Reachability Analysis

We first consider symbolic backward reachability analysis. Like standard sym-
bolic model checking [32l16l13], it is based on symbolic calculation of pre-images,
but with a specific representation of sets of states. The algorithm for checking
reachability of a set I" of global states consists in calculating the set of global
states from which a state in I is reachable. For a set I" of global states, let let
pre(I") denote the set {v : Iy € I' . v — 7'} of states from which a state
in I'" can be reached by performing a transition. The naive version of the back-
ward reachability algorithm for checking control state reachability of a set T" of
control states consists in generating a sequence Iy, I, I5,... of sets of global
states, where Iy = {(s,w) : s € T} and I;41 = I U pre(I;), which stops when
I;41 = I;. Then T is reachable if and only if vy € I5.

In the UL, UN, and OL models, it is useful to represent sets of states as
finite unions of atomic constraints. An atomic constraint is given by a global
state (s, w) and denotes the UC set [(s,w)] = {(s,w’) : w =< w'}. Programs in
the UL, UN, and OL models now satisfy the following two important properties:

— Any program is monotonic with respect to =<, i.e., whenever v — 7’ and
v < 71 there is a ] such that v; — 1 and 7' < ~+{. In other words, < is a
simulation relation on global states.

— < is a well quasi-ordering (wqo) on the set of global states, i.e., in each
infinite sequence vy 1 2 73 - - - of global states, there are indices i < j such
that v; < ;.

Monotonicity implies that pre(I") is UC for any UC set I'. Well quasi-orderedness
of < implies that any UC set is a finite union of atomic constraints, and that
any increasing sequence [y C I1 C I, C --- of UC sets eventually converges so
that there is an ¢ with I'; = I whenever ¢ < j. Together, this means that the
iterative calculation of pre*(Ip) can be carried out as above, using finite sets
of atomic constraints as symbolic representation, and that it is guaranteed to
terminate after a finite number of iterations [4/22].

Example. Let us use this technique to check whether the erroneous termi-
nal state is reachable in the OL model. We represent global states as 4-tuples
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(s1, 82, w1, we) where s; is the control state of process ¢, and w; is the contents
of channel ¢;. We want to investigate whether the atomic constraint generated
by (T'1,72,¢,¢) is reachable. Let Iy = [(T'1,T2,¢,¢)]. Then

I =T, U1, T2,1,e)]U[(W,T2,1,e)] U[(T1,1,e,2)]
Ly=TyU[(I,1,1,2)] U[(I,T2,21,)] U [(W,T2,21,&)] U [(W, I,1,2)]
Iy =Ty U[(W, 1,21, U(I,1,21,¢)]

Here the procedure converges, without containing the initial state (I,1I,¢,¢).
Note that in set I, the sets [(1,72,21,¢)] and [(W,T2,21,¢)] are contained
in the the already generated sets [(I,72,1,¢)] and [(W,T2,1,¢)]. They are
therefore redundant, and are discarded; they will not be used further to calculate
predecessors.

In the UN and UL models, the analysis is very similar. In atomic constraints
of form (s1, $2, w1, ws), the component w; will be a bag rather than a sequence.
The procedure looks very similar, except that constraints do not order messages
in channels.

3.2 Forward Reachability Analysis

Backward reachability analysis, using calculation of preimages, is a suitable tech-
nique for checking that a certain invariant is satisfied. In fact, it generates the
weakest inductive invariant which implies the invariant to be checked. In many
cases, however, one would like to generate invariants which are as strong as possi-
ble. For instance, we could be interested in knowing the set of possible contents
of a certain channel, or to generate a finite-state abstraction of the protocol,
which will be useful in a subsequent analysis of a program with channels. To
generate a representation of the set of reachable global states, forward reacha-
bility analysis is more appropriate. In this section, we will illustrate techniques
for doing this in the OL and ON models.

Representing Sets in the OL Model. Consider what is a suitable symbolic
representation of sets of global states in the OL model. Because of the possibility
of losing messages, the set of reachable states will always be a downward closed
(DC) set. Since any DC set is regular, the set of reachable global states of a
program in the OL model be characterized as a regular set [514]. On the other
hand, it follows from undecidability results by Mayr [29] that this characteri-
zation cannot be effectively constructed. Various techniques for approximating
the set of reachable states have been developed [ITOI3/TT], which are based on
forward reachability analysis.

Let post(I") denote the set {v : 3y € I . v/ — ~v}. One immediately ob-
serves that the naive forward reachability analysis, based on successive calcula-
tions of post(Iy), where I is the set of initial states, will not converge whenever
the program contains a loop with retransmissions. Therefore, this technique has
been extended with acceleration techniques for calculating the effect of certain
kinds of loops. Below we will illustrate the approach of [3] for the OL model.
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A Simple Regular Expressions (SRE) is a sum of products of regular expres-
sions of form (m +¢) and (mq + -+ +my)*. In [3], it is shown that SREs can
express exactly the class of DC sets, and how to calculate the postcondition of
an arbitrary number of iterations of a simple loop with respect to an SRE. We
will illustrate this on the example.

Example. Let us apply forward reachability analysis to the example in Figure[Il
We will represent sets of states as unions of 4-tuples (s1, $2,71,72) where s; is
the control state of process i, and r; is an SRE representing a set of contents of
channel ¢;. The set of initial states is the set (I, 1, ¢, ). We first explore the effects
of the simple self-loops in the states I, which is obviously to add an arbitrary
sequence of messages to the corresponding channel. This means that the set of
states (I,I,2*,1*) is reachable. The transitions from this set to control state W
in each process add the sets represented by

(W, 1,2°,1%(2 +¢€)) (I, W,2*(1 +¢),1%) (W, W,2*(1 +¢),1*(2 +¢))

The last set represents the effects of both transitions to W. Note that all these
sets account for the possibility that the transmitted message is lost, by ap-
pending, e.g., (1 + ) instead of just 1. Now comes the interesting step: to
calculate the effects of the forwarding loops in states W. Consider the set
(W, W,2*(1 4+ ¢€),1*(2 + €)) and the self-loop of process 1 which receives mes-
sage 2 and forwards it. Since there may be an unbounded number of 2’s in
the incoming channel, this loop may consume an arbitrary long initial string
of 2’s, and then transmit them to the outgoing channel. The effect is the set
(W, W,2*(1 + €),1*2*). We can now perform a similar argument using the for-
warding loop of Process 2, and arrive at the set (W, W, 2*1* 1*2*). By applying
the same technique to the other sets in the previous display, we obtain the sets

(W, 1,2%,1%2%) (I, W,2*1*,1*) (W, W,2*1*,1*2*)

Finally, we should consider the effect of transitions to final states. These transi-
tions consume only one message, if it is present, and will to the already generated
sets add the sets

(W, T2,2%,2%) (T1,W,1*,1°2*) (W, T1,2*1*,2*) (T1,T1,1*,2%)

We see that the “dangerous” transition from control state (W,T2) to (T'1,72)
is impossible since the incoming channel does not contain any message 1.

Abstract Transition Graph. The result of the preceding analysis can be
summarized in the symbolic abstract state transition graph, as in Figure 2]
which describes the possible transitions between different control states. To each
control state, we associate the possible channel contents. An abstract transition
graph may be used in further analysis of the protocol, e.g., as in [I] for the
Bounded Retransmission Protocol.

We note that backward reachability analysis, as in Section [3.1], is less suitable
as a basis for generating an abstraction of the program. For this particular
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(I,1,2°,1") ——— (I,W,2°1%,1%)

l |

(W, I,2*,1%2%) (W, W, 2°1%, 1" 2" )—— (W, T1,2*1*, 2%)
(W, T2,2%,2%) (T1,W,1%,1*2") ——» (T'1,T1,1%,2%)

Fig. 2. Abstract Transition Diagram of Leader Election Protocol for Two Processes.
All states except the bottom right have a self-loop.

example, the backward analysis gives no information about the channel contents
when Process 2 is in control states W or T'1, since the analysis investigates only
the reachability of control state (T'1,72).

Representing Contents by Finite Automata. Sets of channel states can
also be represented as ordinary regular sets, using finite automata. This approach
is the basis for the Queue Decision Diagram (QDD) representation developed
by Boigelot and Godefroid [9l10]. In this work, a global state is represented as
a word, obtained by concatenation of the channel contents in a certain order.
The approach is generally applicable in the ON model; for the OL model on can
first modify the program (e.g., for each message transmission, a corresponding
null transition is added). In [9] it is described how to calculate the effect of loops
which first receive a (possibly empty) sequence from one channel and thereafter
transmit a (possibly empty) sequence to another channel. The control loops of
the processes in Figure [ are of this form. In comparison to the techniques for
SRFEs described earlier, this approach is applicable to a more general model. On
the other hand, using SRFEs for the OL model, one can calculate the effect of a
larger class of loops; a characterization of such loops is given in [2].

When applying the technique of [9] using QDDs to the example, we obtain
essentially the same set of reachable states as that shown in Figure

Forward reachability analysis in the UN and UL models can be performed
analogously to the analysis for ordered channels. Techniques for calculating the
effect of loops are well-developed (e.g., [26l20/18/38]).

4 Channels with an Unbounded Message Alphabet

In the previous section, we assumed that messages in channels are taken from
a finite set. In this section, we will consider a slightly more general model of
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programs that operate on a potentially infinite set of data, which can be stored
in program variables, and transmitted as messages. We will consider program
models in which very limited operations can be performed on data. In this sec-
tion, we will consider a model where data values are equipped with a total order,
which may be used in guards of transitions. We do not allow any other arith-
metic on data values. One intended application is to consider protocols with time
stamps, which may be compared with each other. In this section, we will also
give a negative undecidability result, which holds in the more restricted model
where we allow only tests for equality and inequality between values.

Programs. We extend the program model of the preceding section as follows.
The finite set M of messages is replaced by an infinite set D of data values, which
is equipped with a total order <. The control component is extended by a finite
set x1,..., T, of program variables. Each transition in the control component
may be labeled either by a receive statement of form

c?;g(v, X1, oo T) —> X1yt T = D1ye e D
or a send statement of form

g, 1, ) — AV XY, Xy =P, D

where v is a temporary variable and c is a channel in C'; each parameter p; is
either v or among 1, ... , Z,,. The guard g(v, 21, ... ,2Zmy) is a boolean combina-
tion of equalities (=) and comparisons (according to <) over v and x1,... , Ty,.
Intuitively, v is a free variable which may be bound to the received message in
the receive statement, and which may be bound to any value in a send state-
ment; in send statements it can represent the generation of new identifiers. We
will sometimes use the abbreviation T for x1,... ,x,;, and p for p1,... , Dm.

Semantics. A global state v is a triple (s,o,w), where s € S, where o is a
mapping from {z1,...,2,,} to D, and where w maps each channel in C to a
bag or string over D. We use the notation o = g to denote that the boolean
expression g is satisfied by the mapping o. The global state of a nonlossy system
can change from 7 to ~/, denoted v — 7/, as follows.

— For a transition from s to s’ labeled by the receive statement c?v; g(v,T) —
T := P, we have (s, 0, w[c:= d e w(c)]) — (s’,0’,w) for any d € D such that
o = g(d,T), where o'(x;) = o(p;) if p; is x; for some j, otherwise (if p; is v)
o' (z;) is d.

— For a transition from s to s’ labeled by the send statement g(v,Z) —
clv; T :=p, we have (s,0,w) — (s',0’,wlc := w(c) o d]) for any d € D such
that o |= g(d, T), where o'(x;) is o(p;) if p; is z; for some j, otherwise (if p;
is v) o'(x;) is d.

Definitions of transitions of lossy channels, reachable, are as in Section [2.
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5 Reachability Analysis

We will in this section consider the control state reachability problem for pro-
grams defined in the model of Section [d We will present two results. We first
consider the OL model, where the control state reachability problem now be-
comes undecidable. In fact, it is undecidable also if only tests for equality and
inequality between data values is allows. The undecidability result can be proven
through a reduction from the control state reachability problem for perfect chan-
nel systems with a finite set of messages. Brand and Zafiropulo [12] showed that
perfect channel systems can simulate Turing machines, and hence any nontriv-
ial problem for perfect channel systems is undecidable. On the other hand, if
guards may only test for equality (under an even number of negations) then the
problem is decidable; the model is then similar to the model of data independent
programs considered by Wolper [37].

5.1 Ordered Lossy Channels

In this section, we consider programs where guards are boolean combinations of
equalities and inequalities. We then have the following negative result concerning
decidability:

The control state reachability problem is undecidable for OL programs
where guards are boolean combinations of equalities and inequalities.

This can be shown by a reduction from the control state reachability problem
for systems with perfect FIFO channels and a finite message alphabet, i.e., a
program in the ON model of Section [2l Suppose we are given such a system
Pon and a control state sy. We shall construct a program Poyr, in the OL model
over an infinite set D of values, which “simulates” Poy in the sense that sy is
reachable in the lossy channel system if and only if s; is reachable in Poy.

The main idea of the construction is to let Por be identical to Pon, but
to add a protocol for transmission of messages, which makes it possible for the
receiver at one channel to detect whether any message has been lost during
transmission. If a loss is detected, the operation of the protocol is immediately
aborted. Due to the availability of an infinite set of different messages, it is
possible to assign “unique identifiers” to each message. This must be done in
such a way that the receiver can detect whether some message has been lost. If
the infinite set of different messages would have been the natural numbers, then
if the Poy transmits a sequence my ms mg my ... over a channel, then Pop,
would transmit the sequence 0 m1 1 mo 2 m3 3 my .. .. It is easy to see that the
receiver can detect whether any message has been lost.

In the current model, however, the set D is a set of “anonymous” values which
can only be tested for equality and inequality. We therefore need a little trick
to achieve the same effect. What is needed is to find for each message a “unique
identifier” which is different from the previous identifiers, such that a receiver
can detect when some identifier is missing. We can do this by using a predicate
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fresh to generate new sequence numbers, and to tag each new sequence number
with a copy of the previous sequence number. Thus, in the above example, if

the sequence of generated “fresh unique identifiers” is 0 1 2 3..., then the
sequence my Mg m3 My ... will be equipped with sequence numbers as follows
0my10mo 21 mg332my.... Also here, a receiver can easily detect whether a

message is missing, even if the sequence of identifiers is not known in advance.

The predicate fresh can be implemented by guessing an arbitrary identifier,
and thereafter checking whether it already exists in the channel (this can be
done by receiving all messages and then retransmitting them again).

The previous undecidability result illustrates a limitation of the approach of
[4122] to deciding the reachability problem by using a preorder on global states
which is monotonic and is a well quasi-ordering, as in Section Bl The limitation
is that an unbounded data domain with two ordering relations usually cannot be
equipped with a useful well quasi-ordering. In the current case, the data elements
are ordered both in channels and by the equality/inequality relation. These two
orderings create sufficiently much structure that the natural ordering between
states is not a well quasi-ordering. Symbolic backward reachability analysis can
still be performed, but it is not guaranteed to terminate.

5.2 Unordered Channels

Let us now consider the control state reachability problem for unordered (lossy or
nonlossy) channels. We shall extend the symbolic backward reachability analysis
of Section [3.1] to the program model in this section, using a symbolic represen-
tation introduced in [6] and [7].

We define an ordering < on global states, so that the conditions of mono-
tonicity and well quasi-orderedness are preserved. The key property of < is that
if (s,0,w) =2 (s',0’,w’), then all guards which are satisfied in state (s,o,w)
are also satisfied in (s’, o/, w’). Intuitively, this means that (s, o, w) is “isomor-
phic” to a state obtained by deleting zero or more messages from the channels
in (s',0’,w"). Formally, we say that (s,o,w) < (s',0’,w’) if s = s’ and if there
is an injection h : D +— D on the domain of data values which preserves the
ordering < such that o/ = h o o and such that w(c)(d) < w'(c)(h(d)) for each
channel ¢ and data element d (i.e., if in w(c) we replace each occurrence of d
by h(d) then we obtain a subbag of w’(c)). One can prove that any program
is monotonic with respect to < and that =< is a well quasi-ordering. Hence for
this class of programs, control state reachability can be decided using symbolic
backward reachability analysis.

Example. As an example of a protocol in this model, we consider again the
leader election protocol. Let us model the algorithm for IV processes, numbered
in order from 0 to N — 1. There are N channels cg,... ,cy_1, where channel
¢; transmits messages from process i — 1 to process ¢ (arithmetic modulo N).
Each process i as two local variables id; and min;, and will run the protocol in
Figure Bl Correctness of the algorithm states that if all process reach the control
state T', then min; will have the same value in all processes. By instantiating
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citvsv #id; —>
cit+1lid; min; := min(min;, v); ci+1lv

;v v #id; —>
min; := min(min;, v); ci+1!

c;tv;v =id; —
min; := min(min;, v)

Tvsv = id; —>
min; := min(min;, v)

Fig. 3. Leader Election Protocol for Any Number of Processes

the above model to any particular number N of processes, we obtain a program
in the model of this section. For each value of N, correctness can be expressed
by requiring that the set of global states where all processes are in control state
T and two processes disagree on the value of min; is unreachable. For the case
N =4, the set can be represented symbolically as

<T7 Ta T> T7 ¢>

where ¢ is a formula stating that there are two processes that disagree on the
value of min,.

6 Conclusion

In this paper, we have surveyed some existing techniques for symbolic representa-
tion of unbounded channels in reachability analysis. We first considered the case
where channels carry messages from a finite alphabet. We also briefly considered
the case where messages are from an infinite set. It was shown that decidability
may get lost in some models, but that in other frameworks it appears possible to
incorporate this case into automated verification. More work seems necessary in
order to understand whether and how messages from “interesting” data domains
can be handled in general. Furthermore, it would be interesting to know whether
protocols, such as the one in Section [5.2] can be verified parametrically for all
values of N.
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Abstract A notion of bigraph is introduced as a model of mobile interac-
tion. A bigraph consists of two independent structures: a topograph rep-
resenting locality and an edge net representing connectivity. Bigraphs are
equipped with reaction rules to form bigraphical reactive systems (BRSs),
which include versions of the w-calculus and the ambient calculus. A be-
havioural theory is established, using the categorical notion of relative
pushout; it allows labelled transition systems to be derived uniformly for
a wide variety of BRSs, in such a way that familiar behavioural preorders
and equivalences, in particular bisimilarity, are congruential. An example
of the derivation is discussed.

1 Introduction

It is nearly forty years since Petri produced the first substantial model of con-
current computation, and it was a graphical model [14]. Since that time a great
many models have been studied. They are not always graphical, but the spatial
metaphor is never far away; we often use terms like linkage, location, mobility,
and so on. As it was for Petri, it remains a challenge for us to deploy spa-
tial intuition but to retain rigour. This challenge grows as mobility grows in
importance.

About ten years ago the author began the study of action calculi [10], an
algebraic theory which allows graphs to reconfigure themselves, and which serves
as a common frame for a variety of concurrency models, including Petri nets
and the m-calculus; each model can be specified in the frame by a signature (a
set of node types) and a set of reaction rules. Such a general framework yields
understanding of the family of models, and of their differences. What it must
also do is to provide a central theory which can be specialised to each individual
model. The author now believes that such a theory is best achieved by treating
graphs as the primary mathematical objects, not only as a means to visualise or
present an algebraic or other theory. That belief lies behind the work reported
here. The present model advances from action calculi in two ways: in graphical
structure, and in behavioural theory. It will be presented in full detail in a
forthcoming technical report (Milner [11]).

Graphical structure The first advance is in the form of graph on which the
model is based. The model introduced here treats the locality and connectivity
of agents — their nesting and wiring — as orthogonal, coordinated only by the

K.G. Larsen and M. Nielsen (Eds.): CONCUR 2001, LNCS 2154, pp. 16—@, 2001.
© Springer-Verlag Berlin Heidelberg 2001



Bigraphical Reactive Systems 17

nodes of the graph. Hence the term bigraph; each graph is the superposition
of two graphical structures. Moreover, the linkage of nodes is undirected and
unconstrained.

The model inherits many features from action calculi. In particular, a node
of a graph represents a variety of things, for example a w-calculus input term
x(y).P, a “solution” of the Chemical Abstract Machine [1], an administrative
region, or a host machine running several processes. A node not only carries
ports, linked by arcs other ports, but also may enclose other nodes similarly
linked. However, in action calculi there are constraints both on the arcs them-
selves (arcs are directed, and an output port carries exactly one outgoing arc)
and on the relation between arcs and nesting (a node may be linked to siblings,
parents, aunts and uncles but not to cousins in the nesting hierarchy). These
constraints in action calculi make sense from the algebraic viewpoint adopted
there. But in bigraphs, by removing the constraints, we not only to model a
broader class of systems but also achieve a tractable behavioural theory.

Several influences have led to this treatment.

(1) The mobile ambients of Cardelli and Gordon [2] have emphasized the
value of dealing with mobility in terms of (physical) location, rather than coding
it in terms of wiring (as can be done to some extent in the m-calculus). Original
action calculi can model ambients as originally defined, but not certain natural
developments of the ambient notion.

(2) The fusion systems of Gardner [4], which evolved from action calculi,
represent a process-calculus framework whose graphical form is implicit in its
process-algebraic formulation. Two of its innovations are adopted in the present
work; the unconstrained connectivity of the kind mentioned above, and the
explicit fusions — here called aliases — of Gardner and Wischik [5] (developed
from the fusion calculus of Parrow and Victor [13]). These authors are further
developing a calculus of fusion graphs.

(3) Tt may be argued that to allow arcs to link nodes which are distant
cousins, i.e. enclosed within distinct parent nodes arbitrarily far apart in the
nesting structure, is contrary to reality. But we wish to model not only the real-
ity, e.g. how communication is implemented, but also the fiction — e.g. “action-
at-a-distance” — which the world wide web permits us to adopt. By embracing
both views in the same model, one can hope — for example — to validate com-
plex communication protocols in a mobile environment. This is well-argued by
Wojciechowski and Sewell in their Nomadic Pict [16].

(4) A strong motivation has been to model fully-fledged mobile interaction,
as increasingly found on the internet. A certain complexity is essential in a
model which will support the analysis of such real systems. By treating locality
and connectivity as independently as possible, it appears that the model can
nevertheless remain mathematically tractable.

Behavioural theory In process calculi, activity is often first expressed as
reactions of the form a—a’, where a and o’ are agents, and then refined or

extended somehow to labelled transitions of the form a—2—a’, where the label
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A is drawn from some vocabulary expressing the interactions which an agent
may perform with its environment. Transitions (we henceforth omit “labelled”)
have the advantage that they support the definition of behavioural preorders and
equivalences, such as traces, failures and bisimilarity. This kind of behavioural
theory has been successful; but for each calculus one may ask where the labels
come from. Typically they are simple, but not always atomic; in the 7-calculus
we have transitions like a-2Z%s of , meaning that a can send a new private
name z along the channel y. For action calculi, but more generally for any
reactive system (under a precise definition of this concept), we may ask whether
somehow these labels can be derived uniformly from any given set of reaction
rules r—> /. A natural approach is to take the labels to be (a special class of)
contexts; then a——» a’ implies the reaction Foa—>a’, i.e. in the context F, a
can react to become o’. But we don’t want all contexts as labels. How to find
a suitably minimal set has been open for some six years. Sewell [15] was able
uniformly to derive satisfactory context-labelled transitions for parametric term
rewrite systems with parallel composition and blocking, and showed bisimilar-
ity to be a congruence. It remained a problem to do it for reactive systems
dealing with connectivity. In recent work we have achieved a uniform deriva-
tion for all reactive systems satisfying a certain condition. We arrive at quite
tractable transition systems for which, moreover, bisimilarity and other familiar
behavioural preorders and equivalences are guaranteed to be congruences. The
first results of this kind appear in Leifer and Milner [9]; these were extended
and refined in Leifer’'s PhD Dissertation [8], which is the most comprehensive
reference.

The notion of reactive system is defined categorically, and the condition
required is that, in the appropriate precategory, sufficient relative pushouts
(RPOs) exist. In a pilot study, Cattani et al [3], we showed that this con-
dition holds for certain action calculi involving no nesting of nodes. We believe
that the result extends to calculi with nesting, but verifying the condition be-
comes uncomfortably hard. The pilot study led us to expect our RPO condition
to be met in interesting cases, but also led us to believe that it would be hard to
verify for nested systems in which locality and connectivity are interdependent.

We come now to the second advance represented by bigraphs: their be-
havioural theory — being simpler — has been further developed. In fact, as
reported here, the RPO condition holds for a wide class of bigraphical reac-
tive systems. The paper includes a simple example of a derived congruential
transition system.

Notation We use corresponding lower case letters for members of sets: v € V,
x € X, p € P and so on. We write X WY for the union of sets known or
assumed to be disjoint. We assume a fixed representation of disjoint sums; for
example, X + P +Y means ({0} x X) U ({1} x P) U ({2} xY), and > .y P,
means (J,cy ({v} x P,). We write R= for the smallest equivalence containing a
relation R, and =¢ LU =; for the smallest equivalence including =y and =;. If
the equivalence = is over X U S then =\ X is its restriction to S.
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Figure 1: An example of a bigraph

2 Bigraphs in action

In this section we illustrate bigraphs informally, with examples which show the
kinds of system they can represent, and the kind of mobility that they can
model. Along the way we introduce, again informally, a simple term language
for describing bigraphs. At the end of this section the reader will find a brief
summary of the remainder of the paper.

Figure 1 shows an example of a bigraph. It has nodes (the ovals and circles)
which support two kinds of structure; hence the term “bigraph”. First, nodes
may occur inside other nodes, so a bigraph has depth; since a node represents
locality, in either a concrete or an abstract sense, we call this nesting structure
of a bigraph its topograph. Second, nodes may be linked by edges, represented
here by thin lines which may fork; we call this linkage structure of a bigraph its
edge net. To each node is assigned a control, such as K or L, which tells us what
kind of node it is. Each control has an arity > 0; for example, L has arity three,
so each L-node has an ordered set of three ports, at each of which an edge may
impinge. It does not matter whether they impinge from inside or from outside
the node. The diagram also shows the use of names x and y; such names allow
a bigraph to be linked into larger bigraph.

The topograph and the edge net of any bigraph are coordinated by a node
set, but are otherwise independent structures. But the dynamics of bigraphs,
i.e. the reactions which may occur, depend upon both structural components; for
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Figure 2: Two reaction rules for arithmetic

the precondition for any reaction is the presence of a certain pattern of nesting
and linkage. A node in a bigraph may represent a great variety of computational
objects: a physical location, an administrative region, a data constructor, a 7-
calculus input guard, an ambient, a cryptographic key, a message, a replicator,
and so on. Its behaviour in any such role is determined by one or more reaction
rules. Any control K can be specified as either reactive or non-reactive; in
the latter case reactions cannot occur inside a K-node. (The term “reactive”
pertains to what happens inside the node, not how the node itself may react.)

We now give some typical reaction rules. Each rule consists of a precondition
and a postcondition, which we call a redex and reactum. A reaction consists of
the replacement of a redex occurring in a bigraph by the corresponding reactum;
we shall make precise what we mean by “occurrence” and “replacement”.

Example 1 (reactions for arithmetic) Our first example, shown in Fig-
ure 2, involves no nesting. Note that the graphs r, 7’ (redex and reactum) have
aname-set X as outer interface with their environment; here X takes the respec-
tive values {x,y, 2} and {s,x,y,2}. The shape of nodes is immaterial, except
that if a control has arity more than 1 then its shape should not have rotational
symmetry, so that the order of ports is unambiguous.

The two reaction rules use controls zero, succ and plus. They say, roughly,
0+xz——>2 and §' + 22— (s + )’ (where a prime here means successor). This
strongly resembles the interaction nets of Lafont [7], but there is “sharing” in
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Figure 3: Reaction rule for the m-calculus

the sense of Hasegawa’s sharing graphs [6]. In both cases one argument of plus
is shared via the name z; we envisage a context around the redex which uses
the argument for some other purpose.

In the first rule, the reactum makes y an alias for x. This is essentially
an “explicit fusion” in the sense of Gardner and Wischik [5]; their calculus of
explicit fusions was developed from the fusion calculus of Parrow and Victor [13]
and from action calculi [10], and has guided the present development. The
reactum in the second rule illustrates the use of a closed (i.e. unnamed) edge —
between the plus and succ nodes.

In both cases, terms which define the redex and reactum are shown. Such
terms can be used to define any bigraph. They reveal how to think of building
a bigraph; its body consists of a parallel composition of molecules (one for
each node) and “holes”, with square brackets for grouping. The subterm for a
molecule indicates the edges impinging on it by suitable identifiers. The term
language is described at the end of this section. The notion of molecule stems
from action calculi [10]; but the use here is more accurately that of fusion
systems (Gardner [4]), in that edges are undirected hyperedges. As in that
work, the only name-binding mechanism is the restriction operator v appearing
in the term language. Here it is used in the second arithmetic rule to describe
a closed edge. [

Our next three examples illustrate more subtle uses of bigraphs in defining
distributed reaction in mobile systems. Parametric redexes are used, following
Sewell’s study [15] of deriving labelled transition rules from reaction rules.

Example 2 (reaction in the m-calculus) Our second example (Figure 3)
represents the familiar reaction rule of the asynchronous m-calculus (without
summation)

z(y) | z(2).P — {y/2}P .
To present this version of m-calculus in terms of bigraphs we need two controls
send and get, both of arity 2. Since the rule is parametric, the redex bigraph
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[amb(z)[in(y) | —o] | amb(y)[—1]] —= [amb(y)[amb(x)[—o] [ —1]]

Figure 4: Reaction rule for the ambient calculus

is now a context R with both an inner and an outer interface as shown. Both
interfaces have a multiplicity 1 (in this case — we discuss multiplicities later)
and a name-set. For consistency with the m-calculus, which prevents reaction
inside an input guard, we declare the get control to be non-reactive.

The name-set of the inner interface, at the hole inside the redex’s get-node,
contains the name z; this is to say that the outer interface of the agent parameter
must contain z, and R will link it to the get-node. Our rule is polymorphic in
this interface; it may contain any set W of other names distinct from 2,y and
z, which are understood to be exported by R and R’ to their outer interface
— i.e. the reaction rule is transparent to W. Names of the inner interface are
underlined to distinguish them from those of the outer, since the two name-sets
may not be disjoint. We shall refer to the names of inner interface as conames.

In applying the rule, one must be able to choose arbitrary instances for the
names z, y and W. In fact, an arbitrary substitution for these names can be
effected by the surrounding context with the help of co-aliases, dual to the
notion of alias we have mentioned. We say more about them later. [

Example 3 (reaction in the ambient calculus) In the ambient calculus
of Cardelli and Gordon [2], one of the primitive forms of reaction is the move-
ment of one ambient inside another.

Figure 4 shows how bigraphs may represent such a rule. We use two con-
trols: amb for an ambient, and in for a “command” to move its parent ambient
somewhere else. In contrast with get in the m-calculus we declare amb to be
reactive, since ambients are intended only to localize activity, not to inhibit it.
In the redex R, the intent of the in command is to move the ambient named «
inside the one named y. The rule has two parameters — the other contents of
the z-ambient and the contents of the y-ambient — so the redex has two holes.
These parameters, though occupying distinct sites, may be linked by edges. A
conversation between these “two” agents, active at the time our reaction occurs,
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Figure 5: Reaction rule for the “elastic” m-calculus

should not be interrupted by the movement.

Thus we think of R as having a multiple site, and we expect the inhabitant
to be a bigraph of multiplicity 2. As in Example 2, this bigraph may have an
arbitrary name set Z, and since locality and linkage are independent these names
pertain to the whole (multiple) site, not to one or other component site. In the
terms describing the redex and reactum, these component sites are denoted by
—0, —1. (Our use of square brackets is not meant to match how the ambient
calculus uses them.)

Note that the redex and reactum of this rule have multiplicity 1. Our next
example illustrates a bigraph with multiplicity 2, which may indeed fit into the
multiple hole of the present example. [

Example 4 (reaction in the “elastic” n-calculus) In the reaction rule of
Example 2 the redex and reactum have multiplicity 1; this means that the
rule applies only when the send and get molecules are co-located. To put it
another way, any context in which we place the redex will have these two nodes
topographically adjacent. To allow a context to site them apart, we just change
the multiplicity of the redex and reactum, and make them linked bigraph-pairs,
in which we may locate nodes and holes in whichever component we please.
This rule is interesting in the presence of one or more reactive controls, since
such a control can be used to separate the components of our elastic redex
but still allow it to react. We have already introduced amb as an example of
such a control. By choosing Z in Example 3 (Figure 4) to be {x,y} U W, we
may compose the ambient redex with the elastic m-redex; we then obtain two
interwoven but independent redexes, for which neither reaction precludes the
other. This is not an unlikely occurrence in the internet, modelled at a suitable
level of abstraction. n

In the course of examples we have introduced a term language for describing
bigraphs. Later we shall give mathematical meaning to these terms. Here is
how they are built:
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e A term describing a bigraph G : (m,X) — (n,Y) consists of a set of
local names written after v, an ordered sequence of n regions, and an
equivalence relation on X +Y. Only the sites —, ..., —,»—1 may occur in
the term, each just once. v may be omitted if there are no local names.
The equivalence relation may be given as equations between names and/or
conames.

e A molecule such as amb(z)[in(y) | —1] describes a node and its contents; it
counsists of a control, followed in parentheses by an ordered list of identifiers
denoting the edge impinging on each port, followed by a region describing
its contents, if any.

e A region is a parallel composition (in any order) of molecules and sites, in
square brackets []. A site is —; (¢ > 0). One may write — for —.

e An identifier is either a name x, or a coname ¥, or a local name.

e The local names are distinct from X and Y, and can be re-named by
alpha-conversion. If two names or conames are equivalent they denote the
same edge, so either may be used in a molecule to denote that edge.

The remainder of the paper is organised as follows: Section 3 contains some
mathematical background on reactive systems in general; Section 4 gives the
main definitions of the structure of bigraphs; Section 5 develops their dynamic
theory, based upon the two preceding sections; Section 6 makes a preliminary
investigation of how the theory may be applied in practice; Section 7 concludes
by listing a number of outstanding problems and tasks.

3 Theoretical background

In this section we define a general notion of reactive system; we also define our
main technical device, the relative pushout.

Definition 1 (precategories) A precategory A is defined exactly as a cat-
egory, except that composition (o) is not always defined. Composition with
the identities id is always defined, and ido A = A = Aoid. For associativity, if
Aszo0 Aq and Aj o Ag are defined then either both Az o (A;0 Ap) and (Az0 A1) 0 Ag
are undefined or both are defined and equal.

A subprecategory B of A is defined just as a subcategory; we take A4; o Ag to
be defined in B exactly when it is defined in A. We shall say that B is closed
under decomposition if, whenever A; o Ag is in B then so are Ag and A;.

An agent (pre)category A is a (pre)category with a distinguished object

called the origin, which we shall denote by e. Its objects I,.J,... are called
interfaces, and its arrows A, B, ... are called contexrts. Contexts with domain ¢
are called agents, and denoted by a,b, .. .. [

We now introduce a kind of dynamical system.
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Definition 2 (reactive system) A reactive system Ra over an agent pre-
category A has, in addition,

e a set Reacts C |J; A(0,1)? of reaction rules;
e a subprecategory D, the reactive conterts, closed under decomposition.

The reaction relation —> over agents is defined as the least relation such that
Dor —» Dov’ for all reaction rules (r,7) and reactive contexts D for which
the compositions are defined. [

We now turn to relative pushouts.

Notation We shall frequently use j_"to denote a pair fy, f1 of arrows in a pre-
category. If, for example, the two arrows share a domain W and have codomains
Xo, X1 we write f: W— X.

Definition 3 (bound, consistent) Given two pairs of arrows f : W — X

and ¢ : Xz sharing domain and codomain respectively, if goo fo = g10 f1
then ¢ is a bound for f. If such a pair f has any bound, then it is consistent. m

Definition 4 (relative pushout) In a precategory, let g : X — Z be a bound
for f : W—X. An RPO-candidate for f w.r.t. §is a triple (ﬁ, h) of arrows such
that hoo fo = hio f1 and hoh; = ¢; (i = 0,1). A relative pushout (RPO) for f
w.r.t. § is a candidate (A, h) such that for any candidate (k, k) there is a unique
arrow j such that joh; =k; (i =0,1) and koj = h. ]

The more familiar notion, a pushout, is just an RPO for fwhich is indepen-
dent of the bound g. (In bigraphs we shall find that RPOs exist in cases where
there in no pushout.) Thus, a pushout is a minimum bound, while an RPO
provides a minimal bound w.r.t. a given bound g. The following shows that the
notion of minimality can be defined without prior mention of a bound g:

Definition 5 (idem pushout) In a precategory, if f : W — X is a pair of
arrows with common domain, then a pair h : X =Y is an idem pushout (IPO)
for f if (h,idy) is an RPO for f w.r.t. h. [
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Figure 6: Resolving a bigraph into a topograph and an edge net

In a later section, in defining a transition a Lo , we shall require that there

be a reaction rule (r,7') and a context D such that F, D is an IPO for a,r.
RPOs and IPOs in categories have a few vital properties on which our work

relies. These are established in Leifer [8] or Leifer and Milner [9]; they will be

recapitulated in Milner [11].

4 Defining bigraphs

We are now ready to embark on the theory of bigraphs. First we need a reper-
toire of controls, as illustrated in our examples:

Definition 6 (signature) A signature K is a set of controls, together with
an assignment to each control K € K of a natural number ar(K), its arity. m
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Assume a fixed but unspecified signature. We shall define bigraphs top-
down; that is, we first define how a bigraph is built from its two structural
components, and then define those components themselves. We thus obtain a
precategory of bigraphs, built upon those for topographs and edge nets. In each
case it is routine to verify that composition has the right properties.

Definition 7 (bigraph) A bigraph over the signature IC takes the form G =
(V,etrl, GT,G®) : I — J where: T = (m,X) and J = (n,Y) are its inner
and outer interfaces, each consisting of an multiplicity (a natural number) and
a finite name set; V is a set of nodes; ctrl : V — K is the control function
assigning a control to each node; GT = (V, ctrl, prt) : m — n is a topograph
(Definition 8) which inherits G’s control function; and GF = (P,=) : X —Y is
an edge net (Definition 10) whose inner ports are P £ ar(ctri(v)). L]

Thus each interface is decomposed into its components, one for the topo-
graph and the other for the edge net. The control function ctrl defines the inner
ports of the edge net, since the ports of a node are indexed by the arity of its con-
trol. Figure 6 shows how a bigraph is resolved into its components. As we shall
see below, this resolution bases bigraphs upon two well-studied mathematical
structures: trees for topographs and equivalence relations for edge nets.

Definition 8 (topograph) A topograph A = (V,ctrl, prt) : m — n has an
inner multiplicity m, and an outer multiplicity n, both natural numbers; a finite
set V of nodes; a control function ctrl : V — K as for a bigraph; and a parent
function prt : m WV —V Wn which is acyclic, i.e. such that prt*(v) # v for all
k>0andveV. n

Acyclicity ensures that the parent function prt represents a forest of n un-
ordered trees; n indexes the roots of the trees. Other vertices are either nodes
v € V, or sites indexed by m; a site may only occur as a leaf. Sites and roots
provide the means of composing the forests of two topographs; each root of the
first is planted in a distinct site of the second. Formally:

Definition 9 (precategory of topographs) The agent precategory Top
has natural numbers as interfaces, with origin 0, and topographs A = (V, ctrl, prt) :
m — n as contexts. The composition AjoAg : mg — ma of two topographs
A; = (Vi ctrly, prt;) + m; — mipq (i = 0,1) is defined when the two node
sets are disjoint; then AjoAg = (V, ctrl, prt) : mp — my where V. = V5 U V7,
ctrl = ctrly U ctrly and prt = (Idy, W prt;) o (prty Wldy,). The identity topo-
graph at m is id,, £ (@, 0x1d,,) : m—m. n

We now turn to edge nets.

Definition 10 (edge net) An edge net A = (P,=): X —Y has four com-
ponents. Three are sets of ports: the conames X, the names Y and the inner
ports P. The fourth component is an equivalence = upon X + P+ Y. [
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We rely upon our naming convention to allow us to write, for example,
x =4 p instead of (0,2) =4 (1,p). However, when X and Y are not disjoint
we may write z for a coname z. We shall abuse notation by writing just A to
denote its own equivalence; for example 2 Ap means (0,x) =4 (1, p).

Definition 11 (precategory of edge nets) The agent precategory Edg has
name sets as interfaces, with origin (), and edge nets A : (P,=4) : X =Y as
contexts. The composition Bo A : X — Z of two edge nets A = (P,=,4) : XY
and B = (Q,=p) : Y — Z is defined when P N @ = {J; its inner ports are then
P U @, and its equivalence® is (=g LU =4)\Y. The identity on X is idx : X - X
whose set of inner ports is empty, with the equivalence {(z,2) |z € X}*. =

We shall need a few properties of ports; recall that a port » may be a name,
a coname or an inner port.

Definition 12 (port properties) A port r in A is open (at y) if rAy for
some y € Y; otherwise closed. A name y € Y is idle if rAy = r € Y for all
ports 7 in A. y is an alias fory € Y if y # ¢ and yAy’. There are dual notions
co-open, co-idle and co-alias involving the conames X. [

Aliases played a role in the arithmetic example of Section 2, where a reaction
rule creates an alias in the reactum. They have no analogue for topographs.
Although they are needed for some calculi, we shall here find it useful to study
bigraphs without aliases (though we keep co-aliases). To this end, we now define

Definition 13 (alias-free) Denote by Edgs the sub-precategory of Edg in-
cluding only alias-free bigraphs — those whose edge nets contain no aliases. It
is easily shown that alias-freedom is preserved by composition. [

We are now ready to define our main precategory.

Definition 14 (precategory of bigraphs) The agent precategories Big and
Bigjz of bigraphs have pairs I = (m, X) as interfaces, with origin € = (0, %), and

bigraphs G : (U, ctrlg, GT,GF) : I — J as contexts, where GF has no aliases in

the case of Bigz. If H : J— K is another bigraph with node set V' disjoint from

U, then their composition is defined directly in terms of the composition of the

components as follows:

HoG:I-K 2 (VuU,ctrly U etrlg, H' oGT,HE o GE) : I 5 K .
The identities are id; 2 (0, Ok, idm,idx) : T—1 . n

We sometimes need to change the identity of nodes in a bigraph. For exam-
ple, we cannot compose H with G unless their node sets V' and U are disjoint.
To make them so, we may convert H into H' by applying a bijection V 2 V7,
if we choose V' disjoint from V we can then form H' o G.

IThis definition is slightly inaccurate, for the sake of brevity. Since the sets involved are
not always disjoint, the fully accurate definition of =go4 is as follows: first take the lub of
the two equivalences on X + P+ Y +Q + Z induced by =4 and =p; then take the equivalence
thus induced on X + (P U Q)+ Z.
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Definition 15 (support translation) For a bigraph G and any bijection
p whose domain includes the node set of G, the bigraph which results from
renaming the nodes of G by p is denoted by p=G, and called a support translation
of G. Two bigraphs G and G’ are support equivalent, G = G, if one is a support
translation of the other. [

If we divide Big or Bigz by support equivalence we obtain a category, which
we may call its support quotient. We shall later define dynamic behaviours in a
way which is invariant under support translation, thus yielding dynamics also
for the quotient category.

A crucial question for dynamics is whether RPOs exist in these precategories.
The question remains open for Big; but for Bigz there is a positive answer. In
fact, we answer the question independently for topographs and edge nets. For
topographs RPOs always, exist; for edge nets, not quite always. The results
and proofs will appear in full detail in Milner [11]. Putting them together, we
get

Theorem 16 In Bigs, Let G:W—X be a pair of bigraphs such that no name
x € X1 s idle in Gy. Let E be a bound for G. Then there exists an RPO for G
w.r.t. E.

A second important property is that (RPOs and) IPOs are preserved by
support translation.

Proposition 17 (IPO sliding) In Big or Bigs, Lfﬁ 18 an IPO for G and
p is any bijection whose domain includes the node sets of G and H, then p* H
is an IPO for p*G.

5 Bigraphical reactive systems

We are now almost ready to define bigraphical reactive systems and their dy-
namics. First, as well as composition of bigraphs, we need a (partial) tensor
product ® for placing them side-by-side:

Definition 18 (tensor product) Given two interfaces I; = (m;, X;) (i =
0,1) with Xo, X7 disjoint, we define their tensor product: Iy ® I £ (mo +
my,Xo W X1). When Iy ® I} and Jo ® J; are defined and the bigraphs G; :
I; — J; (i = 0,1) have disjoint node sets, then we define their tensor product
Go® Gl : Iy ® 1 — Jyg ® J1 by taking the unions of their control functions,
parent functions and equivalences respectively. [

Subject to definedness, the tensor product satisfies the equations for a strict
symmetric monoidal category.

We now specialise the definition of a reactive system (Definition 2) to bi-
graphs.
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Definition 19 (bigraphical reactive system) A bigraphical (reactive) sys-
tem (BRS) is a reactive system based upon Big or Bigs with some signature
K, such that

e the reaction rules are closed under support translation, ie. if (r,7) €
Reacts then (p+r, p'=7') € Reacts;

e the reactive contexts are closed under factorisation, ie. if D® D € D
then D, D’ € D. n

We can now define transitions for these systems. A definition can be given

for any reactive system, but we need to deploy the notion of support equivalence
enjoyed by BRSs.

Definition 20 (transition) In any BRS, a (labelled) transition is a triple
a,F,d, written a Lo , such that there exist a reaction rule (r,7') and a reac-
tive context D for which F, D is an IPO for a,r and o' = Do7’. m

It follows from IPO sliding, and the fact that support translation preserves
reaction, that it also preserves transition. This is important if we wish to define
transitions in the support quotient category. To be precise:

Proposition 21 In any BRS, leta =b, F = G and d = V. If a——va’ and
Gob is defined, then b-S=1'.

Having defined transitions in a BRS, we can define behavioural equivalences
in familiar ways. In particular:

Definition 22 (strong bisimilarity) In any BRS, strong bisimilarity ~ is
the largest symmetric relation such that if a ~ b and a—-—+a’, then whenever
Fob is defined there exists & such that b=+ and a/ ~ V. ]

The only slight departure from the standard definition is the condition that
Fob should be defined (since we are working in a precategory). In previous
work [9, 8] we have shown that, if a BRS has sufficient RPOs, then many
behavioural preorders and equivalences based upon transitions are congruential.
We now define “sufficient RPOs” and state the theorem for strong bisimilarity:

Definition 23 (redex RPOs) A BRS has all redez-RPOs if any pair of
agents a,r, where r is the redex of a reaction rule, has an RPO w.r.t. any
bound F, D. -

Theorem 24 If any BRS has all redex-RPOs, then strong bisimilarity is o
congruence.

Now it can be argued that in Big or Bigg, a reaction rule whose redex has an
idle name leads to rather strange behaviour, unlikely to be met in applications.
(Note that no redex in our examples has an idle name.) So, regarding a BRS
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as unreasonable if any redex has an idle name, from Theorems 24 and 16 we
deduce the corollary: In any reasonable bigraphical reactive system based upon
Bigs, bisimilarity for the derived transition system is a congruence.

These positive results for BRSs rest upon the existence of RPOs, Theo-
rem 16. In practice, we want to know what these derived transitions are. To
this end, the forthcoming technical report [11] gives a full characterisation of
the IPOs for Bigs, and this directly supplies the transitions. In this paper we
confine ourselves to a simple example of a derived transition system; this is
presented in the following section.

Discussion The work of this section has been in a precategory of bigraphs.
But we have ensured that both reactions and transitions are respected by sup-
port translation (=), and can deduce that bisimilarity is preserved by support
translation. Thus, if we quotient Bigs by = we obtain a reactive system based
upon a category, and we understand its dynamic theory too. This quotient,
with fully defined composition, is amenable to algebraic theory. But the work
of this section has been in the unquotiented BRS, because that is where we find
the necessary categorical structure to develop the dynamic theory.

6 Applications

In this section we give some preliminary results of applying the theory explained
above. First, we define some useful constructions; then we identify a general
class of derived transitions which are superfluous; finally we study a simple
example of derived transitions for a specific reaction rule.

We begin with some definitions, which explain the term language described
and used in Section 2.

Definition 25 (molecule) A molecular bigraph K,(&o, .- & —1)m : (m, X)—
(1,Y) has one root, m sites and a single node v — parent of all the sites — whose

control is K with arity . The i'" inner port of v is linked to &, which is either
a coname z (x € X) or a name y € Y. We call K(g’}m oa a molecule; the hole

—

is occupied by an agent. We call K(&)o an atom; the hole is null. [

Definition 26 (parallel composition) If two edge nets A: X Y have
disjoint sets V of inner ports then their parallel composition Ay | A1 : XoUX; —
Yo UY7, with inner port set Vo U V; and equivalence =4, Ll =4,. We extend it
to two bigraphs G; = (V;, ctrl;, G, GE) : (m;, X;) — (ns,Y;) with disjoint node
sets as follows:

Go|G1 & (VoUW ctrly U etrly, G @ GT, G5 | GF)
s (mo+my, XoUX1)—(no+mn1,YoUY7) . n

Parallel composition resembles the tensor product ®, but takes the union
of domains and codomains; thus it may merge edges from Gy and G;. It is
commutative and associative, with identity id..
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Definition 27 (merge) Define 1., x) : (m,X) — (1,X) to be the only bi-
graph with the given interfaces whose edge net is idx. If G has codomain (m, X),
we define [G] £ Lm,x) oG, the merge of G; it has codomain (1, X’) and results
from merging the m regions of G into one. [

— — —

We abbreviate K, (&)m oG to K, (§)[G], and K, (£)o to Kl(g)

Definition 28 (name,coname,restrict) Define the bigraphsz : e— (0, {z})
and z : (0,{z}) — € to consist of a single name or coname. Then define the re-
striction v = 2 ®idy for any interface I not involving z. ]

We now ask: How essential are the transitions which we have derived? This
paper has no space to characterise them; but we shall say what it means for
a transition to be superfluous. Moreover we identify a class of superfluous
transitions; it supports the intuition that each proper transition of an agent a
should represent some contribution which a makes to a reaction.

Definition 29 (adequate transitions) Let T be a set of transitions. Define
~r to be the largest symmetric relation between agents with like codomain such
that if a ~p b, then for every transition a Lo d in T there exists b such that
b-Lot and o/ ~p V. Call T adequate if ~p = ~. n

(Note especially that the transition of b, which matches the T-transition of «,
need not itself be in 7. This means that ~7p is in general not transitive.)

We now look at an important case. We may expect a transition aL+a' to
be superfluous if “a contributes nothing” to the redex on which the transition is
based; for then the entire redex is “provided by F”. The tensor product allows
us to make this intuition precise and justify it. First, our IPO characterisa-
tion shows that “tensorial” transitions exist; further analysis shows them to be
superfluous:

Proposition 30 In Bigs let a : € — I be an agent and (r,7’) a reaction rule

dr®r

not involving names in I. Then a >a @71’ is a transition.

Definition 31 (tensorial transition) A transition from a : ¢—1I is tenso-
o . . . id; @ .
rial if, up to isomorphism, it takes the form a—4E" o 4 @1, where (r,r') is a

reaction rule. =
Proposition 32 The set of non-tensorial transitions is adequate.
Finally, let us exhibit the derived transitions for a simple specific BRS, mo-

tivated by the m-calculus. Take the control signature K £ {K,L, M}, all with
arity two; take all contexts to be reactive, and let there be a single reaction rule:
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; J
DD

[K(y, x) | Lz, 2) | —M(y, 2)

We shall now classify the transitions of any agent a : e — I with non-empty
node set and multiplicity 1; without loss of generality we assume x,y, 2 ¢ I. The
classification is based upon the extent of node-sharing between a and r. (Note
that our term language does not specify node-identity. Working in Bigz, we
have to take care of it; this is analogous to identifying occurrences of subterms
in the A-calculus, where they are important in examining properties of term
reduction.) This yields five kinds of transitions for a; four of them constitute an
adequate set. The transition labels — proper and improper — are shown in the
following diagrams. Any names in I not shown in the diagrams are exported to
the outer interface; we have indicated this by a double line.

(SUPERFLUOUS)

=1 [= [ L(w, 2)] [K(y,w) | =]

The transitions arise as follows:

. .o . — |7
No nodes shared There is one transition: a——"—¢ | . Tt may also be

written =28+ ¢ r’, which we recognise as tensorial — hence super-
fluous. Note especially that this is the only label with two regions; the

reaction r—>7’ occurs “alongside” a without merging with it.
One node shared If the K-node is shared, then its right-hand port must be
open a, at w say, and the unique IPO of a, r equates w with  and contains

just an L-atom. The transition takes the form e )
[Kyw)l =1

>a’. Similarly,

if the L-node is shared there is a transition a

Both nodes shared There are two cases. If the K- and L-nodes are already
linked in @, then there is a transition of the form atl o’ ; this corresponds

to a 7 transition in CCS. Otherwise the two nodes are open in a, say at

. oy w=w « .
w and w’, and there is a transition of form a[”—ba in explicit

fusions [5] this is a fusion supplied by the context.
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The situation is more complex with a parametric rule. For example, instead
of our “ground” rule (r,r') we may have a parametric rule (R, R’) in which,
say, the L-node contains a site. (Our rules for the m-calculus and the ambient
calculus are also examples.) We then have to specify what set of ground rules
is signified by the parametric rule (R, R'). A natural candidate is the set of
pairs ((R®idy)od, (R ®idy)od) for any interface I and agent d; this achieves
the polymorphism mentioned in Example 2. If in our example we allow the L-
node to contain a site, then all the above kinds of transition still appear. Other
transitions also arise, but may be superfluous; this is under present research —
in which, following Sewell [15], we shall look in greater detail at how best to
handle parametric rules in general. For now, at least in a simple non-parametric
example, our derived transitions turn out to be close to what we would expect.

7 Conclusion and further work

There is much work to be done.

(1) Using the results so far obtained, existing calculi (7-calculus, ambients,
etc.) must be examined to see how our derived transition systems and equiva-
lences match up to those already known. This will entail dealing sensibly with
parametric reaction rules. We expect significant differences to appear. For ex-
ample the m-calculus is not a graphical model; we expect that the richer contexts
the bigraph model will affect the nature of congruential equivalences.

(2) At present we only know about the existence of RPOs in Bigs, which
has no aliases. I conjecture that RPOs exist under manageable conditions, in
the general case; but I found the proofs — though not simple! — to be simpler
without aliases, and this restriction also makes examples simpler. The RPO
requirement appears natural; therefore, besides applications, there is intrinsic
interest in discovering the conditions under which it can be met. Also, in the
course of further work it is likely that simpler proofs will be found.

(3) The definition of bigraphs represents a deliberate choice to keep the
structures as simple as possible, consistent with the challenge to find a model
for mobile interaction that is both rigorous and useful; there are no restrictions
upon wiring in relation to locality, arcs are undirected and may branch with-
out constraint, ports are untyped, and so on. We expect to find submodels
(subprecategories) or enriched models which embody such constraints or extra
structure, but in a way that preserves RPO theory.

(4) While this RPO-based theory appears to be new, there is much work
on graph-rewriting which may be relevant to it, especially in relation to graphs
with extra structure. Links with that research field need to be explored.
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Control of Networks of Unmanned Vehicles

Shankar Sastry
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University of California, Berkeley CA 94720

At Berkeley we have been interested in design schemes for network of complex
networks of semi-autonomous agents. These networks are characterized by in-
teraction between discrete decision making and continuous control. The control
of such systems is often frequently organized in hierarchical fashion to obtain a
logarithmic decrease in complexity associated with the design, We have used as
examples three classes of systems to motivate the design approach:

1. Intelligent Vehicle Highway Systems (IVHS)
2. Air Traffic Management Systems (ATMS)
3. Unmanned Aerial Vehicles

Over the last five years or so, a group of us have developed a set of design ap-
proaches which are aimed at designing control schemes which are live, deadlock
free, and “safe”. Our design methodology is to be considered an alternative to
the verification based approaches to hybrid control systems design, and is an
interesting blend of game theoretic ideas, planning and fault handling in a prob-
abilistic framework, mathematical and temporal logic and planning ideas from
robotics. In today’s talk, I will focus on design problems involved in coordinating
groups of Unmanned Aerial Vehicles (UAVs). Problems to be addressed include:

1. Design of embedded software for real-time control.
2. Vision based landing and navigation.
3. Pursuit Evasion problems for multi-UAV missions.

The last set of issues touches on issues of decentralized map making, compu-
tationally tractable solutions of pursuit evasion games with partial information
and probabilistic verification. The work on UAVs is joint with (in alphabeti-
cal order) Joao Hespanha, Hyoun Jin Kim, John Koo, Maria Prandini, Omid
Shakernia, David Shim, and Claire Tomlin.
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(Abstract)
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Abstract. Over the past decade, techniques from concurrency theory
have been applied to problem areas in security, sometimes with extremely
successful results. This talk discusses the contribution made by concur-
rency theory to the analysis of security protocols, and to the characteri-
sation of non-interference properties.

Process algebras provide a rich and mature theory for modelling, develop-
ing, and understanding concurrent systems, and they provide a wide variety of
techniques for analysing and verifying such systems.

Computer security appears to be a natural application area for concurrency
theory. One facet of security is secure communication, which makes use of secu-
rity protocols [NS78] employing cryptographic mechanisms to achieve properties
such as authentication and secrecy, between participants on a (generally inse-
cure) network. Such protocols have much in common with the traditional process
algebra application area of communication protocols over unreliable media, and
experience from that field is transferable.

This talk will argue that process algebra has been extremely successful in the
analysis of security protocols for a number of reasons, including:

— the expressiveness of the languages for describing both protocols and the
range of insecure environments they are designed for, as well as the security
properties they are intended to provide [RSG100];

— mature semantic models with well-established verification techniques and
powerful tool support;

— experience of language design in the construction of new security-oriented
process calculi (for example [AG99]).

Another aspect of security concerns the flow of information between differ-
ent security levels within a multi-user system. Typically, what is required here is
non-interference, that activity at higher security levels does not have any impact
on activity at lower levels. Natural definitions were given in the early 1980’s for
deterministic systems (see for example [GM82]), requiring that low-level possi-
bilities do not change during high-level activity. However, this seemingly simple
property has been notoriously difficult to generalise to the nondeterministic case,
with a bewildering variety of definitions which vary according to their model of
computation and their notion of equivalence, as well as the motivation of their
proponents. The theme common to the definitions is that the behaviour on a
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particular low-level interface of a process should not be affected by activity at
higher levels. Characterisations of non-interference have been expressed for ex-
ample as properties of sets of traces [McL94]. In the process-algebraic world there
have been many characterisations, including those in terms of unwinding rules
[Rya90], in terms of process equations [FG95] (that the process is the same in
different contexts), or in terms of the low-level processes view being deterministic
(see [RWW94], generalised in [Low99, For99]).

A number of benefits have been gained by the application of concurrency
theory to the formulation of non-interference as for security protocols, including
the deployment of well-established semantic models and mature techniques and
tools to analyse systems, and to establish general results about non-interference
properties. It has also provided insights such as the observation that the va-
riety of definitions of non-interference in the literature reflects the variety of
equivalences within concurrency theory [RS01]. However, the requirements of
the security community for non-interference properties which are preserved un-
der composition and refinement, and remain practical and not too restrictive,
have not yet been fully met, and they still raise challenges for concurrency theory.
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Abstract. The Bandera Tool Set is an integrated collection of program
analysis, transformation, and visualization components designed to fa-
cilitate experimentation with model-checking Java source code. Bandera
takes as input Java source code and a software requirement formalized in
Bandera’s temporal specification language, and it generates a program
model and specification in the input language of one of several existing
model-checking tools (including Spin [I6], dSpin [6], SMV [3], and JPF
[2]). Both program slicing and user extensible abstract interpretation
components are applied to customize the program model to the property
being checked. When a model-checker produces an error trail, Bandera
renders the error trail at the source code level and allows the user to step
through the code along the path of the trail while displaying values of
variables and internal states of Java lock objects.

In this tutorial paper, we use a simple concurrent Java program to
illustrate the functionality of the main components of Bandera and how
to interact the tool set using its graphical user interface.

1 Introduction

Modern computing applications increasingly require concurrent/distributed soft-
ware systems that are extremely reliable. Unfortunately, current software valida-
tion techniques, such as inspections and testing, are failing to provide high levels
of assurance of correctness for these systems due to system size and complexity
as well as the fundamental difficulties of reasoning about state/event sequences
in concurrent behavior.

Model-checking techniques (now widely used for hardware verification) hold
promise for establishing crucial behavioral properties of complex software be-
cause they can automatically check to see if an abstract finite-state transition
system model of the software conforms to a given state/event sequence property.
If the model fails to satisfy the property, the model-checker gives a counterex-
ample — a path through the model’s transitions that violates the property. This
can be used to locate and correct the corresponding software defect.

Although it holds great promise, we believe that there are four problems
that are currently preventing model-checking technology from being successfully
applied to software.
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The state explosion problem: the exponential increase in the size of a finite-
state model as the number of system components grows. A variety of methods
exist for curbing the state explosion when analyzing certain types of systems,
and these methods have proven sufficient to make analysis of many hardware
designs tractable. Unfortunately, software systems tend to have more complex
state than hardware components and thus must be more aggressively abstracted
to produce tractable models.

The model construction problem: bridging the semantic gap between the
artifacts produced by software developers and those accepted by current ver-
ification tools. Most development is done with general-purpose programming
languages (e.g., C, C++, Java, Ada), but most verification tools accept spec-
ification languages designed for the simplicity of their semantics (e.g., process
algebras, state machines). In order to use a verification tool on a real program, a
developer must extract an abstract mathematical model of the program’s salient
behavior and specify this model in the input language of the verification tool.
This process is both error-prone and time-consuming.

The requirement specification problem: the difficulty of expressing software
requirements in the temporal specification languages of existing model-checking
tools. Although model-checker property specification languages are built on the-
oretically elegant temporal logics, practitioners and even researchers find it dif-
ficult to use them to accurately express complex event-sequencing properties.
Once written, the specifications are often hard to read and debug.

Moreover, model-checker specification languages are designed to state prop-
erties of mathematical models rather than software source code. Most software
specifications include references to program features such as control-points (e.g.,
method entry/exit), local and instance variables, array access, nested object
dereferences. However, current tools provide little or no support for the intri-
cate mappings that are often required to bridge the gap between source code
features and their corresponding model realizations. This means that the user
is often forced to state the specifications in terms of the model’s representa-
tion of program features such as coded e.g., in Spin’s Promela input language,
instead of in terms of the source code itself. Thus, the user must understand
these typically highly optimized representations to accurately render the specifi-
cations. This is somewhat analogous to asking a programmer to state assertions
in terms of the compiler’s intermediate representation. Moreover, the representa-
tions may change depending on which optimizations were used when generating
the model. Even greater challenges arise when modeling the dynamism found
in typical object-oriented software: components corresponding to dynamically
created objects/threads are dynamically added to the state-space during exe-
cution. These components are anonymous in the sense that they are often not
bound directly to variables appearing in the source program. The lack of fixed
source-level component names makes it difficult to write specifications describing
dynamic component properties: such properties have to be expressed in terms
of the model’s representation of the heap.



Using the Bandera Tool Set to Model-Check Properties 41

The output interpretation problem: When a property fails when checking
large models (and software systems typically produce very large models), the
counterexample traces produced by the checker can be hundreds or even thou-
sands of steps long. Manually matching up these counterexamples with source
code is extremely tedious for several reasons. First, the length is quite long and it
may require hours to walk through the trace. Second, the error trace is expressed
in terms of the low-level, possibly highly optimized model representations. Thus,
one has the reverse of the “representation gap” issue mentioned in the property
specification problem: the analyst must understand the model’s representation
of complex program features in order to accurately project the model error trace
back to the source level. Typically, one “step” in the source program may cor-
respond to as many as ten steps in the low-level model representation.

1.1 Goals and Context of the Bandera Project

Bandera provides multiple forms of tool support to address the problems above.
To address the model construction problem, Bandera automatically compiles
Java programs to existing model-checking engine back-ends (e.g., Spin, SMV,
dSpin, and JPF) which can be inserted into the tool set as pluggable components.
To address the requirement specification problem, Bandera provides a temporal
specification language that allows user to express properties at the source code
level using temporal specification patterns. These specifications are then com-
piled automatically to the input language of the selected back-end model-checker.
To address the state-explosion problem, Bandera provides program slicing and
abstract interpretation components, as well as a number of static analyses similar
to what one would find in an optimizing compiler — these are used to customize
the generated models with respect to the specification to be checked. To address
the output interpretation problem, Bandera automatically maps model-checker
counterexample traces back to the source-level. A GUI provides debugger-like fa-
cilities — it allows the user to navigate a trace both forwards and backwards and
to display the contents of the program state (variable and heap values, threads
waiting or blocked on locks, etc).

Bandera is the second generation of tools that we have built for model-
checking software properties (a previous effort led by Corbett, Dwyer, and
Avrunin [7] provided a framework for checking concurrent Ada programs). Work
on Bandera began in the fall of 1998, and a number of people have partici-
pated in its development. Jay Corbett (faculty, University of Hawai’l) designed
and coded the back-end infrastructure which compiles an intermediate repre-
sentation of Java to several existing model-checkers. In addition to the authors,
a good-sized group of research associates and graduate students from Kansas
State University including Radu Iosif, Roby Joehanes, Shawn Laubach, Corina
Pasareanu, Venkatesh Ranganath, Robby, Oksana Tkachuk, and Hongjun Zheng
have contributed to design and implementation of the system.

! For example, in a software model-checking experiment performed by researchers at
NASA Ames and Honeywell, checking properties of the DEOS real-time operating
system scheduler produced SPIN counterexamples over 2700 steps long [19].
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Even though a good deal of effort have been devoted to developing Bandera,
we believe that each of the previously mentioned barriers to applying model
checking to software is significant and it is unclear at present exactly which
technologies and forms of tool support will ultimately be best suited for over-
coming them. Thus, the primary aim of the Bandera project is not to provide
“silver bullet” solutions to these problems, but, instead, to provide several dif-
ferent forms of tool support along with an open infrastructure that allows for
easy experimentation with new techniques.

The project website http://www.cis.ksu.edu/santos/bandera includes a
number of papers related to the project, a collection of slides for technical talks
and tutorials, and downloadable distribution of the tools. The distribution in-
cludes a much larger tutorial and a repository of simple examples.

Outside of our own research group, the primary users of Bandera have been
researchers at NASA Ames’s Automated Software Engineering and Honeywell
Technology Center who have used Bandera in conjunction with NASA Ames’s
JPF model-checker to check properties of avionics software. It should be noted
that these users were already quite familiar with model-checking concepts. Even
though Bandera provides many forms of automated support, effective use of
it at the present time requires a basic knowledge of temporal logic, explicit
state model-checking, and abstract interpretation. Introduction of Bandera in
our graduate courses is typically preceded by 2-3 weeks of high-level background
material on model-checking and abstraction.

This work was supported in part by the US National Science Foundation un-
der grants CCR-9703094, CCR-9701418, CCR-9708184, CCR-9896354 and CCR-
9901605, by the US National Aeronautics and Space Agency (NASA) under grant
NAG-02-1209, by Sun Microsystems under grant EDUD-7824-00130-US, by US
Department of Defense Advanced Research Projects Agency (DARPA/ITO)’s
PCES program through AFRL Contract F33615-00-C-3044, by Honeywell Tech-
nology Center and NASA Langley Research Center under Formal Verification
of Integrated Modular Avionics Software Cooperative Agreement, NCC-1-399,
and by the US Army Research Office under agreement DAAD190110564.

2 Tool Architecture and Use

Figure [M presents the internal architecture of Bandera, and below we summarize
the functionality of the components.

Java infrastructure and intermediate representation: Bandera is built on
top of the Soot Java compiler framework developed by Laurie Hendren’s Sable
group at the University of McGill [21]. In the Soot framework, Java programs
are translated to an intermediate language called Jimple. Jimple was originally
developed to be the target language of a Java decompiler (i.e., the Soot tools
provide a component for decompiling Java class files (byte code) to Jimple).
Thus, Jimple is essentially a language of control-flow graphs where (a) state-
ments appear in three-address-code form (the explicit stack manipulation inher-
ent in JVM instructions has been removed by introducing temporary variables),



Using the Bandera Tool Set to Model-Check Properties 43

PVS
Theorem
Prover

! Soundness
' “Proofs

BASL
Abstraction BASL Abstraction
Specifications Compiler Library

LTL,CTL, .. . ¢
(over APs) Slicer Abstraction
i Engine

Bandera Property t A t A
Spec .7l Front-end i iti | &R
Language Atomic Propositions e
v v uctor
Java ---=| Java Front-End -
Jimple A J:mele =
Juc Y (customlze BIR Counter
. Slmulator Tracer | example
[Oblect FIow} [JIMPIe-Java}/

Back-ends

N
SPIN Trans | --= Promela
dSPIN Trans| -- = dpromela

SMV Trans

WHW

--* Trans

" ...

Analysis Mapper
Java Counterexample BOFA External
Trace PF Java-based
Java verification tools

Fig. 1. Internal architecture of the Bandera Tool Set

and (b) various Java constructs such as method invocations and synchronized
statements are represented in terms of their virtual machine counterparts (such
as invokevirtual, and monitorenter, monitorexit).

Java front-end: Based on an initial prototype from the Soot group, the Ban-
dera group has developed it’s own Java front-end called JJJC (Java-to-Jimple-
to-Java Compiler) that translates from Java to Jimple. JJJC also maintains data
structures that are used by a Jimple-Java Mapper to move back and forth be-
tween Java and Jimple. For instance, JJJC can also decompile Jimple that has
been transformed by Bandera’s slicing and abstraction components back to Java.
Thus, the Bandera slicer and abstraction tools can be viewed as source-to-source
transformations. This is useful if one desires to use other verification tools that
work at the Java source level in conjunction with Bandera. The Jimple-Java
Mapper is also invoked during the process of mapping a model-checker coun-
terexample back to the Java source level.

Property specification: Source code properties to be checked are written in
the Bandera Specification Language (BSL). BSL is based on a collection of field-
tested temporal specification patterns [I1] that allow users to write specifications
in a stylized English format. These patterns essentially are parameterized macros
that can be instantiated to one or more temporal logics such as LTL or CTL.
Thus, this pattern system addresses the specification problem mentioned in the
previous section by providing the user with temporal structures commonly used
in specifications.

BSL specifications are parameterized by observables (predicates on program
state) that are defined in Java source code using Javadoc comment notation.
From a foundational standpoint, BSL specifications are instantiated to assertions
and temporal logic formulas, and user-declared observables are the primitive
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propositions that can appear in those formulas. Examples include constraints
on program variables and heap objects, and propositions that hold true when
control is at a particular control point. The property front-end of Figure[d] calls
the Java front-end to extract all the observables declared in the given source
program, it type checks the declared observables, and it instantiates the BSL
specification to a particular temporal logic, and it translates the observables
used in the input specification to the lower-level model representation. This
last step addresses the representation gap issue of the specification problem by
automatically translating properties described in terms of source-level features
to the low-level optimized model representation.

Approach to model construction: Bandera’s approach to model construc-
tion is to generate one model for each property to be checked. This approach
is based on the observation that, given a specific property ¢, many parts of the
software may not influence ¢ at all. This allows Bandera to employ optimiza-
tions and abstractions that remove program components irrelevant to ¢ and thus
generate a highly compacted model. Note that this customization approach gen-
erally is infeasible when one is generating models from programs by hand. One
might naively complain that generating one model per property incurs signifi-
cant overhead. However, it is often the case that checking a particular property
¢ without customizing the model is infeasible due to the exponential cost of
model-checking. In addition, Bandera’s philosophy is to design the customiza-
tion so that cost of customization is always dominated by model-checking (i.e., in
practice, the time to customize should be shorter than the time to model-check).

Slicing: Bandera uses both program slicing and data abstraction (abstract in-
terpretation) to customize models. The Bandera program slicer takes as input
all the observables mentioned in the input property ¢. These observables may
reference particular program variables and control points. The semantics of these
program features must be preserved for correctly checking ¢, but all other pro-
gram components that don’t influence the semantics of the observable features
can be eliminated in the generated model. The program slicer builds a program
dependence graph representing several different forms of dependence, and it will
generate an executable residual program (the program slice) where components
that do not influence the execution of the observables in ¢ have been removed.
The sliced program is created at the Jimple level, but it can also be decompiled
to Java source using JJJC.

Abstract interpretation: The Bandera abstraction components provide auto-
mated support for reducing model size via data abstraction. This is useful when
a specification ¢ to be checked does not depend on the program’s concrete values
but instead depends only on properties of those values. For example, an appli-
cation might store a set of items in a vector, but if the property being verified
depends only on whether a particular item is in the vector, we could abstract the
large number of vector states onto a small set { ItemInVector, ItemNotInVector}.
The user guides the abstraction process by binding variables to entries from an
abstraction library. The library entries are indexed by concrete type, and each
entry implements an abstract version of its corresponding concrete type. Each
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abstraction in the library is defined using the Bandera Abstraction Specification
Language (BASL).

Back end model generation: The Bandera back end is like a code gener-
ator, taking the sliced and abstracted program and producing verifier-specific
representations for targeted verifiers. The back end components communi-
cate through BIR, the Bandera Intermediate Representation, an intermediary
between compiler-based representations and verifier-based representations. As
shown in Figure[dl, the back end has one fixed component called BIRC (Ban-
dera Intermediate Representation Constructor) that accepts a restricted form of
Jimple and produces BIR. For each supported verifier, there is also a translator
component that accepts the program represented in BIR and generates input
for that verifier. Currently, translators for SPIN, dSPIN, and SMV have been
incorporated. In addition to these BIR-based back ends, the JPF model-checker
from NASA Ames [2] has also been incorporated. JPF works directly on Java
byte code, so translation to BIR is by-passed when generating JPF input.

3 Overview of the Bandera User Interface

Figure 2 displays the main window of the BUI with some example code loaded.
The main window contains two panels: the left panel is the project panel and the
right panel is the code panel. The Project panel contains a tree that organizes
the packages, classes, fields and methods of the Java software being analyzed.
Selecting a node in the project panel brings up a detailed view of the selected
object in the code panel. For instance, in the example display in Figure 2] select-
ing the add method from the BoundedBuffer class displays the code structure
for the add method in the code panel.
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Below we give a brief description of each tool-bar button and menu in the
main Bandera window.

Sessions: Runs of Bandera are configured using sessions. A session is a record
holding information about the file name(s) of the source code to be checked
during the run, the property to be checked, the tool components that are to be
enabled during the run, options and settings for the selected components, the
particular back-end model-checker to be used, and other miscellaneous informa-
tion such as location of working directories into which temporary output should
be dumped.

Multiple session records are held in a session file. When performing a new run
of Bandera, the session record can be saved in a session file and loaded at a later
time. This allows the user to avoid restating all option information, etc. Session
records in a session file can also be processed in batch mode using a command line
flag. This is useful for performing regression tests on software under development.
For example, you might consider creating a session file holding all the checks that
you usually run on a piece of software, then using the batch mode facility to run
all of the model-checks specified in the session file overnight.

Component buttons: The four buttons at the right side of the upper tool-
bar (labeled JJJC, Slicer, SLABS, Checker) are used to enable/disable the four
main components of Bandera. When a component is enabled, the corresponding
button icon is presented in color with a check-mark. A non-checked black-and-
white icon indicates that a component has been disabled. Clicking on the Run
button causes the enabled components to be executed in the order in which they
are presented in the tool-bar. For example, in Figure 2] JJJC is enabled, but
the remaining components are disable. Therefore, pressing the run button only
parses the program and loads it into the BUI.

Session manager: Starting on the lower toolbar, the first button opens the Ses-
sion Manager window. The window is used for creating, modifying, and deleting
of session records within the currently selected session file.

Property specification buttons: The next four buttons on the lower tool bar
are associated with property specification. The Assertion button invokes the As-
sertion Browser which allows you to browse the assertions that you have declared
in the code specified by the current session. The Predicate button invokes the
Predicate Browser which allows you to browse the predicates (observables) that
you have declared in the code specified by the current session. The Pattern but-
ton invokes the Pattern Manager. Recall that Bandera’s temporal specification
language is based on a collection of temporal specification patterns. The Pattern
Manager allows the user to browse the patterns, and to add, modify or remove
patterns. Typically, only expert users will change the collection of patterns. The
Property button invokes the Property Manager which allows the user to specify
properties to be checked for the code specified by the current session.

The PDG Browser: The next button in the lower toolbar invokes the PDG
Browser. The PDG Browser allows the user to navigate the program dependence
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/%% /%%

* Qobservable * Q@observable

* EXP Full(this): (head == tail); * INVOKE Call(this);

* EXP TailRange(this): * Qassert

*  (tail >= 0 && tail < bound); * POST AddToEnd:

* EXP HeadRange(this): * (head == 0) ?

* (head >= 0 && head < bound); * buffer[bound-1] ==

*/ * buffer[head-1] == o;
class BoundedBuffer { */

Object [] buffer; public synchronized

int bound, head, tail; void add(Object o) {

/% while ( tail == head )

* Qassert try { waitQ; }

* PRE PositiveBound: (b > 0); catch (InterruptedException ex) {}

*/ buffer[head] = o;

public BoundedBuffer(int b) {
bound = b;

buffer = new Object[bound];
head = 0;

tail = bound - 1;

}

/%%

* Qobservable
* RETURN ReturnTrue(this):
* ($ret == true);
*/
public synchronized
boolean isEmpty() {
return
head == (tail + 1) % bound;
}

Fig. 3. Bounded Buffer Implementation with Predicate Definitions

head = (head+1) % bound;
notifyAll();
}
VAL
* Qobservable
* RETURN Return(this);
*/
public synchronized Object take() {
while ( isEmpty() )
try { wait(); }
catch (InterruptedException ex)
tail = (tail+1) % bound;
notifyAll();
return buffer[taill;
}
}

{

graph — the main data structure produced by the slicer. Several facilities are
provided in the PDG Browser that aid in the selection of abstractions.

Abstract type inference: The next button in the lower toolbar invokes the
Abstraction Manager which is used to bind abstract types to source code vari-
ables. The Abstraction Manager communicates this information about abstrac-
tion selection to the abstraction engine, and this information is used to drive the
program transformation associated with abstraction.

4 Property Specification Using BSL

4.1 An Example

Figure B gives the implementation of a simple bounded buffer implementation
in Java that is amenable to simultaneous use by multiple threads. This code
illustrates several of the challenges encountered in specifying the behavior of
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// Enable PositiveBound or AddtoEnd pre-condition assertions
BoundAssertion: enable assertions { PositiveBound };
AddToEndAssertion: enable assertions { AddToEnd };

// Indices always stay in range
IndexRangelInvariant:
forall[b:BoundedBuffer] .
{HeadRange (b) && TailRange(b)} is universal globally;

// Full buffers eventually become non-full
FullToNonFull:
forall[b:BoundedBuffer]. {!Full(b)} responds to {Full(b)} globally;

// Empty buffers must be added to before being taken from
NoTakeWhileEmpty:
forall[b:BoundedBuffer].
{BoundedBuffer.take.Return(b)} is absent
after {BoundedBuffer.isEmpty.ReturnTrue(b)}
until {BoundedBuffer.add.Call(b)};

Fig. 4. Bounded Buffer Properties rendered in BSL

Java programs. Each instance of the BoundedBuffer class maintains an array of
objects and two indices into that array representing the head and tail of the
active segment of the array. Calls to add objects to the buffer are guarded by a
check for a full buffer using the Java condition-wait loop idiom. Calls to take
objects from the buffer are guarded similarly by a check for an empty buffer.
We will use BSL to specify the following requirements of the buffer code.

. Buffers are constructed with positive bounds.

. Elements are always added in correct position.

. Buffer indices always stay in range.

. Full buffers eventually become non-full.

. Empty buffers must be added to before being taken from.

Uk W N~

Comments in the code of Figure [3 contain various BSL predicate and assertion
declarations for these properties, and Figure [4] presents the actual assertion and
temporal specifications. We will discuss these in the following sections.

4.2 Structure of BSL

The Bandera Specification Language (BSL) is a source-level, model-checker inde-
pendent language for expressing temporal properties of Java program actions and
data. BSL addresses the property specification problem outlined in the introduc-
tion and provides support for overcoming the hurdles one faces when specifying
properties of dynamically evolving software. For example, consider the bounded
buffer Requirement @l from above stating that no buffer stays full forever. There
are several challenges in rendering this specification in a form that can be model-
checked including (a) defining the meaning of full in the implementation, (b)
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quantifying over time to insure that full buffers eventually become non-full, and
(¢) quantifying over all dynamically created bounded buffers instances in the
program. BSL separates these issues and treats them with special purpose sub-
languages: a predicate sublanguage for defining basic observations (i.e., propo-
sitions) about program’s state (addressing item (a)), a pattern-based temporal
property sublanguage for expressing temporal relationships between observables
(addressing item (b)), and an object-instance quantification facility (addressing
item (c)). In addition, an assertion sublanguage is provided.

Assertions: An assertion sublanguage provides a convenient way for a devel-
oper to specify a constraint on a program’s data space that should hold when
execution reaches a particular control location. In C and C++ programming, as-
sertions are typically embedded directly in source code using an assert macro,
where the location of the assertion is given by the position of the macro in-
vocation in the source program. Due to Java’s support for extracting HTML
documentation from Java source code comments via Javadoc technologies, sev-
eral popular Java assertion facilities, such as iContract, support definition of
assertions in Java method header comments. BSL also adopts this approach.

For example, Figure Bl shows the declaration of the BSL assertion PRE
PositiveBound: (b > 0). In this assertion, the data constraint is (b > 0)
and the control location is specified by the occurrence of the tag @assert PRE
in the method header documentation for BoundedBuffer constructor: the con-
straint must hold whenever control is at the first executable statement in the
constructor. Other assertion forms include post-conditions (see the AddToEnd
postcondition for add method in Figure[3), and user-specified LOCATION asser-
tions. LOCATION [<label>] <assertion-name>: <exp> is satisfied if <exp> is
true when control is at the Java statement labeled by <label> in the corre-
sponding method)E

Assertions can be selectively enabled /disabled so that one can easily identify
only a subset of assertions for checking. Bandera exploits this capability by
optimizing the generated models (using slicing and abstraction) specifically for
the selected assertions. For example, the BoundAssertion property of Figure @l
enables only the PositiveBound assertion but not the AddToEnd assertion. When
checking, PositiveBound the actual array implementing the buffer will be sliced
away because it is not need for checking PositiveBound. Note that without
selective checking, the buffer array would be included since it is required for
AddToEnd.

Predicates: A predicate sublanguage provides support for specifying observ-
able properties of common Java control points (e.g., method invocation and re-
turn) and Java data (including dynamically created threads and objects). These
predicates become the basic propositions in temporal specifications. For exam-
ple, Figure [3] shows a declaration of a location insensitive expression predicate
EXP Full(this): (head == tail) in the class BoundedBuffer header docu-
mentation. Expression predicates are often used to define class invariants or to

2 Even though Java does not include goto’s, it includes labels to indicate the targets
of break and continue statements.
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indicate distinguished states (e.g., a full buffer) in class or instance data. Since
expression predicates do not refer to particular control points in methods, they
can only be defined in class header documentation. Other predicate forms in-
clude invocation predicates (e.g., the Call predicate for method add in Figure [3),
return predicates (e.g., the ReturnTrue predicate for method isEmpty), and lo-
cation predicates (similar to location assertions). As an example of the semantics
of these predicates, RETURN ReturnTrue(this): ($ret == true); of method
isEmpty is true exactly when isEmpty is invoked on the instance bound to the
predicate parameter this and control is at the return statement of isEmpty
and the return value is true.

Temporal properties: The temporal specification language is based not on a
particular temporal logic, but on a collection of field-tested temporal specifica-
tion patterns developed in our earlier work [IT]. This pattern language is exten-
sible and allows for libraries of domain-specific patterns to be created. There are
five basic patterns:

— universal properties require the argument to be true throughout the execu-
tion

— absence properties require that the argument is never true in the execution

— existence properties require that the argument is true at some point in the
execution

— response properties require that the occurrence of a designated state/event
is followed by another designated state/event in the execution

— precedence properties require that a designated state/event always occurs
before the first occurrence of another designated state/event

In addition several chain patterns allow for the construction of sequences of de-
pendent response and precedence relationships to be specified. A web-site [10]
presents the current set of eight patterns and their variations as well as trans-
lations into five different common temporal specification formalisms, including
LTL and CTL.

Pattern scopes define variations of the basic patterns in which checking of
the pattern is disabled during specified regions of execution. There are five basic
scopes; a pattern can hold globally throughout the system’s execution, after the
first occurrence of a state/event, before the first occurrence of a state/event,
between a pair of designated states/events, during the interval, or after one
state/event until the next occurrence of another state/event or throughout the
rest of the execution if there is no subsequent occurrence of that state/event. For
example, the NoTakeWhileEmpty property of Figure @] uses the absence pattern
with after/until scope.

Object Quantification: Interacting with both the predicate and pattern sup-
port is a powerful quantification facility that allows temporal specifications to be
quantified over all objects/threads from particular classes. Quantification pro-
vides a mechanism for naming potentially anonymous data, and we have found
this type of support to be crucial for expressive reasoning about dynamically
created objects.
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Bandera implements object quantification through a mechanism that avoids
having to extend the functionality of any of its back-end model-checkers. This is
achieved by (a) augmenting the program/model to bind quantified variables non-
deterministically to allocated instances of the classes named in the quantification
and by (b) augmenting the property ¢ to be checked by embedding it in another
temporal formula that assures ¢ will be checked only when quantifier variables
have actually been bound to allocated objects.

Although the specification file of Figure ll can be created directly via a text
editor, the BUI’s Property Manager provides a nice system of pull-down menus
that collect the predicates declared in the code to aid the user in constructing
specifications. See [f] for a detailed presentation of the syntax and semantics of
BSL, as well as several more examples.

When analyzing a unit of code U like the bounded buffer class, one be-
gins by creating an appropriate model of U’s environment to close the system.
This model of the environment is analogous to a test harness. Typically, it will
non-deterministically generate calls to the interface of U to simulate demonic
behavior of the actual environment.

To model the environment for the BoundedBuffer class, we built a simple
closure (not shown here) consisting of four threads: a main thread that instan-
tiates two BoundedBuffers, loads one of the buffers until it is full, then passes
the pair of buffers to threads that read from one buffer and write to the other
such that a ring topology is established. An additional thread repeatedly polls
the state of the two BoundedBuffers to determine if they are empty. Under this
environment, each buffer will be forced through all its internal states limited by
its bound, and Bandera determines that all of the properties in Figure [4] hold.

The current release of Bandera provides no tool support for generating envi-
ronments. However, we have constructed initial prototypes based on the second
author’s previous work on filter-based refinement and assume-guarantee model-
checking [9], and we plan to incorporate fully developed versions of these in a
future Bandera release.

5 Slicing

Given a program P and some statements of interest C' = {s1,...,s,} from
P called the slicing criterion, a program slicer will compute a reduced version
of P by removing statements of P that do not affect the computation at the
criterion statements C. When checking a program P against a BSL specification
¢, Bandera uses slicing to remove the statements of P that do not affect the
satisfaction of ¢. Thus, the specification ¢ holds for P if and only if ¢ holds for
the reduced version of P (i.e., the reduction of P is sound and complete with
respect to ¢) [14].

In recent work [14], we showed that the slicing transformation can driven by
generating a slicing criterion Cy based only on the primitive propositions (i.e.,
the predicates) in ¢. We noted earlier that BSL’s predicates may involve two
types of observations: observations about the values of values, and observations
about the current control location. The criterion Cy consists of those program
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statements whose control locations are mentioned in ¢ predicates, as well as all
assignment statements to variables mentioned in ¢.

As an example, consider slicing with respect to the FullToNonFull speci-
fication of Figure [ Since Full is the only predicate in this specification and
it is not location sensitive, Bandera’s automatically generated slicing criterion
consists of all the statements that assign to the variables mentioned in Full (i.e.,
head, and tail). Using this criterion, Bandera will slice away statements that
are guaranteed not to influence the criterion statements. In this case, the buffer
array and any values flowing into or out of it can sliced away — in essence, the
FullToNonFull only concerns the control of available positions in the buffer and
not its actual contents.

Building a slicer for Java requires a significant amount of effort. Fortunately,
except for issues surrounding Java’s concurrency primitives we were able to carry
out most of the development using previously developed slicing techniques based
on program dependence graphs. In recent work, we gave a formal presentation
of slicing that includes additional notions of dependence that arise in Java’s con-
currency model [13]. These includes dependencies due to possibly infinite delays
in waiting for locks or notification via Java’s notify/notifyall, data depen-
dencies due to access/definition of shared variables, and dependencies between
program statements and the monitor delimiters that enclose them.

The effectiveness of slicing for reducing program models varies depending on
the structure of the program. In some systems that we have considered, slicing
removes entire threads and dramatically reduces the state space. In other cases,
where program components are tightly coupled or where large sections of the
program are relevant to the specification, the slicing reduction is moderate to
negligible. However, since slicing is cheap compared to the overall cost of model-
checking and since it is totally automatic, we almost always use Bandera with
the slicing option enabled. We’ve encountered numerous examples where slicing
turned an infeasible checking program into a feasible one.

For more details, we refer the reader to formalizations of the Bandera slicer’s
approach to property-driven slicing [14], and the notions of program dependence
required for slicing the concurrent features of Java [13].

6 Abstraction

The user guides the abstraction process by binding variables to entries from an
abstraction library. The library entries are indexed by concrete type, and each
entry implements an abstract version of its corresponding concrete type. Each
abstraction in the library is defined using the Bandera Abstraction Specification
Language (BASL). A BASL specification for a base type abstraction consists
of a declaration of a finite set of abstract tokens, an abstraction function that
maps each concrete Java value to an abstract token, and an abstract operation
for each operation of the concrete type. A rule-based format that incorporates
pattern matching simplifies the definition of abstract operations. For base type
abstractions, the BASL compiler allows the user to supply an abbreviated BASL
specification containing only the abstract token set and abstraction function. It
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Fig. 5. Abstraction selection and abstract type inference

then uses the PVS theorem prover to automatically synthesize the abstract ver-
sions of operations such as +, -, etc. This makes it extremely easy to define new
abstractions on base types. Given a (possibly synthesized) BASL specification,
the BASL compiler generates a Java class containing methods that implement
the defined abstraction function as well as abstract versions of the relevant con-
crete operators. The Java class is held in the library, and is linked with rest
of source code during model-generation if the user has selected that particular
abstraction.

Since abstractions are incorporated on a per variable basis, two different vari-
ables of the same concrete type can have different abstract types. For example,
if I; and Is are both int abstractions, then variable int x may be bound to
I; and variable int y may be bound to I5. After the user has chosen abstrac-
tions for a few key variables that are relevant to the property being checked, a
type inference phase propagates this information throughout the program and
infers abstraction types for the remaining variables and for each expression in
the program. Type inference also informs the user of an abstraction type conflict.
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Although abstraction is not needed to check our example buffer properties, we
illustrate the abstraction selection interface by abstracting the bound field using
a range abstraction with the abstract token set {LT0,0,1,2,3,4,GT4}. This
is reasonable since our environment only creates buffers of size three (although,
note that the abstraction does not result in a smaller state-space in this contrived
example). Intuitively, this abstraction tracks concrete values from 0 to 4, but
“summarizes” negative values and values greater than 4 using the tokens LTO
and GT4, respectively. The top of Figure [l shows the state of the type inference
window when the user is making an abstract type selection for the bound variable
by selecting the Range04 abstraction from among those integer abstractions
currently held in the abstraction library. The bottom of Figure B shows the
state of the window after abstract type inference has run. In this case, the
typing information for bound has been propagated to the other integer variables
in the program.

Once abstract type inference is run, the abstraction engine will transform the
source code into a abstracted version where all concrete operations and tests on
the relevant objects (e.g., addition and equality on integers) are replaced with
abstract versions that manipulate tokens representing the abstract values. Since
information is lost in this transformation, operations and tests that relied on the
lost information can no longer be determined completely in the abstract program.
For instance, GT4 == GT4 cannot be determined because GT4 represents more
than one number. Any conditional with a test like this would be transformed
into a non-deterministic choice between the true and false branches. As with
slicing, the abstracted code is represented at the Jimple level, but JJJC can
decompile it back to Java.

For more details on Bandera’s abstraction facilities, see [g].

7 Back End

BIR is a guarded command language for describing state transition systems.
The main purpose of BIR is to provide a simple interface for writing translators
for target verifiers—to use Bandera with a new verifier, one must only write a
translator from BIR to the input language of the verifier. The guarded command
style of BIR meshes well with the input languages of existing model checkers.

BIR contains some higher-level constructs to facilitate modeling Java, such
as threads, Java-like locks (supporting wait/notify), and a bounded form of
heap allocation. Rather than choose an implementation of these constructs and
remove them from BIR (e.g., model a lock as a boolean variable), we allow the
translators to implement these constructs in whatever way is most efficient in
the verifier input language. BIR also provides other kinds of information that
can aid translators in producing more compact models. For example, a guarded
command can be labeled invisible, indicating that it can be executed atomically
with its successor. The set of local variables that are live at each control location
can be specified (dead variables can be set to a fixed value for SPIN or left
unconstrained for SMV).
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Fig. 6. BUI counterexample display

BIRC translates a subset of Jimple to BIR. Java locals and instance variables
are mapped onto BIR state variables and record fields. The Jimple statement
graph is traversed to construct a set of guarded commands for each thread.
Each guarded command is marked as visible/invisible based on the kind of data
accesses (e.g., operations on locals are invisible). BIRC also accepts a set of
expressions used to define primitive propositions in the model (e.g., a thread
is at a specific statement, a variable has a given value). BIRC embeds these
proposition definitions into the BIR and insures that any program statement
that changes the value of one of these primitive propositions will cause a visible
state change in the model.

8 Counterexample Display

Since all of the specifications of Figure H hold for the example buffer code, we
consider an additional specification that is violated by the code. Of course, when
a program violates a specification, it could be that there is an error in the code,
or it could be that the specification is erroneous because it does not faithfully
represent the desired functionality of the system. We illustrate Bandera’s coun-
terexample display with a specification of the latter sort.
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In Figure Bl we specified the notion of buffer emptiness via the predicate
isEmpty.ReturnTrue. However, one can also describe an empty buffer state
directly by adding the following predicate to the other EXP predicates in the
BoundedBuffer class header.

EXP Empty: head == ((tail+1l) % bound);

Now, consider the following naive specification which requires that items
cannot be taken from the buffer after it becomes empty.

NoTakeAfterEmpty: forall[b:BoundedBuffer].
{take.Return(b)} is absent after {Empty(b)};

This specification is violated by a correct implementation because it fails to
consider intervening calls to add, e.g., the valid sequence of actions is empty,
add to buffer, take from buffer violates the specification.

Bandera detects this violation (we use the Spin back-end in this case) and
brings up the counterexample display in Figure[@. The window on the lower right
is the counterexample control window. Buttons allow the user to step forward
and backward along the trace and to reset the display to the beginning of the
trace. During navigation, the current method and statement being executed by
each thread is highlighted (there is a separate display window for each thread). In
this case, an environment thread CONCURBoundedBuffer is executing the buffer
add method (the intervening call to add which leads to the violation described
above). This thread’s display window is on the lower left, and a user can display
properties of selected variables. In this case, one can see that the lock of the
selected variable this:BoundedBuffer is held by environment thread (which has
an id of 0). Finally, the top of the control panel reports that the counterexample
display is positioned at step 14 out of a total of 34 steps. It is interesting to note
that counterexample at the Spin level has over 600 steps (there are many steps
in the model for each source code step). This clearly motivates the need for this
type of tool support.

9 Related Work

There are several other significant software model-checking projects, and tech-
nical comparisons between our approach and these others can be found in our
technical papers (e.g., [BI8[T4]). Below, we simply give a concise summary and
literature references of notable projects.

The Automated Software Engineering group at NASA Ames has developed
a flexible explicit-state model-checker Java Pathfinder (JPF) that works directly
on Java byte-code [2]. They have also produced a simple predicate abstraction
tool and a distributed version of the model-checking engine. In collaboration with
researchers at NASA Ames, JPF has been incorporated as a back-end checker
for Bandera.

The Microsoft Research SLAM Project [I] focuses on checking sequential
C code using well-engineered predicate abstraction and abstraction refinement
tools. Operating system device drivers are emphasized as an application domain.
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Gerard Holzmann’s Feaver tool extracts Promela programs from annotated
C programs for checking with SPIN [15]. This tool has been used in several
substantial production telecommunications applications.

Scott Stoller [20] has developed a stateless checker for multi-threaded dis-
tributed Java programs. The basic technology used is an extension of Godefroid’s
Verisoft approach [12].

David Dill’s Hardware Verification Group at Stanford has developed a tool
that translates Java into SAL — an intermediate language designed to interface
with several model-checking and theorem-proving tools developed at Stanford
and SRI [18].

Eran Yahav has developed a tool for checking safety properties of Java pro-
grams [22] built on top of Lev-Ami and Sagiv’s three-valued logic analysis tool
(TVLA) [17].

10 Conclusion

Bandera is a rather large and diverse collection of tools, and it is impossible to
present anything more than a very high-level overview in a paper like this. How-
ever, we hope that the overall goals and direction of the project have been made
clear and that the reader receives a reasonable impression of what is involved in
using the tool set.

There are a number of limitations to the current version of the tools that we
hope to overcome in future releases: each created thread must be named by a
distinct reference variable, all methods are inlined, and user-defined exceptions
are not treated. These restrictions will be lifted by creating an extended version
of BIR. Future releases will have enhanced capabilities for BSL specifications of
Java interfaces, environment generation, abstraction of heap configurations, and
UML state-chart specifications.

Finally, we hope that researchers outside of our group may contribute com-
ponents to Bandera, e.g., back-end translators to additional model-checkers.
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Abstract. Markov chains are widely used in practice to determine sys-
tem performance and reliability characteristics. The vast majority of
applications considers continuous-time Markov chains (CTMCs). This
tutorial paper shows how successful model specification and analysis
techniques from concurrency theory can be applied to performance eval-
uation. The specification of CTMCs is supported by a stochastic pro-
cess algebra, while the quantitative analysis of these models is tackled
by means of model checking. Process algebra provides: (i) a high-level
specification formalism for describing CTMCs in a precise, modular and
constraint-oriented way, and (ii) means for the automated generation
and aggregation of CTMCs. Temporal logic model checking provides: (i)
a formalism to specify complex measures-of-interest in a lucid, compact
and flexible way, (ii) automated means to quantify these measures over
CTMGCs, and (iii) automated measure-driven aggregation (lumping) of
CTMCs. Combining process algebra and model checking constitutes a
coherent framework for performance evaluation based on CTMCs.

1 Introduction

What is performance evaluation? Performance evaluation aims at analysing
quantitative system aspects that are related to its performance and dependabil-
ity — what is the frequency of anomalous behaviour?, or, is correct and timely
packet delivery guaranteed in at least 92% of all cases? Major performance
evaluation approaches are measurement-based and model-based techniques. In
measurement-based techniques, controlled experiments are performed on a con-
crete (prototypical) realisation of the system, and gathered timing information
is analysed to evaluate the measure(s) of interest such as time-to-failure, system
throughput, or number of operational components. In model-based performance
evaluation, an abstract (and most often approximate) model of the system is
constructed that is just detailed enough to evaluate the measure(s) of interest
with the required accuracy. Depending on modelling flexibility and computa-
tional requirements, either analytical, numerical or simulative techniques are
used to evaluate the required measure(s). We focus on model-based performance
evaluation and their numerical analysis.

K.G. Larsen and M. Nielsen (Eds.): CONCUR 2001, LNCS 2154, pp. 59-81] 2001.
© Springer-Verlag Berlin Heidelberg 2001
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Models and measures. Continuous-time Markov chains (CTMCs) are a widely
used performance evaluation model. They can be considered as labelled tran-
sition systems, where the transition labels — rates of exponential distributions
— indicate the speed of the system evolving from one state to another. Using
specification techniques such as queueing networks [19], stochastic Petri nets [I]
or stochastic networks [42], CTMCs can be described in a quite comfortable
way. Typical performance measures of CTMCs are based on steady-state and
transient-state probabilities. Steady-state probabilities refer to the system be-
haviour on the “long run”, i.e., when the system has reached an equilibrium.
Transient-state probabilities consider the system at a fixed time instant ¢. State-
of-the-art numerical algorithms allow the computation of both kinds of probabil-
ities with relative ease and comfortable run times, and in a quantifiable precise
manner. Several software-tools are available to support the specification and
analysis of CTMCs.

Performance evaluation and concurrency theory: A couple? Given the success of
CTMCs and their wide industrial applications, it is stunning that these models
have received scant attention in concurrency theory for a long time: where proba-
bilistic aspects have come into play, they were mostly of a purely discrete nature.
This is even more remarkable, as model specification and analysis techniques —
key ingredients of performance evaluation methodology — are first class examples
of the success of formal methods for concurrent or reactive systems. Moreover, in
modern systems many relevant functionalities are inextricably linked to perfor-
mance aspects and the difference between functional and performance properties
has become blurred. While formal methods for concurrency have mainly been fo-
cused on functional features, we believe that these methods have finally reached
a state in which performance aspects should play a larger role. As a — to our
opinion — promising example of the cross-fertilisation of concurrency theory and
performance evaluation, this paper surveys a formal framework for the specifica-
tion and analysis of CTMCs. The proposed methodology is based on appropriate
extensions of process algebra for the description of CTMCs and model checking
techniques for their analysis.

Stochastic process algebra. Stochastic process algebras are extensions of process
algebras such as ACP, CCS and CSP in which actions can be delayed according
to some negative exponential distribution. A mapping from algebraic terms onto
CTMCs is obtained by a formal semantics in traditional SOS-style. The pro-
cess algebraic setting provides a specification formalism for describing CTMCs
in a precise, and modular way, resembling the hierarchical nature of most mod-
ern systems. In this setting, strong bisimulation coincides with lumpability, a
notion central to the aggregation of Markov chains. The computation of this
bisimulation equivalence can be performed using small adaptations of existing
algorithms for computing strong bisimulation without an increase of their worst-
case complexity. This provides means to minimise CTMCs (w.r.t. lumpability) in
an efficient and fully automated way — a result that was unknown in performance
evaluation. The congruence property of bisimulation allows this minimisation to
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be carried out in a compositional fashion, i.e., component-wise, thus avoiding an
a priori generation of the entire (and possibly huge) state space. An appropriate
choice of the basic algebraic operators supports:

— an orthogonal extension of traditional process algebra, yielding a single
framework for the description of both functional and performance aspects;

— the specification of exponential and non-exponential distributions such as
the rich class of phase-type distributions;

— the constraint-oriented specification of stochastic time constraints, i.e., with-
out modifying existing untimed specifications;

— variants of weak bisimulation congruences (and their algorithms) that com-
bine lumpability and abstraction of sequences of internal actions.

Model checking. The process algebraic specification of the performance model
can be complemented by a specification of the performance measure(s)-of-
interest in a stochastic variant of the branching-time temporal logic CTL. This
logic is formally interpreted over CTMCs and allows to express quantifiable cor-
rectness criteria such as: in 99% of the cases no deadlock will be reached within
t time units. The logic-based method provides ample means for the unambigu-
ous and lucid specification of requirements on steady-state and transient-state
probabilities. Besides, it allows for the specification of path-based properties,
measures that in performance evaluation are described informally in an ad-hoc
manner and mostly require a manual tailoring of the model. To check the va-
lidity of formulas, model checking algorithms are adapted. They are enriched
with appropriate numerical means, such as simple matrix manipulations and so-
lution techniques for linear systems of equations, to reason about probabilities.
Probabilistic timing properties over paths are reduced to computing transient-
state probabilities for CTMCs, for which dedicated and efficient methods such as
uniformisation can be employed. The use of temporal logic and model checking
supports:

— the preservation of the validity of all formulas under lumping;

— automated means to analyse state-based and path-based measures over

CTMCs;

automated measure-driven aggregation of CTMCs;

hiding specialised algorithms from the performance engineer;

— a means to specify both functional and performance properties in a single
framework.

Organisation of the paper. This paper gives a flavour of the approaches men-
tioned above. A more detailed treatment of the process algebra part can be
found in [283T)29]; the model checking part is described in full detail in [7/5].
For a broader overview and introduction into formal methods and performance
evaluation we refer to [I3]. The paper is organised as follows. Sec. [2] presents
some introductory material on CTMCs. Sec. [ surveys stochastic process alge-
bras and indicates the main issues involved, such as synchronisation, abstraction
and interleaving. Sec. [4] discusses the temporal logic approach and some of the
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model checking algorithms. Sec.[H concludes the paper and discusses some future
research directions.

2 Continuous-Time Markov Chains

This section introduces exponential distributions, continuous-time Markov
chains and their behaviour. This is done in an informal way, we refer to [29]
27 for details.

2.1 Exponential Distributions

A probability distribution (function) is a function that assigns a probability (a
real value between 0 and 1) to each element of some given set. This set is usually
called the sample space, and is often interpreted as time, of either discrete (N) or
continuous (Rx¢) nature. A specific continuous probability distribution function
F :Rsg > [0,1] defined by F(t) = 1 — e~* is depicted below.

0 1 2 3 4 5 6 ¢

Intuitively, F(t) is the probability Prob(D < t) that a duration D has finished at
time ¢ the latest. This specific distribution is called an exponential distribution
with rate A € Ry(. Evidently, a rate uniquely characterises an exponential dis-
tribution. Note that F'(0) = 0 (the duration surely does not finish in zero time),
and lim;_,o, F(t) = 1 (the duration eventually finishes).

The class of exponential distributions has some important properties that
explain their prominent réle in contemporary performance evaluation. We try
to summarise them here. First, we note that the mean value of an exponential
distributed duration is the reciprocal 1/X of its rate A. Secondly, an exponential
distribution of rate A is the most appropriate approximatiorﬂ of a random phe-
nomenon of which only the mean value (1/)\) is known. Furthermore, exponential
distributions possess the so-called memory-less property: If D is exponentially
distributed then Prob(D < t+t' | D > t) = Prob(D < t'). This means that if we
observe that D is not finished at time ¢, and are interested in F(t+t') under this
condition, then this is just F(t): The distribution is invariant under the passage
of time. In this sense, it does not possess memory. In fact, the exponential distri-
bution is the only continuous probability distribution function that possesses this
property. Other relevant properties of exponential distributions for this paper
are closure properties of exponentially distributions with respect to maximum

! In information theoretic jargon, such an approximation maximises the entropy.
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and minimum. If we are waiting for several durations to finish, then we are essen-
tially waiting for the maximum of these durations. Exponential distributions are
not closed under maximum; the maximum of several (pairwise stochastic inde-
pendent) exponentially distributed durations is a phase-type distribution. If, on
the other hand, we are only waiting for one out of several competing durations,
the situation is different. Awaiting the minimum of several (pairwise stochastic
independent) exponentially distributed durations D; (with rate A;, i € {0..n}) is
itself exponentially distributed. Its rate parameter is the sum of the individual
rates Z?Zl A;. In this case the probability that a specific D; finishes first in the
race is given by \;/> " Ai.

2.2 Continuous-Time Markov Chains

For the purpose of this paper, a continuous time Markov chain can be viewed as
a finite state machine, where transitions are labelled with rates of exponential
distributions. Intuitively, such state machines evolve as follows. Whenever a state
is entered, a race starts between several exponentially distributed durations,
given by the (rate labels of) transitions leaving this state. As soon as some
duration Dj finishes, the state machine moves to the target state of the transition
belonging to this D; (labelled by A;). Clearly, a certain successor state is chosen
with probability A;/>"" | A;, and the time until this happens is exponentially
distributed with rate > 1 | A;.

The memory-less property carries over from the distributions to the Markov
chainﬁ: If we know that the chain has been in the current state for some time
already (or that it was in a specific state at a specific time in the past), then this
knowledge is irrelevant for its future behaviour. The chain’s behaviour is history
independent, only the identity of the state currently occupied is decisive for the
future behaviour.

Usually, a CTMC is characterised by its so-called generator matrix Q and its
initial distribution. The entries of the generator matrix Q specify the transition
rates: Q(s,s’) denotes the rate of moving from state s to state s, where s#£s’.

Definition 1. (Generator matriz) For some finite set of states S, a square ma-
triz Q of size |S| x |S| is the (infinitesimal) generator matriz of a CTMC iff,
foralls €S, Q(s,s") 20 (s#5'), and Q(s,s) = =3, ., Q(s, s').

While the off-diagonal entries of this matrix specify individual rates of entering
a new state, the diagonal entries specify the converse, a cumulative rate of leav-
ing the current state, so to speak. Together with an initial state (or an initial
probability distribution on states) the generator matrix gives all the necessary
information to determine the transient and steady-state probabilistic behaviour
of the chain.

2 The standard definition of CTMCs proceeds in the reverse way, i.e., it defines a
memory-less discrete-state continuous-time stochastic process, and derives from this
that exponential distributions need to govern its behaviour.
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Ezxample 1. In the leftmost column of Fig. [1] we have depicted the generator
matrix of a CTMC by means of the usual state-transition representation, where
s and s are connected by a transition labelled A iff Q(s,s’) = A > 0. The
initial state is coloured black. In order to illustrate how the probability mass
spreads over states as time passes, we represent it as pie-charts of black colour.
All black colour is initially (at time 0) in state so. From left to right the figure
depicts snapshots at different times, where the pie-charts indicate the amount of
probability 7y (so, ) of being in state s’ at time ¢. The rightmost column depicts
the limits of these probabilities as t — oo.

Fig. 1. Transient and steady-state behaviour of a CTMC (from left to right: transient
probabilities w(so,0), 7(so,1n(4/3)/(2X)), 7(so,In(2)/(2X)), and steady-state probabil-
ity (s)).

The vector w(s,t) = (ws(8,t))ses is the transient probability vector at time
t if starting in state s at time 0. The vector w(s) = (lim— oo me (S, 1)) ses is
called the steady-state probability vector. Such a limit exists for arbitrary finite
CTMCs, and may depend on the starting state. Efficient numerical algorithms
exist to compute steady-state as well as transient probability vectors [27].

Lumpability. We conclude this section by a remark on an important concept that
allows one to aggregate states of a CTMC without affecting transient and steady-
state probabilities. This concept, called lumpability is defined as follows [40/15].

Definition 2. (Lumpability.) For S = { S1,...,S5, } a partitioning of the state
space S of a CTMC, the CTMC is lumpable with respect to S if and only if for
any partition S; C S and states s,s’ € S;:

V0 < k < n. Z Q(s,s") = Z Q(s',s").

s €Sk s €Sk

That is, for any two states in a given partition the cumulative rate of moving
to any other partition needs to be equal. Under this condition, the performance
measures of a CTMC and its lumped quotient are strongly related. First, the
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quotient stochastic process (defined on a state space S) is a CTMC as well. In
addition, the probability of the lumped CTMC being in the quotient state .S;
equals the sum of the probability of being in any of the original states s € S;
in the original chain. This correspondence holds for transient and steady-state
probabilities.

3 Process Algebra for CTMCs

In this section we discuss various issues one faces when designing a process
algebraic formalism for CTMCs. We only summarise the crucial considerations,
and refer to [29]12] for more elaborate discussions.

3.1 CTMC Algebra

To begin with we introduce a small, action-less process algebra to generate
CTMCs.

Syntazx. Let X be drawn from a set of process variables, and I drawn from a set
of finite sets of indices. Furthermore let A\; € R for ¢ € I. The syntax of the
algebra MC is

P = Z (N\).P ‘ X ’ recX.P
il

The term recX.P defines a recursive process X by P, that possibly contains
occurrences of X. If I consists of two elements we use binary choice +, if I is
empty we write 0. The meaning of summation is as follows: For I a singleton
set, the term (A). P denotes a process that evolves into P within ¢ time units
(t > 0) according to an exponential distribution of rate A. That is, it behaves
like P after a certain delay D that is determined by Prob(D < t) = 1—e~ for
positive tA general, the term ), ; (\;) . P; offers a timed probabilistic choice
among the processes P;. As in a CTMC, a race is assumed among competing
delays. Intuitively, a successor state P; is entered with probability A;/> ;. Ai,
and the time until this happens is exponentially distributed with rate > ._; A;.
We restrict MC to closed expressions given by the above grammar.

el

Semantics. The structured operational semantics of MC is presented below. The
inference rules define a mapping of this algebra onto CTMCs (as we will see).

. A
Z (\;). P, ,i)j P, (jeI) P{recX.P/X } +—; P’
iel recX.P »in- r

3 The prefix (). P can be considered as the probabilistic version of the timed prefix
(t) . P that typically occurs in timed process algebras, like in TCCS [44] or in Timed
CSP [50].
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The rule for recursion is standard; we just recall that P{ /X } denotes term P
in which all (free) occurrences of process variable X in P are replaced by Q. The
rule for choice requires some explanation. Consider ) ;. (\;) . P;. At execution,
the fastest process, that is, the process that is enabled first, is selected. This
is reflecting the race condition described above. The probability of choosing a
particular alternative, P; say, equals A;/> .., A;, assuming that summands with
distinct indices are distinct.

The transitions are decorated with an auxiliary label indicated as subscript of
the transition relation. It is used to distinguish between different deduction trees
of a term. In absence of such mechanism, we would, for instance, for (A).P +
(A2) . P, obtain two distinct transitions, except if Ay = Ag. In that specific case
we would obtain two different deduction trees for the same transition labelled
A1 (or Ag); this, however, does suggest that P can be reached with rate A; (or
A2), whereas this should be rate A;+A2. A similar mechanism is rather standard
in probabilistic process calculi like PCCS [24].

The above operational semantics maps a term onto a transition system where
transitions are labelled by rates. It is not difficult to check that by omitting self-
loops and replacing the set of transitions from s to s’ by a single transition with
the sum of the rates of the transitions from s to s’, a CTMC is obtained.

icl

Example 2. The leftmost CTMC in Fig. [l is generated from the semantics of
(A).0+ (A).recX.(N\).(2N). X

Lumping equivalence. Lumping equivalence is defined in the same style as
Larsen-Skou’s probabilistic bisimulation [41] and Hillston’s strong equiva-
lence [36]. Let { ... [} denote multi-set brackets.

Definition 3. (Lumping equivalence.) An equivalence relation S on MC is a
lumping equivalence iff for any pair (P, Q) € MC x MC we have that (P,Q) € S
implies for all equivalence classes C € MC/s:

1(P,C) =%(Q,0) with 4(R,C) = Y {A| R="5 R, R € C|).

Processes P and @ are lumping equivalent, denoted P ~ @, if (P,Q) € S with
S a lumping equivalence.

Here, we use MC/ s to denote the set of equivalence classes induced by S over MC.
Stated in words, P and @ are lumping equivalent if the total rate of moving to
equivalence class C under ~ is identical for all such classes. As the name suggests,
this bisimulation-style definition is in close correspondence to the concept of
lumpability on CTMCs (cf. Def. ). As first pointed out by Buchholz [16] and
Hillston [36] (in settings similar to ours) P ~ @ if and only if their underlying
CTMCs can be partitioned into isomorphic lumpable partitionings.
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Ezample 3. The term (A\).0 4+ (A).recX.(A\).(2)). X is equivalent to the chain

(A).0+ (). recX. ((;)/\) (20X + (§A> .(2)\).(/\).(2)\).X)

To illustrate this, both chains are depicted in Fig. 2] Let S be the equivalence
relation containing (exactly) those pairs of states in Fig. [2 that are shaded with
identical patterns. It is easy to check that S is a lumping equivalence, and it
equates the initial states. Thus, the latter can be lumped into the former.

Fig. 2. Lumping equivalence classes.

The fact that lumpability is nowadays known to have a bisimulation-style (coin-
ductive) definition is a prime example for cross-fertilisation from concurrency
theory to performance evaluation. In particular, partition refinement algorithms
for bisimulation can be adapted to carry out the best possible lumping on finite
CTMC:s [35]. This improves performance evaluation of large CTMCs, where the
question of how to determine a lumpable partitioning of the state space (let
alone the best possible one) was for a long time based on modeller’s ingenuity
and experience.

Equational theory. Since it can be shown that lumpability is a congruence with
respect to the operators of MC, we may strive for a sound and complete axioma-
tisation of ~ for MC. Such an axiomatisation facilitates the lumping of CTMCs
at a syntactic level. The axioms for sequential finite terms are listed as (B1)
through (B4) below.

Bl)P+Q=Q+P B2)(P+Q)+R=P+(Q+R) (B3) P+0=P
(B4) A+p).P=(N).P+(u).P

The axioms (B1) through (B3) are well known from classical process calculi.

Axiom (B4) is a distinguishing law for our calculus and can be regarded as a

replacement in the Markovian setting of the traditional idempotency axiom for

choice (P + P = P). Axiom (B4) reflects that the resolution of choice is mod-
elled by the minimum of (statistically independent) exponential distributions.
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Together with standard laws for handling recursion on classical process calculi
these axioms can be shown to form a sound and complete axiomatisation of MC.

Interleaving. To illustrate another feature of CTMCs from the concurrency the-
oretical perspective, we add a simple parallel composition operator to our calcu-
lus, denoted by || . Intuitively, the term P || @ can evolve while either P evolves
or @ evolves independently from (and concurrently to) each other. Due to the
memory-less property of CTMCs, the behaviour of parallel CTMCs can be inter-
leaved. This is different from a deterministic time setting where parallel processes
typically are forced to synchronise on the advance of time, as in TCCS [44]. The
operational rules are:

P, P
A
PllQ =@ P'Q
A
QP QI P

(Notice that we create new auxiliary labels of the form (i, *) and (*, ) in order to
obtain a multi-transition relation.) To understand the meaning of the memory-
less property in our context consider the process (A). P || (1) . @ and suppose that
the delay of the left process finishes first (with rate A). Due to the memory-less
property, the remaining delay of () is determined by an exponential distribution
with (still!) rate u, exactly the delay prior to the enabling of these delays before
the delay of the first process has been finished. Therefore, the parameters of
transitions do not need any adjustment in an interleaving semantics. One of the
consequences of this independent delaying is that an expansion law is obtained
rather straightforwardly. For P =37, (A;). P; and Q@ = 3_; () - @; we have:

P||Q=Z(M-(Pi||Q)+Z(M)~(PHQ;‘)-

i

3.2 Interaction in CTMCs

The algebra MC is lacking any notion of action, and hence provides only a
restricted way of specifying CTMCs in a compositional way. For instance, in-
teraction between different parallel chains cannot be adequately described. Two
different approaches can be identified when it comes to the integration of actions
into CTMC algebra. One way [25J36)T0] is to combine delays and actions in a
single compound prefix (a,\).P . The intuitive meaning of this expression is
that the process (a, \) . P is ready to engage in action a after a delay determined
by an exponential distribution with rate A\ and afterwards behaves like P. We
refer to [12] for a discussion of this approach. Here we focus on a different, or-
thogonal approach [28IT1] where the action prefix a.P known from standard
process algebra is added to CTMC algebra, to complement the existing delay
prefix (A). P with separate means to specify actions.
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Syntax. We equip this new algebra, called IMC (Interactive Markov Chains)
with a TCSP-style parallel composition operator parametrised with a set A of
synchronising actions. Accordingly we have:

P:=Y a;.P+Y (\).P| X |recX.P|P|4P
el el

Semantics. The semantics is given by the rules listed for MC (where || is now un-
derstood as ||4 for an arbitrary set A of actions) plus the standard rules known
from process algebra: (In mixed summations like a.P + (\).Q the respective
summation rules are applied elementwise.)

Z w. P p . P{recX.P/X} % P
L i (el T o
iel recX.P — P

P2 p
PllaQ == P'|laQ (agA)
QlaP - QllaP

P%L PQ-% Q
PllaQ = P'|laQ

(a € A)

Equational theory. Since the calculus extends both standard process algebra and
CTMC algebra, it is possible to integrate bisimulation and lumping equivalence.
This can be done for strong, weak and other bisimulation equivalences [28];
we omit the operational definitions here for brevity. Instead we characterise
the resulting equational theory for weak (lumping) bisimulation congruence by
the set of axioms satisfied by finite expressions. It is given by the axioms (B1)
through (B4) listed for CTMC algebra, and the following additional laws.

(B5)a.P=a.P+a.P PN . P+7.Q=7.Q

(tl) 7. P=P+71.P (2) a. (P+7.Q)=a.(P+7.Q)+a.Q
(r3) a.P=a.7.P (t4) N.P=(\).7.P

Axiom (B5) replaces the traditional idempotence axiom for choice (P + P = P)
which is not sound for delay prefixed expressions (cf. axiom (B4)). The (P1)
axiom realises maximal progress: A process that has something internal to do
will do so, without letting time pass. No time will be spent in the presence of
an internal action alternative. The axioms (71) through (73) are well known
for weak bisimulation on standard process algebra [43], and (74) extends (73)
to delay prefixed expressions. Together with additional laws to handle recursion
(and divergence [34]), this set gives rise to a sound and complete axiomatisation
for finite state IMC, illustrating that process algebra smoothly extends to this
orthogonal union of CTMC algebra and process algebra. We refer to [28] for
further discussion.
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3.3 Time Constraints and Phase-Type Distributions

In this section, we illustrate two important features of IMC. We show how more
general continuous probability distributions can be embedded into the calcu-
lus, and we illustrate how such general distributions can be used to constrain
the behaviour of an IMC in a modular, constraint-oriented style. The approach
presented here is detailed out in [31].

Phase-type distributions. Phase-type distributions can be considered as matrix
generalisations of exponential distributions, and include frequently used distri-
butions such as Erlang, Cox, hyper- and hypo-exponential distributions. Intu-
itively, a phase-type distribution can be considered as a CTMC with a single
absorbing state (a state with Q(s,s’) = 0 for all s). The time until absorption
determines the phase-type distribution [45]. In terms of CTMC algebra, phase-
type distributions can be encoded by explicitly specifying the structure of the
CTMC using summation, recursion, and termination (0), as in the MC term Q
given by (A).recX.(u). (1) . X 4+ (A).0. The possibility of specifying phase-type
distributions is of significant interest, since phase-type distributions can approx-
imate arbitrary distributions arbitrarily close [45] (i.e., it is a dense subset of
the set of continuous distributions). In other words, MC and IMC can be used to
express arbitrary distributions, by choosing the appropriate absorbing Markov
chain, and (mechanically) encoding it in MC.

Time constraints. In IMC, phase-type distributions can govern the timing of
actions. The main idea is to intersperse action sequences (such as a.b.0) with
specific phase-type distributions (such as the above Q) in order to delay the
occurrences of the actions in the sequence appropriately, such as delaying the
occurrence of b after a by Q. This can be achieved by explicitly changing the
structure of the process into a.(\).recX.(u). (). X + (A).b.0, but this ap-
proach will be cumbersome in general.

To enhance specification convenience, we introduce the elapse operator that
is used to impose phase-type distributed time constraints on specific occurrences
of actions. The elapse operator facilitates the description of such time constraints
in a modular way, that is, as separated processes that are constraining the be-
haviour by running in parallel with an untimed (or otherwise time-constrained)
process. To introduce this operator, we use much of the power of process alge-
bra, since the semantics of the operator is defined by means of a translation into
the basic operators of IMC. Due to the compositional properties of IMC, impor-
tant properties (congruence results, for instance) carry over to this operator in
a straightforward manner.

We shall refer to a time constraint as a delay that necessarily has to elapse
between two kinds of actions, unless some action of a third kind occurs in the
meanwhile. In order to facilitate the definition of such time constraints, the
elapse operator is an operator with four parameters, syntactically denoted by
[on S delay D by Q unless BJ:
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— a phase-type distribution @ (represented as an MC term) that determines
the duration of the time constraint,

a set of actions S (start) that determines when the delay (governed by Q)
starts,

— a set of actions D (delay) which have to be delayed, and

— a set of actions B (break) which may interrupt the delay.

Thus, for instance, [on {a} delay {b} by Q unless @] imposes the delay of Q
between a and b. We claim that a wide range of practical timing scenarios can
be covered by this operator (in particular if non-empty intersections between the
action sets are allowed). This is illustrated in [31] where this operator is used
to impose various time constraints on an existing, untimed process algebraic
specification (of more than 1500 lines of LOTOS code) of the plain ordinary
telephone system.

Semantically, the intuition behind this operator is that it enriches the chain @
with some synchronisation potential, that is used to initialise and reset the time
constraint in an appropriate way. The time constraint is imposed on a process
P by means of parallel composition, such as in

P||lsupus [on S delay D by Q unless B].

The elapse operator is an auxiliary operator that can be defined using sequential
composition and disrupt, LOTOS-operators that can be easily added to IMC [31].
For instance, the semantics of a.b.0 ||, ) [on {a} delay {b} by Q unless 2]
agrees with a.(\).recX.(u). (n). X + (A).b.0 up to weak bisimulation.

3.4 Compositional Aggregation

Interactive Markov chains can be used to specify CTMCs, but due to the pres-
ence of nondeterminism (inherited from standard process algebra), the model
underlying IMC is richer, it is the class of continuous time Markov decision
chains [49], a strict superset of CTMCs. Nondeterminism is one of the vital
ingredients of process algebra and hence of IMC, though it appears as an addi-
tional hurdle when it comes to performance evaluation, because the stochastic
behaviour may be underspecified. In order to eliminate nondeterminism — and
to aggregate the state space — we have developed a general recipe leading from
an IMC specification to a CTMC:

1. Develop a specification of the system under investigation using the operators
provided by IMC. A possible approach is to start from an existing process
algebraic specification and to enrich the specification by incorporating time
constraints. The elapse operator is convenient for this purpose.

2. Close the specification by abstracting from all actions using the standard
abstraction (encapsulation) operator of process algebra.

3. Apply weak bisimulation congruence to aggregate (lump) the state space,
to eliminate action transitions, and to remove nondeterminism. Due to the
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congruence property, this aggregation step is preferably done composition-
ally, by applying it to components of the specification prior to composition.
In this way, the state space explosion problem can be diminished [31].

If the aggregated, minimal transition system does not contain action tran-
sitions, it trivially corresponds to a lumped CTMC. If, on the other hand, the
resulting transition system still contains action transitions the stochastic process
is under-specified, it is a continuous time Markov decision chain, because non-
determinism is present. The above recipe has been exercised in practice success-
fully [31]. The necessary algorithms for state space generation, and efficient ag-
gregation are implemented [30/17], and compositional aggregation is supported.

4 Model Checking CTMCs

Once a CTMC has been generated, the next step is to evaluate the measure(s)
of interest such as time to failure, system throughput or utilisation, with the
required accuracy. In this section, we use temporal logic to express constraints
(i.e., bounds) on such measures and show how model checking techniques can be
employed for the automated analysis of these constraints. We only summarise
the crucial considerations, and refer to [7l5] for more elaborate discussions.

4.1 CTMC Temporal Logic

To specify performance and dependability measures as logical formulas over
CTMCs, we assume the existence of a set AP of atomic propositions with a € AP
and extend CTMCs with a labelling function L : S — 247 which assigns to each
state s € S the set L(s) of atomic propositions that are valid in s. These labelled
CTMCs can be viewed as Kripke structures with transitions labelled by rates.

Syntaz. CSL (Continuous Stochastic Logic) is a branching-time temporal logic
a la CTL [23] based on [4] that is interpreted on CTMCs. Let p be a probability
(p € 10,1]) and < a comparison operator, i.e., 4 € { <, > }. CSL state-formulas
are constructed according to the following syntax:

Gi=a| ~0| BV &[S @) | Payl)

The two probabilistic operators S and P refer to the steady-state and transient
behaviour, respectively, of the CTMC being studied. Whereas the steady-state
operator S refers to the probability of residing in a particular set of states (spec-
ified by a state-formula) on the long run, the transient operator P allows us
to refer to the probability of the occurrence of particular paths in the CTMC,
similar to [26]. The operator Pqp(.) replaces the usual CTL path quantifiers 3
and V. In fact, for most cases (up to fairness) Jp can be written as Pso(yp) and
Vo as P=1(p). For instance, Pso(<a) is equivalent to 3¢a and Px1(<a) stands
for V<Oa given a fair interpretation of the CTL-formula V<a.
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For I an interval on the real line (I C Ryy), the syntax of CSL path-
formulas is

pu=xlo|ou o

The operators X' and U’ are the timed variants of the usual next-operator and
until-operator, respectively. Similar timed variants of these operators appear in
timed CTL [2].

Semantics. State-formulas are interpreted over the states of a CTMC; for s a
state of the CTMC under consideration and @ a state-formula, s = @, if and only
if @ is valid in s. The semantics of the Boolean operators is standard (i.e., s = a
iff s € L(s), sl ~Piff s P, and s =P vV Oy iff s = &1 V s = Dq.)
The state-formula S<,(P) asserts that the steady-state probability for the set of
P-states meets the bound <p:

s | S<p(®@) if and only if Z s (8) <p
s'E @

where we recall that 74 (s) equals limy_, o mg(s,t), where 7y (s,t) denotes the
probability to be in state s’ at time ¢ when starting in state s. Finally, P, (¢) as-
serts that the probability measure of the paths satisfying ¢ meets the bound <p.
Let Prob(s,¢) denote the probability of all paths satisfying ¢ when the system
starts in state s. (The probability measure Prob is formally defined in [7].) Then:

s = Pap(e) if and only if Prob(s,¢) <p

A path o in a CTMC is an alternating sequence of the form sgtg sy t; ... where
t; € Ry indicates the amount of time stayed in state siE Let oli] denote the
(i+1)-state in o and let 0@t denote the state occupied by o at time ¢. The
satisfaction relation for the path-formulas is defined as follows. The path-formula
XT @ asserts that a transition is made to a P-state at some time point ¢ € I:

ocl=Xx1¢ ifandonlyif o[l =P A §(c,0) €T

where §(0,0) = o, the duration of staying in the initial state sy of o. The path-
formula @ U’ W asserts that ¥ is satisfied at some time instant in the interval I
and that at all preceding time instants @ holds:

ocE=d U By ifandonly if Fte . (0Qt =Py A Vu€[0,t).0Qu = &;).

The usual (untimed) next- and until-operator are obtained as X & = X10°°) @,
and @UW = & U[0°°) . Other Boolean connectives are derived in the usual way
(e.g. @V W = =(=® A —¥)). Temporal operators like &I (“eventually in I7) and
0! (“always in I”) are derived by, for example: P, (Of @) = P, (tt U @) and
7D}p(DI P) = 7Délfp(o] —P).

4 For simplicity, we assume all paths to be infinite.
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Expressiveness. Besides standard state-based performance measures such as
steady-state and transient-state probabilities, the logic-based approach allows
one to specify bounds on the occurrence probability of certain (sets of) paths.
We exemplify the type of properties that one can express using CSL by consider-
ing a simple re-configurable fault tolerant system. The system can be either Up
or Down, and it may (or may not) be in a phase of (initial or re-)configuration
(Config). Thus we consider AP = { Up, Down, Config }.

Example 4. Assume that the states of the CTMC in Fig. [0 are labelled — from
top to bottom — by { Down}, { Up, Config}, { Up}, and { Down, Config}. For
instance, L(sg) = { Up, Config }.

As an overview of some well-known performance and dependability measures [51]
and their formulation in terms of CSL we list the following CSL formulas:

(a) steady-state availability — S<,(Up)

(b) transient configuration probability at time ¢t P, (¢ Config)

(c) instantaneous availability at time ¢t P, (O Up)

(d) distribution of time to failure P, (Up Y% Down)

Measure (a) expresses a bound on the steady-state availability of the system and
(b) expresses a bound on the transient-state probability of (re-)configuring the
system at time ¢t. Measure (c¢) states (a bound on) the probability to be in a
non-failed state at time ¢, i.e., the instantaneous availability at time ¢ and (d)
expresses, indirectly, the time until a failure, starting from a non-failed state.
That is, evaluating this measure for varying ¢, gives the distribution of the time
to failure.

The above standard transient measures are expressed using only simple in-
stances of the P-operator. However, since this operator allows an arbitrary path-
formula as argument, much more general measures can be described and nested.

Ezxample 5. An example of an interesting non-standard measure is the probabil-
ity of reaching a certain set of states provided that all paths to these states obey
certain properties. For instance,

—~Config = P0.99(Up U®?% Config)

states that the probability to turn from a non-configuring state into a reconfigu-
ration in no more than 20 time units without any system down time on the way
is more than 99%. As another example, we may require that in the steady-state,
there is a chance of at most 10% that a down time is likely (that is, has more
than half of the probability) to occur within 5 and 10 time units from now.

S<0.1(P>0.5(OP1 Down))

Lumpability revisited. In the same spirit as the relations between bisimulation
and CTL (and CTL*) equivalence [14] and between Larsen-Skou’s probabilistic
bisimulation and PCTL-equivalence [3], there exists a relation between lumping
equivalence and CSL-equivalence. This is illustrated by means of a slight variant
of the earlier treated notion of lumping equivalence, cf. Def. [2.
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Definition 4. (F-Lumpability.) For S = {S1,...,Sn} a partitioning of the
state space S of a CTMC and F a set of CSL state-formulas, the CTMC is
F-lumpable with respect to S if and only if for any partition S; C S and states
5,8 €8;:

V0 < k < n. Z Q(s,s") = Z Q(s',s")

s""eSy s""eSy

and

(S|sEPINF={d|sEd}NF

That is, for any two states in a given partition the cumulative rate of evolving
to another partition (like before) must be equal, and the set of formulas in F
that are fulfilled must coincide. Clearly, if a CTMC is F-lumpable with respect
to some partitioning of its state space, then it is also lumpable. A CTMC and
its lumped quotient are strongly related with respect to the validity of CSL
formulae. In particular, a (state in a) CTMC and its (quotient state in the)
AP-lumped quotient — obtained by the above notion where the set F' equals the
set of atomic propositions — satisfy the same CSL-formulas [5]. This result can
be exploited by aggregating the CTMC as far as possible during checking the
validity of CSL-formulas, or prior to this process by considering its quotient with
respect to the coarsest AP-lumping.

4.2 CTMC Model Checking

There are two distinguishing benefits when using CSL for specifying constraints
on measures-of-interest over CTMCs: (i) the specification is entirely formal such
that the interpretation is unambiguous, and (ii) it allows the possibility to state
performance and dependability requirements over a selective set of paths (similar
o [47]) through a model. These features are paired with the (practically most
relevant) possibility to check CSL-formulas in a completely automated manner.
This can be done by combining model checking techniques with numerical solu-
tion techniques. The basic procedure is as for model checking CTL: in order to
check whether state s satisfies the formula @, we recursively compute the sets
Sat(W) = {s' € S| ¢ = ¥} of all states that satisfy ¥, for the subformulas
¥ of ¢, and eventually check whether s € Sat(P). For atomic propositions and
Boolean connectives this procedure is exactly the same as for CTL. Next and (un-
bounded) until-formulas can be treated in a similar way as in the discrete-time
probabilistic setting [26]. Checking steady-state properties reduces to solving a
system of linear equations combined with standard graph analysis methods [7].

Fized-point characterisation. Most interesting (and complicated) though is the
handling of time-bounded until-formulas, as their treatment require to deal with
the interplay of timing and probabilities. For the sake of simplicity, we treat the
case I = [0,t]; the general case is a bit more involved, but can be treated in a
similar way [5]. Let ¢; = @ U0 &. We have from the semantics that

s € Sat(Pap(pr)) if and only if Prob(s,¢:) <p
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The probability Prob(s, ) is the least solution of the following set of equations:

1 if s € Sat(¥)

0 if s & Sat(®) U Sat(¥
Prob(s, ;) = t 7 Sat(®) )

»

Z T(s,s',z) Prob(s',¢i_,) dz otherwise
s'eS

where T(s,s’,x) denotes the density of moving from state s to state s’ in x
time-units and can be derived from the matrix Q. The first two cases are self-
explanatory; the last equation is explained as follows. If s satisfies @ but not
¥, the probability of reaching a W-state from s within ¢ time-units equals the
probability of reaching some direct successor state s’ of s within z time-units
(z < t), multiplied by the probability to reach a W-state from s’ in the remaining
time-span t—z.

This recursive integral characterisation provides the theoretical basis for
model checking time-bounded until-formulas over CTMCs in the same way as the
fixed-point characterisations for CTL provide the basis for the model checking
algorithms for usual until-formulas [1§].

Algorithmic procedure. To illustrate how performance evaluation recipes can be
exploited for model checking purposes, we now sketch an efficient and numer-
ically stable strategy for model checking the time-bounded until-formulas [5].
As lumping preserves the validity of all CSL-formulas, a first step is to switch
from the original state space to the (possibly much smaller) quotient space un-
der lumping. Next, prior to computing the exact set of states that satisfy ¢y,
the states fulfilling the (fair) CTL-formula (U ¥) is determined. For states
not in this set, the respective probabilistic until-formula will have probability O.
In a similar way, the set of states satisfying V(@U ¥) (up to fairness, cf. [8]) is
computed; these states satisfy y; with probability 1. As a result, the actual com-
putation of the system of Volterra integral equations needs to be done only for the
remaining states. How to do this? The basic idea is to employ a transformation
of the CTMC and the formula at hand, such that a transient analysis problem
is obtained for which well-known and efficient computation techniques do exist.
This idea is based on the observation that formulas of the form P, (Ot!d)
characterise transient probability measures, and their validity (in some state
s) can be decided on the basis of the transient probability vector m(s,t). This
vector can be calculated by transient analysis techniques. For P<,(® U 0.1 @)
the CTMC M under consideration is transformed into another CTMC M’ such
that checking ¢, = ® U1 ¥ on M amounts to checking ¢, = OEU¥ on M'; a
transient analysis of M’ (for time t) then suffices. The question then is, how do
we transform M in M’? Concerning a (¢ A —¥)-state, two simple observations
form the basis for this transformation:

— once a ¥-state in M has been reached (along a $-path) before time ¢, we may
conclude that ¢ holds, regardless of which states will be visited afterwards.
This justifies making all ¥-states absorbing.
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— once a state has been reached that neither satisfies @ nor ¥, ¢ is violated
regardless of which states will be visited afterwards. This justifies making
all =(® A ¥)-states absorbing.

It then suffices to carry out a transient analysis on the resulting CTMC M’ for
time ¢ and collect the probability mass to be in a W-state (note that M’ typically
is smaller than M):

Prob™ (s, Ul w) = P’I’ObM/(S, olttlg) = Z s (8, t).
s'=w

In fact, by similar observations it turns out that also verifying the general U/!-
operator can be reduced to instances of (a two-phase) transient analysis [5].

Ezample 6. In order to check one of the above mentioned requirements on the
CTMC of Fig.[l, one needs to check sz = P>0.99(Up 110:20] Config). To decide
this, it is sufficient to compute 7(s3,20) on a CTMC where state sp and s3 (as
well as s1) are made absorbing, and to check 75, (s2,20) + 75, (s2,20) > 0.99.

The transformation of the model checking problem for the time-bounded until-
operator into the transient analysis of a CTMC has several advantages: (i) it
avoids awkward numerical integration, (ii) it allows us to use efficient and nu-
merically stable transient analysis techniques, such as uniformisation [38], and
(iii) it employs a measure-driven transformation (aggregation) of the CTMC.
The fact that a dedicated and well-studied technique in performance evaluation
such as uniformisation can be employed for model checking is a prime example
for the cross-fertilisation from performance evaluation to concurrency theory.

Efficiency. The worst-case time complexity of model checking CSL is
O(|9]-(M-g-tmaz + N**1))

where M is the number of non-zero entries in Q, ¢ is the maximal diagonal entry
of Q, tmaz is the maximum time bound of the time-bounded until sub-formulas
occurring in @, and N is the number of states. If we make the practically often
justified assumption that M < kN for a constant k then the space complexity
is linear in N using a sparse matrix data structure. The space complexity is
polynomial in the size of the CTMC. The model checking algorithms have been
implemented both using sparse matrix data structures [32] and using BDD-based
data structures [39].

5 Research Perspectives

This paper has presented how two important branches of formal methods for
reactive systems — process algebra and model checking — can be exploited for
performance and dependability modelling and analysis. The stochastic process
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algebra approach is a prominent example of cross-fertilisation of formal speci-
fication techniques and performance modelling techniques, whereas the quanti-
tative model checking approach is a promising combination of computer-aided
verification technology and performance analysis techniques. We believe that the
developments in these areas mark the beginning of a new paradigm for the mod-
elling and analysis of systems in which qualitative and quantitative aspects are
studied from an integrated perspective. We hope that the further work towards
the realisation of this goal will be a growing source of inspiration and progress
for both communities. Examples of issues for future work in this direction are:

— Specification: in order to bridge the gap towards (performance) engineers,
and to obtain a better integration into the design cycle, efforts should be
made to the usage of (appropriate extensions of) specification languages
such as UML and SDL for the description of performance models. Similarly,
the usage of temporal logic by performance engineers needs to be simplified,
for instance, using dedicated specification patterns [22].

— Verification: similar to the development of model checking techniques, smart
improvements of both algorithms and data structures are needed to make
the verification approach more successful. Initial investigations show that
symbolic data structures (such as multi-terminal BDDs) and tailored vari-
ants of existing techniques (“backwards” uniformisation) yield a substantial
efficiency improvement [39]. Promising alternative techniques, such as Kro-
necker representations [21], and/or refinement techniques for probabilistic
systems as recently proposed in [20] could be beneficial in this context as
well.

— Extensions: several extensions of the process algebra and model checking
techniques are worthwhile to investigate. For instance, Markov reward mod-
els — an important extension of CTMCs with costs — are not yet satisfactorily
treated in a process algebraic or logic-based setting, although some initial
attempts have been made [6]9]. In addition, the application of model check-
ing to non-memoryless models, such as (generalised) semi-Markov processes,
remains an interesting topic for further research. Initial work in this direction
is reported in [37].

Finally, we highlight two gaps between the process algebraic and model check-
ing approach we discussed: (i) whereas the formal model specifications are
behaviour-oriented (i.e., action based), the temporal logic approach is state-
based, and (ii) the semantic model of the process algebra may contain non-
determinism, whereas the verification is based on a fully probabilistic model.
The first problem can be handled by considering an action-based variant of
CSL. Although it turns out that a transformation of this logic into CSL (a la
the relationship between CTL and its action-based variant [46]) is possible, it
is more beneficial to use direct model checking techniques — basically a tailored
version of the CSL model checking algorithms. Details are in [33]. This yields a
combination with stochastic process algebras that treat actions and stochastic
delays as a single compound entity [I0J25136]. In order to close the gap w.r.t.
our process algebra IMC that strictly distinguishes between action occurrences
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and time delays, we are currently investigating model checking procedures for
continuous-time Markov decision chains.
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Abstract. The issue of this work is how to type mobility, in the sense
that we tackle the problem of typing not only mobile agents but also their
movement. This yields higher-order types for agents. To that end we first
provide a new definition of the Seal Calculus that gets rid of existing
inessential features while preserving the distinctive characteristics of the
Seal model. Then we discuss the use of interfaces to type agents and
define the type system. This type system induces a new interpretation
of the types: interfaces describe interaction effects rather than, as it is
customary, provided services. We discuss at length the difference of the
two interpretations and justify our choice of the former.

1 Introduction

In concurrent languages based on communication over channels it is customary
to type both channels and messages in order to assure that only appropriate
messages will transit over channels of a given type. When these languages are
endowed with agents and locations, we also need typing information about the
agents that are moved around the locations. Hence, we have to decide what is
described by the type of an agent, and when this type is checked.

Our proposal is expressed in terms of a simplified version of the Seal Calculus.
The Seal Calculus was defined in [19] as a set of primitives for a secure language
of mobile agents to be used to develop commercial distributed applications at
the University of Geneva; these primitives constitute the core of the JavaSeal
language [I8)2]. It can be considered a safety-oriented calculus. From the Ambi-
ent Calculus [6], it borrows the idea that locations are places with a “boundary”,
which can only be crossed with some effort. In the Seal Calculus, boundaries can
only be crossed when two parties, one inside the boundary and the other one
outside, agree. Moreover, this movement operation takes place over a support
layer, constituted by a set of channels. Communication takes place over channels
too, as in the m-calculus [I1], and the dangerous open operation of the Ambient
Calculus is not present.

In our proposal the type of an agent is a description of the requests that it
may accept from its enclosing environment. This is similar to an object type,
in an object-oriented language; however, we will show that the subtype relation
goes “the other way round”. We will discuss this fact, which means that, while an
object type describes a subset of the services that an object offers, our interface

K.G. Larsen and M. Nielsen (Eds.): CONCUR 2001, LNCS 2154, pp. 82-[101} 2001.
© Springer-Verlag Berlin Heidelberg 2001
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types describe a superset of the effects of an agent on its environment. We
shall be more precise about it later on, but for the time being the reader can
think of services as interactions that must eventually occur and of effects as the
interactions that may possibly occur.

Our main results are the following ones. First, we define a variant of the
Seal Calculus, which retains its essential security-oriented features but is simple
enough to be suited to foundational studies. Then, in this context, we define a
type system where we are able both to type mobile agents and to “type their
mobility”, i.e., to allow one to declare, for each location, the types of the agents
that can enter or exit it. This yields to the first, as far as we know, higher order
type system for agent mobility.

The article is structured as follows. In Section 2 we define our variant of
the Seal Calculus. In Section [3 we introduce the typed calculus and justify our
choices. In Section Bl we define the type system, a sound and complete type-
checking algorithm, and we state some relevant properties they satisfy. In Sec-
tion Bl we analyze our system and discuss the duality of effects vs. services.
Section Bl describes an example that uses the key features of our calculus, while
in Section [1 we hint at how our work can be used to provide the an Java agent
kernel with a minimal type system. A summary and directions for future work
conclude the article.

Related Work

Many works extend the basic type systems for m-calculus as described in [I2/15]
giving more informative types to processes. We comment those closest to our
work.

Yoshida and Hennessy propose in [20] a type system for a higher-order 7-
calculus that can be used to control the effects of migrating code on local en-
vironments. The type of a process takes the form of an interface limiting the
resources to which it has access, and the type at which they may be used. In
their type system both input and output channels can appear in the interface,
appearing strictly more expressive than the system we propose here, where input
channels are only considered. However, they do not allow active agents, but only
pieces of code, to be sent over a channel. When code is received it can be acti-
vated, possibly after parameter instantiation. Besides, their type system limits
the application of dependent types to the instantiation of parameters, resulting
in the impossibility of giving an informative type to processes in which an output
operation depends on an input one.

In [8] Hennessy and Riely define D7, a distributed variant of the m-calculus
where agents are “located” (i.e., “named”) threads. The main difference with
respect to our work is that locations cannot be nested (that is, locations
are not threads), and therefore mobility in [8] consist in spawning passive
code rather than migrating active agents. In [8] locations types have the form
loc{x1: T1,...2,: T} where x;’s are channels belonging to the location (they
are located resources and as such Dm is much closer to the Seal Calculus as
defined in [I9], than to the version we introduce here: see Footnote [2). These
types are syntactically very close to those we introduce here for Seal but they
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have opposed interpretations. Location types in [8] are intended both to describe
the services provided by a location and to regulate access to them (they work
as views in databases). Thus they embrace an object-oriented perspective (lo-
cation types are subtyped as record types) without fully assuming it (services
are declared but they are not ensured to be providedﬂ). As we broadly discuss
in the following—in particular in Section B} our location types take the oppo-
site perspective and rather describe the effects of a possible interaction with the
location at issue.

Types for locations have been extensively studied in a series of papers [7/5/4]
on the Ambient Calculus. Seal Calculus differs from Ambient Calculus in many
aspects: seals cannot be opened (i.e. they boundaries cannot be dissolved), many
channels exist, and moves are performed objectively (i.e., agents are passively
moved by their environment) rather than subjectively (i.e., agents autonomously
decide to move to a different location) —according to the terminology of [6].
From this work’s viewpoint the prominent difference between Ambient and Seal
Calculus is that the former does not provide an explicit “physical” support for
mobility, while in the latter this support is provided by channels. In other words
while in Ambients mobility take place on some unmaterialized @theral transport
medium, in Seal the medium is materialized by channels. Therefore the main
novelty of this work is that not only we type locations (agents or seals), but
we also type mobility (more precisely, its support). In some sense we introduce
higher-order typing: while in Ambient Calculus an agent can not discriminate
which agents can traverse its boundaries, this is possible in our type system. For
the same reason we can make a mobile location become immobile, while this
is not possible in the cited works on Ambient Calculus. Moreover, the mobility
model of Ambient Calculus had to be extended with objective moves in [4], since
the interaction of subjective moves with the open operation tends to produce
typings where every ambient is typed as mobile. We show here that the mobility
model of Seal Calculus is free from this problem.

2 Revising Untyped Seal Calculus

Seal Calculus is basically a m-calculus extended with nested named locations
(dubbed seals) and mobility primitives. In Seal, interaction consists of syn-
chronous communication of a value or of a whole seal. Both forms of interaction
take place over named channels. Thus, mobility is obtained by communicating
a seal on a channel. The existence of separate locations constraints the possible
interactions: a channel can only allow interactions either among processes in the
same seal, or among processes in two seals that are in parent-child relationship.
Two basic security principles underlay the design of the Seal Calculus: first,
each seal must be able to control all interactions of its children, both with the
outside world and one with the other; second, each seal must have total control
over its name-space and therefore must determine the names of its children.
Besides these two basic features the Seal Calculus defined in [19] included
some other features dictated by implementation issues. More precisely the cal-

! This is to solve the type dependency problem we describe in Section EI]
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culus in [19] allowed seal duplication and destruction, and a strictly regulated
access to remote channelds.

In what follows we define a lighter version of Seal where seal creation and
destruction is not possible and the access to remote channels is replaced by the
introduction of shared channelsf.

The syntax of the language (parametric on an infinite set of names, ranged
over by u, v, z, y, and z) is defined as follows:

Processes Actions Locations

P =0 inactivity a == z"(y) input n = * local
[l P| P composition [0 T"(y) output O Tup
0P replication (1 T yllsend [1 zdown
U (v a)P restriction [ 2"y Jreceive
[0 «a.P action

0 z[P] seal

The first five process constructs have the same meaning as in the mw-calculus,
namely: the 0 process does nothing, the composition P | Q) denotes two processes
P and @ running in parallel, the replication ! P unleashes an unbounded number
of copies of P, the restriction (v )P introduces a new name z and limits its
scope to P (the scoping is lexical), and the prefix allows one to construct complex
processes using the base actions a. A seal z[P] is the representation in the syntax
of a place named x that is delimited by boundaries and where the computation
P takes place. The bare syntax of processes is the same as Ambient Calculus.

The basic computational steps in Seal are communication and movement.
Communications (inputs/outputs on channels) are as in 7-calculus with the only
difference that channel names are super-scripted by location denotations. These
are either %, or 1, or z, and denote respectively the current seal (i.e. the seal
where the action occurs), the parent seal, and a child-seal named z. Thus an
action on x* synchronizes only with local processes, 2T means that z is a chan-
nel shared between the current seal and the parent seal and that actions on it
will synchronize with processes in the parent, and finally the shared channel x*
admits interactions between the current seal and a child-seal named z. These
interactions are expressed by the first three rules in Figure [Tl

Mobility is achieved in a similar way: seal bodies, rather than names, are
moved over channels. It should be remarked that, contrary to input, receive is
not a binding action: y is free in "7yl A seal identified by its name is sent over
a localized named channel: the seal together with its contents will disappear
from the location of the sending processes and will reappear in the location of
the receiving process. The receiving process can give a new name to the received
seal: seal names are seen as local pointers to the location, and the actual name
of a seal makes no sense outside the current location. Thus the action Z"[jy[]

% In [19] channels are considered as resources. Each channel belongs to one and only one seal.
Some syntactic constructs allow the owner of a channel to regulate remote accesses to it
and, thus, to control both remote communication and mobility.

3 A similar solution was independently proposed for a calculus without agent mobility in [17].
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" (u). P | T"(v).Q = P{*/u} | Q (write local)
a¥(u). P | y[z'(v).Q | R] = P{"/u} | y[Q | R] (write out)
7¥(v). P | yle"(uw).Q | R] = P | y[Q{"/u} | R] (write in)
0. P | T w0.Q | v[R] = P | u[R] | Q (move local)

¥l P | y[ZTw.Q | v[R] | S] = P | u[R] | y[Q | S] (move out)
VWL P | o[R] | y[z"Tu0.Q | S]= P | y[Q | S | u[R]] (move in)

Fig. 1. Reduction rules.

sends the body of the seal named y over the channel =", while x| waits for a
body on z" and reactivates it as a seal named y. The precise semantics is given
by the last three rules in Figure [T

As customary, reduction uses structural congruence = that is the smallest
congruence that is a commutative monoid with operation | and unit 0, and is
closed for the following rules:

\P=IP| P (vz)o=0 (
va)(vy)P = (vy)(va)P (va)y[P] = y[(vz)P] for z # y

The reduction semantics is completed by standard rules for context and congru-
ence:

P=Q = (P|R)=(Q|R) P=Q = (va)P = (va)Q
P-Q = ulP]— u[Q] P=P ANP-=2Q NQ=Q = P-Q

3 Typing Mobility

In the introduction we anticipated that our solution for typing mobility was to
type the transport media of mobility, that is, channels. We follow the standard
m-calculus solution to type channels: a channel named x has type Ch V if V is
the type of the values allowed to transit over x. We saw that in Seal channels
are used both for communication (in which case they transport messages, i.e.,
base values, or names) and mobility (in which case they transport agents, i.e.,
seal bodies).

It is easy to type base values (in this work the only base values we con-
sider are synchronization messages typed by Shh) and we just saw how to type
channel names. So to define V' we still have to define the type A of agents and,
consequently, the type Id A of names denoting agents of type (more precisely,
of interface) A.

3.1 Intuition about Interfaces

Seals are named agents. The idea is to type them by describing all interactions a
seal may have with the surrounding environment. We know that such interactions
have to take place over the channels that cross the seal boundary. Thus these
channels partially specify the interaction protocol of an agent. Keeping track of
the set of upward communications (that is, communications with the parent)
that a seal may establish can be statically achieved by keeping track of the
channels that would be employed: this gives rise to a notion of interface of an
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agent as a set of upward channels (i.e., characterized by 1 locations). Actually
not all the upward channels are interesting for describing the interaction protocol
of a seal. Those the seal is listening on suffice:

The interface of a seal is the set of upward channels that the process local
to the seal may be listening on, with the type expected from interactions
on them.

We will discuss this choice later on (see Sections Bl and B]) but, for the mo-
ment, to see why such a definition is sensible we can consider as an exam-
ple a networked machine. For the outer world the interface of such a machine
—the description of how it is possible to interact with it— is given by the
set of ports on which a deemon is listening, together with the type of mes-
sages that will be accepted on them. So the interface of a machine can be
described as a set of pairs (port:type). For example in our system a typical
ftp and mail server would be characterized by a type of the following form
[21:ftp; 23:telnet; T9:finger; 110:pop8; 143:imap; ...]. Similarly, if you con-
sider a seal as an object, then a process contained in it that listens on a upward
channel 27 can be assimilated to a method associated with a message x. In
other words the sending of a message m with argument v to an object x (that
is, x.m(v) in Java syntax) can be modeled in Seal by the action m*(v), which
would be allowed, in our type system, by a pair m:M in the type of the seal x.

Hence, we consider interfaces such as [x1:Shh;xz2:Ch V;25:4;24:1d A] that
characterizes agents that may: 1) synchronize with an input operation on the
upward channel z1; 2) read over z2 a channel name of type Ch V' (the name of
a channel that transports messages of type V); 3) receive over z3 a seal whose
interface is A; 4) read over x4 a seal name of type Id A. It is important to
stress the difference between what can be transmitted over z3 and x4, respec-
tively seals and seal names: the former requires mobility primitives, the latter
communication primitives.

3.2 Syntax
The syntax of the types is reported in the following table.

Types Annotations

V = M  messages Z =N mobile
A agents v immobile

Message Types Interfaces

M = Shh silent A = [z:Vi5e 5 x,: V] agents

[0 Ch V channel names
[1 Id%A agent names

There are four syntactic categories in the type syntax, V, M, Z, and A respec-
tively denoting types, message types, mobility annotations and agents. In the
previous section we informally described three of them, omitting annotations.
Let us see them all in more detail:
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V: Types V classify values, that is computational entities that can be sent over
a channel. While in 7-calculus values are just channel names, in Seal we have
both messages (classified by message types M) —which includes base values,
channel names and agent names— and seals (more precisely seal’s bodies,
classified by interfaces A).

M: Message types M classify messages, that is entities that can be communi-
cated (sent by an i/o operation) over channels. A message can be either a
synchronization message (without any content) of type Shh, or a name. In
the syntax there is no distinction between channel names and seal names.
This distinction is done at the type level: if « : Ch V', then z is the name of
a channel that transports values of type V; if  : Id%A, then z is the name
of a seal with interface A and with mobility attribute Z.

Z: On the lines of [4] we use mobility attributes to specify elemental mobility
properties of seals: a ~ attribute characterizes a mobile seal, while a ¥ at-
tribute characterizes an immobile one. Being able to discriminate between
mobile and immobile agents is one of the simplest properties related to mo-
bility. Contrary to what happens in [4], adding this feature does not require
any syntax modification for Seal.

A: Interfaces A classify the agents of the calculus, keeping track of their in-
terface. The notation [z1:V1;- - ;2,:V,] is used to record the information
about the interface of an agent. It is syntactic sugar for a set of pairs
channel_name : type, that represent a functional relation. If a process has
this interface, then it can be enclosed in an agent with the same interface,
that is whose name has type IdZ[mlel; -+ ;2,:V,]. This agent may listen
from the upward level only on channels x, ... ,x,.

The introduction of types requires a minimal modification to the syntax of the
untyped calculus of Section 2] We have to add (message) type annotations to the
two binders of the language: (v x:M) and z"(y: M), and to redefine free names
fn as follows.

fo(x) ={x}  fo((vz:M)P) = (fa(P)\ {z}) U fa(M)  fn(1) = fn(x) = fn(Shh) = 0
fo(z(y:M).P) = (fa(P) \ {y}) U fa(M) U fn(n) U {z} fo(1d A) = fn(A)
[z Vi e Va]) = {21,z U (V) U - - U (V) f(Ch V) = fn(V)
The rule of structural congruence that swaps binders has to be changed too

wvaM)vyM)P=@wyM)vaeM)P forzdgfm(M)Nyg m(M)Nz+#y

The reduction rules as well as the other rules and definitions are unchanged.

4 The Type System

In this section we define the type system we informally described in the previous
section. However, before that, we need to add a last ingredient in order to deal
with the technical problem of type dependencies.
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4.1 Type Dependencies

The notion of interface introduces names of the calculus at the type level. Since
names are first order terms, type dependencies may arise. Consider for example
the following terms.
P' = 2*(y:Ch M).y"(2:M) P=7%(w) | P’

P’ offers upwards input on channel y. Hence, a naive syntax based analysis
would associate P’ and P with the interface [y:M], producing the following
typing judgment:

2:Ch(Ch M), y:Ch M , w:Ch M + P : [y:M].
However, the process P may perform an internal reduction on the channel x,
and then it would offer upwards input on channel w, hence changing its interface
type:

75 (w) | 2*(y:Ch M)yt (z:M) = w'(2:M)

—_———
[y:M] [w: M)

This is the recurrent problem when trying to define non-trivial channel-based
types for processes: to solve it one may consider using dependent types and deal
explicitly with types that change during computation. Dependent types work fine
for calculi where the notion of interaction is syntactically well-determined, as in
A-calculus. Unfortunately in process calculi, where interaction is a consequence
of parallel composition (which admits arbitrary rearrangements of sub-terms),
all the tries are somewhat unsatisfactory: they are usually restricted to a subset
of the calculus, allowing dependent types only in particular, well-determined
constructions [20].

Following a suggestion of Davide Sangiorgi, we decide to disallow input action
on names bound by an input action. In this way interfaces cannot change during
reduction: for example the process P above is not well-typed, since y is first
bound by an input on x and then used to perform an input from 7.

To make the type system uniform, we impose this condition on all the input
operation, not only on the input operations from 1, which are the only ones
determining the interface.

There is no harm in doing that since this restriction does not limit the ex-
pressive power of the calculus: besides being theoretically well studied (see for
example [I0]), nearly all programming languages based on m-calculus impose this
constraint, while programs written in concurrent languages that do not, mostly
seem to obey to the same condition.

4.2 Typing Rules

Judgments have the form I' -z &, where S is either o, or V, or x: M, or P: A.
The pair I, = will be referred to as typing environment and the judgments have
the following standard meaning:

I'kF=o well-formed environment I'F=sV well-formed type
'tz x:M  x has message type M I'tz P: A P has interface A
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I' is a function (actually, an ordered list) that assigns types to names. At the
same time, we need some machinery to enforce the restriction on input channels
we described above, that is, that only names not bound by an input action (i.e.,
names introduced by v) are used to perform input operations. Thus we use the
set of names = to record the v-introduced names:

=92 00 I''e:M Ea=0g =, x

The typing and subtyping rules are:

(Env Empty ) (Env Add)

I'r=M =
Dz o INe:MbEzo z ¢ dom(I, %)
(Env Add Xi)

I't=M

xMbFzz,0 @ ¢ dom(I')
(Type Shh) (TypeId) (TypeCh) (Type Interface)
I'kF=9¢ FFEA I'F=V I'kF=o Viel.n I'k=s x;:Ch V; J7¢€d0m(5)
I't=shh TI'F=zId%A TI'btzChV ks [z0:Vh, .o e Vi
(Var) (Dead) (Par) (Bang)

FFEO FFEO Fl‘gpltA FF5P22A F}—EPA
F}—E"B:F(l‘) FI—EOIH F|—5P1|P2:A I'F='P: A
(Res) (Seal)
oMbz, P: A I'rex:1d°A T'F=P:A

) 3y A = =1
I'ks (wa:M)P: A @ & fn(4) I't= z[P]:[]

(Output Local)

I'tsxz:CbhM TI'tzy:M TI'bF=zP:A
I't=z*(y).P: A

(Input Local)

I'Fzxz:¢ChM IyMF=zP:A

I'tz z*(y:M).P: A

(Output Up)

I'F=zax:Ch M F}—Ey:M I'F=P: A
I'k= ET(y).P A

z € dom(Z)

(Input Up)
I'kFzx:¢ChM T@'yMkFzP:A
'tz a2™(y:M).P: (A [z:M])
(Output Down)
'tz 2 1d%4’ I'ry:M TI'FzP:A
I'=z*(y).P: A

z € dom(Z)

(z:M) € A’

(Input Down)
'z 2 1d%4’ I'tzxz:ChM I'yMkFzP:A
'tz z*(y:M).P: A

z € dom(Z)
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(Rev Local)
I'tF=xz:Ch A Fl—gy:IdZA 'tz P: A

'tz o yllP: A @ € dom(5)
(Snd Local)
I'Fzx:ChA TIFzy:I1d"A T'FgP: A
I'Fez*yP: A
(Rev Up)
_ . _ . zZ _ . /
I'kzx:ChA T'hFzy:1d°A T'F=zP:A 2 € dom(Z)

I'tz 2TyP : (A @ [x:A])
(Snd Up)
I'Fzx:ChA TIFzy:I1d"A T'FzP: A
IF=z'yopP: A

(Rev Down)
F}—Ez:IdZIA/ I'F=zz:ChA FI—Ey:IdZA k= P: A" 4 -
'z x*yllP: A" @€ dom()
(Snd Down)
Iz 2z:1d°A4, I'btzy:1d"A T'F=P: A
=2 SHELEE § & S (mA) e
FFE CL‘Z’_’y P Al

(Subsumption) (Sub Interface)
''r=P:A TFrzA A<A ACA

'tz P: A A< A

We discuss the most important rules:

(Env Add _): It is possible to add names with their types to I', and also to
Z (rule (Res)), provided that they are not already in I'. Notice that dom(Z) C
dom(I") holds for well-formed environments.

(Type Interface): An interface type is well-formed if every name in it has been
previously declared with the correct type and appears in = (i.e., it is not bound
by an input action). The premise I" = ¢ ensures the well formation of the type
environment for the case of the empty interface.

(Res): Particular attention must be paid to restrictions of channel names, as
channels may occur in the interface. A first idea could be to erase the newly
restricted name from the interface as in the (Wrong Res Ch)
rule aside, but this rule is not sound with I'Nz:ChViEz,P:A
respect to the structural congruence rela- ['Fz (v2:Ch V)P : (A — [2:V])
tion: if you consider the processes
(v y:1d7])y[(v z:Ch Shh)xT()] and (v y:IdZ[])(v z:Ch Shh)y[z"()] they are struc-
turally equivalent, but while the former would be well-typed, the latter would
not.

Therefore we rather use the (Res) rule that imposes that a restricted name
can not appear in the interface of the process (see also comments right below
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Property [Sectiond.4]). As all the names must be declared in I, it may seem that
this condition forces all the interfaces to be empty. But note that this restriction
applies only to process interfaces not to seal identifiers. The reader must avoid
confusion between the name a which has type Id?A (where A may be a very
complex interface) and the process a[P] which, as stated by the rule (Seal), has
type []. What is necessary is that the type of P (rather than the one of a[P]) has
interface A. That is, that the process P inside a seal a[P] respects the interface
declared for its name a. Therefore the side condition of (Res) simply demands
that the upward channels of a are not restricted inside a[P]. In other words,
a channel appearing in an interface must be already known to the enclosing
environment. This is a very desirable feature of the type system: the interface’s
names must be somewhat public.

A brief example can clarify what “somewhat” means. Consider the following
two terms in the light of the (Res) rule, and notice that they are structurally
equivalent:

1) y[(va:Ch Shh) 27()] 2) (v a:Ch Shh)y[z"()]

Clearly, the first is not well-typed, since the process inside the seal should offer
a restricted channel in the interface, and this is forbidden by the (Res) rule.
Interestingly, the latter is not well-typed either: the type of the name y should
include the channel z in the interface, but y is defined out of the scope of x;
therefore process in the scope of the restriction could be typed only under a
context in which z is declared twice, which is impossible (see Property [l(c) in
Section ). The correct term is (v 2:Ch Shh)(v y:Id [2:Shh]) y[2T()] in which
the channel z is declared before the seal y. Briefly, a name that is used by a seal
to read from its environment must already exist in the environment where the
seal is declared.

In terms of the examples in Section B.1], this means that we can declare that
a machine z has interface [23 : telnet] only if the channel named 23 and the type
telnet are both already known (that is, declared) in the environment.

(Input _ ): All the rules for typing a process of the form «.P follow a common
pattern: this is especially true if we consider input and output rules separately.

The action z"(y:M).P binds y in P. Thus y must be added to the environ-
ment of P, provided that its type matches the type of x; y is not added to =
since it is bound by an input operation. Because we are doing an input, we also
have to check that x is a v-introduced name, that is € dom(=Z). In (Input
Local), the input operation is local and nothing more has to be done. In (Input
Down) we also check that the name of the seal from which the process wants to
read is declared in I'. In (Input Up) the input is from 7, therefore the channel the
process wants to read from must be added to the interface already deduced for
P. This is done by the & operator, which computes the union of two interfaces,
but is not defined when the result would contain two different pairs y:M and
y:M' with the same name y but different M, M’.

(Output _ ): In the case of local and upward output actions the rules (Output
Local) and (Output Up) check that the types of the channel and of the argument



Typing Mobility in the Seal Calculus 93

match. The rule (Output Down) furthermore checks that the channel appears in
the interface of the target seal with the right type. This enforces the interpreta-
tion of the interfaces: a process can write inside a seal only if the processes local
to the seal are possibly going to read it.

(Rcv - ): The typing rules for mobility actions do not differ from the re-
spective communication actions. The main point is that in a receive opera-
tion the object name is not bound, so it is not added to the names in the
scope of the continuation]. Remark that in order to send a seal on a chan-
nel, it must be declared to be mobile (attribute ~). In the Seal’s model of
mobility, when a seal is received it gets a name chosen by the receiver pro-
cess. We use this feature, together with the fact that the mobility attribute is
tied to seals names, to turn a mobile seal into an immobile one. For instance,
(v 2:Ch A)(v a:Id™A) (v b:1d¥A) T Tall| 2* (b0 | a[P] = (v b:Id7A) b[P] turns
the mobile seal named a into an immobile seal named b (the opposite is also pos-
sible). This is achieved by imposing no constraints on the mobility attribute of
the receiving name in the receive typing rule. Neither this nor the opposite is
possible in [4].

(Subtyping) During reductions, actions can be consumed. Consider for exam-
ple the process P = x'(y:M).z*(y). It is ready to input a name of type M on
channel z and its type is [x:M]. Now place it in the context C[—] = Z%(w) | a[—]
and consider the type of P and of its reductum:
7(w).Q | al2!(y:M)Z"(y)] = Q| a[z"(w)]
—_——— ——

To satisfy the subject reduction property we introduce a subtyping relation. We
already discussed that the interface of a process should be regarded as the set
of channels on which the process may perform input operations from 1. This
suggests that the addition of new channels in the interface of a process should
not be considered as an error, since they are channels on which interaction will
never take place. This is formalized by the subtyping notion defined in the (Sub
Interface) rule, that allows channels to be added to the interface of a process.

This possibility of extending the interface is limited to the process types, and
is not extended to seal interfaces. The interface of a seal is associated with its
name and is immutable, hence it characterizes forever the range of interactions
admitted by that seal. At the same time, subsumption allows a process with a
smaller interface to be placed inside the seal. This is essential, since the more
limited interface may be a consequence, as in the previous example, of the “con-
sumption” of some actions. In this way, actions can get consumed inside a seal,
while the seal preserves its crystallized interface.

4.3 Typing Algorithm
The type rules in the previous section just need some slight modification to be
converted into a type algorithm. As usual in type systems with subtyping, we

4 This is due to the specificity of the receive action: when a seal is received it is activated at
the same level as the process that received it. The movement actions look like interactions
in the Fusion Calculus [14].
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must eliminate the subsumption rule by embedding subtyping in the other rules.
Actually there are only two rules that need modifications. The first is the (Par)
rule: in order to type-check Py | Py in the environment I, = both P; and P
are checked resulting respectively in the two types A; and As. If the process
Py | P, can perform an input at 1 then either P; or P, must be able to perform
it, and so it has been registered in one of A; and As. Thus we have to merge
the type informations kept in A; and As, and this is achieved by means of the
¢ operator.

The second rule we need to modify is the (Seal) rule, to take into account
that the interface of the process inside a seal may be a subtype of the interface
associated with the seal name.

(Par Algo) (Seal Algo)
I'>=s P A I'>s Py A I'>bzx:I1dA I'>zP: A A< A
F\>5P1|P22A1@A2 Fl>5$‘[P]H B

4.4 Properties

The typing algorithm defined above is sound and complete with respect to the
type system.

Theorem 1 (Soundness and completeness).
1. IfT>=P:Athen k= P: A.
2. IfI't= P: A then A" such that A’ < A and I'>=s P : A'.

A corollary of this theorem is the minimality of the algorithmic type:
Corollary 1. I'>z P:min{A | ' = P: A}, if the set is not empty.

In order to prove the subject reduction property we need a substitution lemma
that states that substituting names for names of the same type in well-typed
terms yields well-typed terms. This would fail if we allowed names that appear
in interfaces to be substituted, hence we have to add a condition = ¢ dom(Z) in
the theorem hypothesis. This restriction is not a problem, since, as formalized
by the management of = in the (Input _) rules, interactions can only substitute
names that do not appear in dom(=).

Thanks to Theorem [ the substitution lemma can be stated directly on the
type algorithm rather than on the type system.

Lemma 1. IfINa:M>=P: A, x & dom(Z), and '>zy : M, then ['>g P{Y/,.}
A.

This lemma is used to prove the subject reduction property for the algorithmic
system whence subject reduction for the type system can be straightforwardly
derived:

Theorem 2 (Subject Reduction). If I'>zP : A and P Q then ['>=Q : A.

Besides the characteristics discussed in Section[Z.2there several subtleties hidden
in the type system that make subject reduction hold while keeping the rules
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relatively simple. Among these it is noteworthy to remark that the provability
of a judgment I' F= & implies the following propertieaﬁ:

Property 1. If I' = S si provable then:
a. I, = are well formed (i.e., I k= ¢ is provable);
b. dom(Z) C dom(I');
c. each variable has at most one type assignment in I.

These three properties allowed us to omit several sensible conditions from the
typing rules since they are implicitly satisfied. So for example in the (Res) rule
it is useless to require that ¢ dom(Z) since this already holds by the well-
formation of the environment. Indeed I', z:M Fz , © implies that = ¢ dom([', ).
Even more, I',z:M = , ¢ implies that x does not occur in I', since by construc-
tion I' is an ordered list; this rules out envirements such as y:Idx:M'], z:M.
Similarly, in all the rules (Input _) it always holds that y does not occur in I'.
This implies that y ¢ dom(Z) since otherwise I' /= ¢ which contradicts that
'z x:Ch M is provable.

5 Services vs. Effects

In the introduction we hinted at two possible interpretations of agent interfaces.
Interfaces may describe either services, that is the interactions that must even-
tually occur, or effects, that is the interactions that may possibly occur.

The former interpretation is the one that characterizes the type systems for
object-oriented languages, while the latter is the one of our system. Indeed, su-
perficially our interfaces look like the types of the objects in the “objects as
records” analogy: just an array of methods one can invoke (in fact, the analogy
between agents and objects is not a piece of news). However, there is an impor-
tant difference. In the object framework, sending a message should result in a
method being activated: the type of an object reports the set of messages the
object will answer to. We can say that the interface of an object characterizes
the services that the object offers to its environment.

According to our definition, a channel that appears in the interface of an
agent (a seal) does not guarantee that interaction on this channel is always
going to happen (indeed the channel may be guarded or already be consumed
by a previous action). A more precise intuition of our system is that an interface
limits the effects that the agent can have on the environment: if an interaction
occurs, it occurs on a channel defined in the interface and not on other channels.

There is a clear tension between the two interpretations and in this paper
we opted for the second one. The reason for such a choice resides in the fact
that m-calculus channels are essentially consumable resources. One of the clear-
est lessons we draw from this work is that there is an inherent difference between
requiring a service (such as sending a message) and writing on a channel: the
former does not affect the set of admissible interactions, while the latter does
(by consuming a channel).

5 The first property follows by straightforward induction whose base are the rules (Type Shh),
(Var), and (Dead). The other two are equally straightforward.
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This tension is manifest at the level of sub-
typing: in case of effects the “may-provide” in-

terpretation is embodied by a subtyping relation (effects) (services)
typical of variant types while in the case of ser- ACA A'CA
vices, we recover the classical record types rela- A< A A< A

tion that characterizes objects and their “must-
provide” interpretation, as expressed by the rules

on the side.
Our analysis clearly shows that the two approaches are mutually exclusive,

and that either one or the other has to be adopted according to the “consuma-
bility” of the communication layer.

In our system it is possible to recover the object/services characteristics b
imposing restrictions to ensure receptiveness [16] of channels in the interfacﬁ:
which roughly corresponds to make all the external interactions of an agent un-
consumable. The intuition is that in this way we transform interface channels into
(object) methods. Receptiveness can be ensured by imposing restrictions such as
those presented in [I] or, in a coarser approach, by requiring that all receive and
input actions on upper channels are guarded by replications, that is they must
all be of the form !z (y).P and !z y L P. In the latter case some simple modifi-
cations to our type system allow us to recover the service interpretation together
with its (services) subtyping rule. It just suffices to straightforwardly modify the
typing rules (Input Up) and (Rev Up) to account for the new syntax, and the
results of the previous section bring forth. However we decided to follow the
other approach since the presence of concurrency does not ensure that services
will be eventually satisfied. Indeed, even if the remote interactions are replicated
they may still be guarded. Therefore a complete treatment would require further
restrictions on these interactions bringing us too far from our original subject.
Nevertheless we believe that such a direction is worth exploring.

6 Example: A Web Crawler

In this section we give a simple example that uses mobility, higher-order types,
and parametric write channels. Chapter 5 of [21] contains a much more complex
example we did not include here for lack of space: in that example the toy
distributed language introduced in [4] to show the expressivity of typed ambients
is encoded in the Seal calculus version presented here.

In order to show a possible application of higher order typing and mobility
attributes, we suggest the specification of a possible web crawling protocol. Cur-
rently, most commercial web search engines periodically access all the web pages
that are reachable by some starting pages and index them in a database. Web
searches access the database and retrieve relevant entries.

This technique is a greed bandwidth consumer. It may be interesting to
define an alternative protocol where mobile agents are spawned over the web
sites, where they collect and pre-elaborate the relevant information, so that the

5 An alternative solution is to use the ob ject framework but to give up with the “must provide”
interpretation, as it is done in [g].
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computational effort is distributed, and bandwidth consumption is dramatically
reduced.

The Seal specification of this protocol is depicted in Figure[2, where top level
represents the network and hosts are immobile seals that lie inside it; crawlers
are modeled by mobile seals, being able to navigate among hosts.

SystEM = HoME | NETSUPPORT | WebSite_1[WEBSITE] .. WebSite_n[WEBSITE]

CRAWLER(start) = aT(start).
repeat ( in' (info:info) . <PROCESSINFO> .
if nextDest then aT(nextDest) else result’(k:Ch info),ET(cranedInfo))

HOME = craw|[CRAWLER(WebSite_1)] | ... | craw[CrRAWLER(WebSite_n)] |
repeat ( (v k:Ch info) result - (k).k°"=" (crawledInfo:info). <STORECRAWLEDINFO> )

WEBSITE = 437 craw f.in“"*" (info). 437 { craw } | <OTHERSERVICES>

NETSUPPORT = repeat( (v x:Ch craw)
(74 crawt| (v c:Id™craw) 2" ct.cd®(dest:hostName) 237" e t.437% craw }) )

Fig. 2. A web crawler protocol

HoME, which is a process that lives at the network level, spawns a crawler
for each root web site. The crawler will go away and come back, to tell HOME
about its findings, as we will see later.

CRAWLER communicates on_channel “cd” (“crawler destination”) the name
of the first site it wants to visifl. This information is received by NETSUPPORT
which first renames the crawler with a fresh name c¢; this renaming is performed
by sending the crawler along the local channel z. Then, NETSUPPORT sends the
crawler to the requested destination, via the port 437. Once the crawler is in
the site, it reads the information via the port “in”, and is sent out of WEBSITE
along channel 437. The crawler processes the information (which generates a list
of other possible destinations), then checks whether it has to visit more sites; if
it does not, it uses the channel “result” to ask HOME for a secure channel k£ and
sends the result on it.

HOME sends the secure channel name k along the result
the collected information from k, and stores it.

€ra8W channel, reads

A generic WEBSITE must have a dseemon that is ready to receive crawlers
on port 437 and, after having provided them with information on channel “in”,
sends them out via the port 473 again.

The interface that characterizes a crawler is craw = [in: info ;
result: Ch (info)]. All the crawlers in the toplevel have the name craw, of type
Id™in: info ; result: Ch (info)]. The other relevant interface in the example is
the one of the hosts: it is a higher-order type, since it contains the interface craw,
i.e. it specifies the protocol of the agents it is willing to accept. This interface

7 repeat is syntactic sugar for ! and if_then_else can be easily encoded. We use italics for
types, roman font for channels, small capitals for metavariables, and boldface font for seal
names.
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has the following form: [437 : craw ; < OTHERPORTS >|. Since hosts are immo-
bile, they are denoted by names whose type is hostName = Id*[437 : craw ; <
OTHERPORTS >|.

7 Practical Applications

In order to show the potential of our type system we hint at how it can be used to
provide the JavaSeal Agent Kernel [2[I8] with a minimal type system. JavaSeal
is an experimental platform that provides several abstractions for constructing
mobile agent systems in Java. JavaSeal uses relatively coarse grained types; in
particular, objects exchanged during interaction are encapsulated in Capsules.
Capsules are the only entities liable to be sent over channels. The contents of
a capsule are widening to the generic type Object thus loosing all static in-
formation. Furthermore, the system does not distinguish between channel and
seal identifiers as both are denoted by objects of the class Name. In other words,
JavaSeal does little type checking and what it does is mostly performed at run
time through dynamic type casts. This means that JavaSeal agents are prone to
errors.

In particular, each object exchanged during interaction is encapsulated with
type Object into a Capsule, being capsules the only entities liable to be sent
over channels. Also there is not a clear distinction between channels and seal
identifiers since they are generically classified by the class Name. In other words
JavaSeal type checking is rather weak since it heavily relies on the use of dynamic
type casts, and as such it is quite prone to errors.

JavaSeal is based on the primitives of the original Seal calculus. Therefore
it does not provide shared channels: channels are localized and access to them
is granted via portals opening operations. More precisely this signifies that for
example a downward output operation on channel x¥ synchronizes only with
local input operation on x in the seal y, and that the interaction needs presence
in y of an explicit permission open,z that authorizes the parent to use the local
channel z. That is the (write in) becomes the following three parties reduction
rule:

7V(v). P | y[z*(u).Q | openyz | R] = P | y[Q{"u} | R] (write in)
It is quite straightforward to adapt our interfaces types to located channels and
portals: recall that interfaces trace all the channels on which there is an infor-
mation flow from the parent to the child. Therefore the interface of a (Java)Seal
agent must contain all channels the agent may perform input on and that (a)
either are located in the parent (b) or are local and have a matching upward
portal open operations.

Our proposal is then to endow the actual JavaSeal syntax with some type
informations that will be processed by a preprocess to type-check the source, and
then will be erased yielding a standard JavaSeal program. In order to enhance
readability we write the information that are to be erased by the preprocessor
in boldface. More particularly we propose to add the following (preprocessor)
types:
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NameCh [T] it is used to classify channel names (it corresponds to Ch T'). The
type part [T'] is optional (its absence means that the content of the channel
does not need to be checked)

NameSeal~[A] it is used to classify seal names (it corresponds to Id*A). Both
the immobility attribute ~ and the interface part [A] are optional (the ab-
sence of ~ corresponding to 7, and the one of the interface meaning that
outputs towards the seal do not need to be checked).

In order to have backward compatibility and let the programmer decide how

fine-grained the preprocessor analysis should be, we order the newly introduced

types according to the subtyping relation described by the diagram below.
Thus the Name type that in

the current JavaSeal implementation Name

identifies all names, will be refined by

separating channel names from agent / \
names. Agent names will allow a sec- NameCh NameSeal

ond refinement by specifying their in-
terfaces or its mobility attribute. A

similar specialization is possible by NameCh[T] NameSeal~  NameSeal[A]

specifying or not the content of the
channel.

The idea is that the programmer NameSeal“[A]

is free to decide whether the prepro-
cessor has just to check that, say, the name used to denote a channel is indeed a

channel name, or also match the type of its content. Similarly the programmer
may force the check of downward write operations, or just require that they are
directed to some named seal. The more the leaves of the hierarchy are used the
more the check will be complete.

Thus the Name type that in the current JavaSeal implementation identifies
all names, will be refined by separating channel names from agent names. Agent
names will allow a second refinement by specifying their interfaces or its mobility
attribute. A similar specialization is possible by specifying or not the content of
the channel.

The idea is that the programmer is free to decide whether the preprocessor
has just to check that, say, the name used to denote a channel is indeed a channel
name, or also match the type of its content. Similarly the programmer may force
the check of downward write operations, or just require that they are directed
to some named seal. The more the leaves of the hierarchy are used the more the
check will be complete.

This system is particularly interesting when it is used in conjunction with
parametric classes such as they are defined for example in Pizza [13]. So the
Capsule and Channel classes of JavaSeal could be rewritten as follows

final class Capsule<X> implements Serializable {
Capsule(X obj);
final X open();

}
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final class Channel<X> {
static void send(NameCh [X] chan, NameSeal seal, Capsule<X> caps);
static Capsule<X> receive(NameCh[X] chan, NameSeal seal);

}

It is interesting to notice that after preprocessing, by applying the Pizza homo-
geneous translation of [13] to all non-erased occurrences of the type variable, one
recovers the original interface of JavaSeal:

final class Capsule implements Serializable {
Capsule(Object obj);
final Object open();

}

final class Channel {
static void send(Name chan, Name seal, Capsule caps);
static Capsule receive(Name chan, Name seal);

}

8 Conclusion

In this work we presented a new definition of the Seal Calculus that gets rid of
existing inessential aspects while preserving the distinctive features of the Seal
model. We used it to tackle the problem of typing not only mobile agents but also
their movement, so that the latter can be controlled and regulated. The solution
we used, typed channels, is an old one —it is standard in mw-calculus— but its
use for typing mobility is new, and results into a higher order type systems for
agents (as [20] is a higher order type system for processes). At the same time,
we designed our type system so that it induces an interpretation of interfaces as
effects that differs from the customary interpretation as services and we discussed
its distinctive features.

This work is just a starting point and for some aspects it is still unsatisfactory.
For example more work is needed to define a type system that captures one of
the peculiar security characteristics of the Seal Calculus, that is the name-spaces
separation: in the actual version if two agents residing in different locations have
the same name, then the type system forces them to have the same type too.

At the same time this work already constitutes an exciting platform whence
further investigation can be started. In particular we are planning to use some
form of grouping similar to those in [5[3] for a different solution to the problem
of type dependencies, as well as to investigate a distributed version of the type
system, on the lines of [3]. It would also be interesting to verify what the single
threaded types, introduced in [9] for the Ambient Calculus with co-actions, would
bring forth in the Seal Calculus, where co-actions are inherently present.

Acknowledgments. The authors want to thank Mariangiola Dezani, Jan
Vitek, and the anonymous referees for useful comments on this paper. This work
was partially supported by CNRS Program Telecommunications: “Collaborative,
distributed, and secure programming for Internet”.
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Abstract. The paper gives an assessment of security for Mobile Am-
bients, with specific focus on mandatory access control (MAC) policies
in multilevel security systems. The first part of the paper reports on
different formalization attempts for MAC policies in the Ambient Cal-
culus, and provides an in-depth analysis of the problems one encounters.
As it turns out, MAC security does not appear to have fully convincing
interpretations in the calculus. The second part proposes a solution to
this émpasse, based on a variant of Mobile Ambients. A type system for
resource access control is defined, and the new calculus is discussed and
illustrated with several examples of resource management policies.

1 Introduction

Distributed computation based on mobile code is already ubiquitous and rep-
resents an essential aspect of our computing environments. Mobile computing
relies on sharing of data and software resources among computing sites dis-
tributed across wide-area open networks. This sharing is successful inasmuch as
it satisfies several criteria, including safety, e.g. execution of mobile code with-
out failure, and security, e.g. protection of sites against malicious intruders and
misuse of their computing resources.

A substantial body of the research on programming languages has recently
been directed towards the study of formal calculi providing high-level support
for mobile agents. A non exhaustive list of examples includes the Ambient Cal-
culus [CGY8], the Seal Calculus [VCI99JCGZOT], the Dr-calculus [HR0OOD], and
the Join Calculus [FGL196].

The initial motivation for this paper was an assessment of security in calculi
for mobility. As a preliminary step, we thought it instructive to study what
(if any) new insight and challenges mobile code languages provide for well-
established security models. For some of the calculi we just mentioned, notably
for the Dm-calculus, an in-depth study of these aspects has already been con-
ducted in [HROOD]. Here we present a corresponding analysis for Mobile Ambi-
ents, for which, to our knowledge, no previous attempt in this direction has been
made.
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The focus of our analysis is on mandatory access control policies (MAC) in
multilevel security systems. In particular, the emphasis is on the specific aspects
of MAC policies related to confidentiality and integrity, and their different im-
plementations as military security (no read-up, no write-down) and commercial
security (no read-up, no write-up).

The first part of the paper (§B) is a survey of our formalization attempts. As
it turns out, the main problem comes far ahead the point where one starts the
formalization, because the security concepts assumed as references do not appear
to have any fully convincing interpretation in the calculus. In fact, the very
meaning of basis notions such as “read access” and “write access” by subjects
on objects, or even “ownership”, is somehow difficult to grasp and characterize
when looked at from within the Ambient Calculus. As a consequence of these
difficulties, one is led to the conclusion that Ambients lack adequate primitives
to capture and characterize those security concepts. While our arguments are
only informal, the analysis we detail in the first part of the paper does provide
convincing evidence in favor our conclusion.

The second part of the paper proposes a solution to this impasse, based on
a variant of Mobile Ambients we dub Boxed Ambients. The calculus of Boxed
Ambients is introduced, formally defined and studied in a companion paper
[BCCUI]. Here, instead, we keep the presentation largely informal, and put the
emphasis on the role of the new calculus for describing and expressing resource
access control policies. After a brief description of the calculus, we introduce
a type system for resource access control (§ B). Then (§ H)) we propose several
examples that illustrate what we believe to be the merits and strengths of the
calculus. A final section (§ [l is dedicated to related work and conclusions.

While the second part of the paper represents the main contribution of the
paper, the preliminary analysis was extremely useful to us to understand the
problems, and we hope will be equally valuable to the reader.

2 DMobile Ambients and Multilevel Security

Standard models of security for resource access control are built around subjects
performing access requests on objects by write (in some models, also append,
execute, and others) and read operations.

Multilevel security presupposes a lattice of security levels, and every subject
and object is assigned a level in this lattice. Based on these levels, access to
objects by subjects are classified as read-up (resp. read-down) when a subject
access by a read an object of higher (resp. lower) level, and similarly for write
accesses. Relying on this classification, one may distinguish two security policies:
military security, which forbids (both direct and indirect) read-up’s and write-
down’s, and commercial security that forbids read-up’s and write-up’s. These
notions cover also indirect accesses resulting from the composition of atomic
operations: thus also the fact of writing into an object of any level a piece of
information read (or just coming) from another object whose level is higher than
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the level of the first object is considered as a write-down (classic security handles
these cases by the so-called *-property [BP76/GoI99[Y).

2.1 Mobile Ambients

Ambients are processes of the form a[ P] where @ is a name and P a process.
Processes can be composed in parallel, as in P | @, exercise a capability, as in
M. P, declare local names as in (vz) P, they can be replicated, as in | P, or simply
do nothing as in O.

Mobility. Ambients may be nested to form a tree structure that can be dynam-
ically reconfigured as a result of mobility and ambient dissolution determined
by the capabilities in, out and open. To exemplify, consider the ambients a and b
in the configuration a[open b.in ¢] | b[in a.in d]. The ambient b may enter a,
by exercising the capability in a, and reduce to a[open b.in ¢ | b[in d] ]. Then
a may dissolve b by exercising open b, and reduce to a[in ¢ | in d].

Security. The ability or inability to cross boundaries, which is conferred by
the capabilities in and out, is also at the core of the security model underlying
Mobile Ambients. Permission to cross ambient boundaries is given by making
the name available to the clients willing to enter or exit. Names are thus viewed
as passwords, or alternatively as cryptokeys: when embedded in a capability, an
ambient name provides the pass that enables access to, or else the cryptokey
that discloses the contents of that ambient.

While this model of security is suggestive, and powerful for its simplicity,
it appears to not be fully adequate for modeling realistic policies for resource
access control. The problem is that it entirely depends on the ability by the
authorization mechanism to filter out undesired clients: an authorization breach
could grant malicious agents full access to all the resources located inside the
ambient boundary. Clearly, one first has to identify what “resource access” is in
the Ambient Calculus. Entering an ambient, or opening it are all good notions
of access: in addition, there is of course communication.

Communication. In the Ambient Calculus, communication is anonymous, and
happens inside ambients. The configuration ()P | (M) represents the paral-
lel composition of two processes, the output process (M) “dropping” the mes-
sage M, and the input process (z)P reading the message M and continuing as
P{xz := M}. The open capability has a fundamental interplay with this form of
communication: opening an ambient enables synchronization between the pro-
cesses located in the opening and the opened ambients. To exemplify, synchro-
nization between the input process (z)P and the output (M) in the system
()P | open b | b[(M) | Q] is enabled by exercising the capability open b to
unleash the message (M).

It is the interplay between communication and the primitives for ambient mobil-

ity which makes it difficult to reason about resource access in terms of classical
security models. To make our point, we use a simple concrete example.

1 As a matter of fact, these references do not define precisely what a write-down access is;
instead, they give a definition of no-write down policy.
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2.2 A Simple Resource Access Problem

Suppose we have a system consisting of a set of resources {rq,...,r,} and an
agent named a that runs program P and is willing to access any of the r;’s. To
control the access requests by the agent, one would typically refer to [DoD85]
and set up a resource manager. In the Ambient Calculus the system under con-
sideration can be represented as follows:

a[P] [ mlrs[---1 |- rl---1|R]
Here, m is the resource manager running process R. To access, say r;, the agent
needs to know the name m, to be able to move inside the resource manager.
Assuming the agent knows that name, the result of the move is the new system:

mla[P] [ re[---1 [+ [ral---] [ R]
Looking at this configuration, it is clear that the process R does not have an
active role in the system: given the primitive constructs of the Ambient Cal-
culus, there is indeed nothing R can do to enable or control the access, as the
interaction between a[ P] and each of the r;’s may only result from autonomous
actions by either the agent or the resourcdd. The role of the ambient m is there-
fore reduced to the role of its name: it is simply the first password required for
the access. Rather, it is each of the r;’s that needs to include its own manager.

We can thus formulate the problem in simpler terms, and look directly at

the case of the agent a and the resource r shown below:

Initial configuration: o[ P] | r[R | (M)]
R is the manager for r, and M is the contents: for the purpose of the example,
we assume that the content is a value the agent is willing to read.

2.3 Overview of Possible Solutions

Having defined the problem, we now look at different ways to attack it in the
Ambient Calculus, and discuss their implications for MAC security.

2.8.1. Agent Dissolution. A first solution is based on the following protocol
proposed by [CG98]. In order for a to access r, a first enters 7:
Enter: r[R| (M) | a[P]]

Now, the idea of the protocol is that the manager R should be the process
lopen p, which unleashes authorized clients that entered the resource within a
transport ambient named p. In other words, the protocol requires the client to
know the name of the resource, as well the name of the “port” p used for access.
The agent would first rename itself to p to comply with the rules of the protocol,
and then enter: if the access to r is in read mode, the agent will contain a reading
process. After renaming, the new configuration would then be:

Renaming: r['open p | (M) | p[(z)P] ]
Finally, the resource manager enables the read access, by opening p:
Read Access: r[lopenp | (M) | p[(x)P]] = r['openp | (M) | (z)P]

2 Safe Ambients [LS00] would not help here, as R would still be unable to mediate the access
to 7.
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The protocol is elegant and robust, as the agent needs to know two passwords
(r and p). There are, however, a number of unsatisfactory aspects to it.

A first reason for being unsatisfied with the protocol is that it is hardly
realistic to assume that agents willing to read a value should be prepared to
be dissolved. A second problem is that opening p[ P] may be upsetting to the
resource manager, or else to the resource itself, because there is no telling what
P might do once unleashed. For what we know, the contents of p could very
well be the process N.P, with N a path of in or out capabilities. Unleashing
this process inside r could result into r being carried away to possibly hostile
locations, or otherwise being made unavailable to other clients requesting access
to it.

Further problems arise when we try to classify the protocol according to
the principles of MAC security. As we noted, the action in the protocol that
eventually enables the access to the resource is taken by the resource manager,
which opens the incoming agent. In other words, it is the last step of the protocol
that effectively determines the access, and since the process enclosed in p is an
input process, it is classified as a read access (had p contained an output, it
would have been a write access). In multilevel security, it would then be possible
to further classify the access according to the security levels associated with r
and p, and use that definition to enforce either the military or the commercial
security policies.

However, while this form of classification is sensible for the protocol, it be-
comes rather artificial when applied to the primitives of the calculus. Indeed,
saying that open p | p[ P] is a read (or write) access from P is rather counter-
intuitive, as p[ P] undergoes the action rather than actively participating into
it. The problem is that the protocol is tightly dependent on the effects of open,
but when exercised to enable a read/write request, open exchanges the roles of
the two participants in the request, as it is the subject, rather than the object,
that is accessed, in fact, opened.

2.8.2. Resource Dissolution. The problem could be circumvented by a change
of perspective. One could devise a different protocol where the active role of
the subject is rendered by a combination of open and input/output. Thus, for
instance, the process open 7.(z) P could be interpreted, in the protocol, as a read
request on r. This might work reasonably for read requests, even though the
interpretation is not too convincing given that the access has also the side-effect
of dissolving the resource. Even less convincing would be the interpretation of
open 7.(M) as a write access: after dissolving r the output (M) really has nothing
to do with a write on r.

2.8.8. Agents and Messengers. To avoid indiscriminate dissolution upon access,
[CGI8| suggests a different approach, based on a protocol similar to the first one
we discussed, but in which agents rely on “special” ambients acting as messen-
gers. The idea is to envisage two classes of messengers:

output messenger: o[ M.{(N)]. M is a path to the location where deliver mes-
sage INV;
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input messengers: i[ M.(z)o[ M—1.(z)] ]. M is the path to the location where a
value can be read. Once read, the messenger goes back to its original location
where it delivers the value.

Thus, a read access would be encoded by a protocol based on the following initial
configuration:

a[open o.(x)P | i[out a.in r.(x)o[out r.in a.(x)]]] | r['openi | (N)]
The protocol still requires cooperation from the resource manager, which is ex-
pected to open the input messenger. Also, looking at the primitive reductions,
it would still be counter-intuitive to say that open ¢ | i[ P] is a read access.
However, if ¢ could be identified as an input-messenger within 7, then the access
classification would be more realistic.

The problem is that there is no way to syntactically tell messengers from
ambients playing the role of “pure” agents, nor is there any way to syntactically
detect “illegal” attempts to dissolve “pure” agents. Defining a notion of access,
and attempting a syntactic classification would therefore still be problematic, if
at all possible.

Types could be appealed to for more satisfactory solution. One could de-
vise a type system to complement the syntax by enforcing a typed partition
of ambients into agents (i.e. ambients that cannot be dissolved) and mes-
sengers (as above). Based on the typed ambient classification and on an as-
signment of security levels, it would then be possible to classify access re-
quests according to MAC policies. There would be only one remaining prob-
lem. Consider the protocol structure and evolution. From the initial configu-
ration: a[ P’ | i[ M.(x)o[M~1.(x)]]1] | r['open i | (N)] a sequence of reduc-
tions routes the input messenger to its, where it it is opened and consumes N. At
this stage, the structure of the system is: a[ P'] | r[!openi | o[ M~1.(N)]].
This is the encoding of a write access by r to a. In other words, a read access
by a includes a write access by r: if the former is, say, a read-up, then the latter
is a write-down. In other words, the protocol has somehow the effect of merging
read-up’s and write-down’s, and dually, write-up’s and read-down’s. Therefore,
military security could still be accounted for with this approach, while commer-
cial security could not.

2.4 Summary and Assessment

The survey of solutions we have given may still be incomplete, but we do not see
any significantly different approach to attack the problem. As to the approaches
we have presented, none of them is fully adequate to reason about security.
Some of them appear artificial, since essential intuition is lost in the encoding
of the protocol (§ 2.3.1,§ 2.3.2), while in others, intuition is partially recovered
but only at the expenses of failing to provide full account for both military and
commercial security (§ 2.3.3).

Consequently, while possibly incomplete, the analysis does provide a basis for
drawing a conclusion. Certainly, the Ambient Calculus enables resource access
control, in that it provides constructs for encoding access protocols. On the other
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hand, the calculus does not, by itself, support these mechanisms and policies,
as it does not provide built-in facilities to make it convenient or natural to
reason about them. As we showed, the reasoning is possible at the level of access
protocols, while when we look at the access primitives, there appears to be no
general principle to which one can steadily appeal.

The conclusion we may draw, then, is that support for resource access control
with Mobile Ambients requires different, finer-grained, constructs for ambient in-
teraction and communication. The new constructs should be designed carefully,
so as to complement the existing restrictions on ambient mobility based on au-
thorization, without breaking them. In other words, access to remote resources
should still require mobility, hence authorization: local access, instead, could be
made primitive.

To see how that can be accomplished, consider once more the protocol of
§ 2.3.3, based on messengers. We can re-state it equivalently as follows:

a[in r.open o.(x)out 7.P | i[out a.(z)o[in a.{x)] ]] | r['open i | (M)]

In other words, it is now the agent that is responsible for the moves needed to
reach the resource, while the messenger just makes the in and out moves needed
for the, now local, access. After the move of a into r, and of 7 out of a, the struc-
ture of the system (disregarding a) is the following: r[open i | (M) | i[ (z)P]].
This is where the read access takes place. Now, instead of coding it, via open, we
can make it primitive and do without open. If we denote with ()" input from
the enclosing ambient, the read access is simply: r[ (M) | i[ (x)TP] ]. But then,
the whole protocol can be simplified: a[in r.(z)".P] | r[ (M)].

A choice of communication primitives based on this observation led us to the
design of Bozed Ambients, a calculus we formally define in [BCCOT] and outline
in the next section. The new primitives provide the calculus with what we believe
to be more effective constructs for resource protection and access control, while
at the same time retaining the expressive power and most of the computational
flavor of Mobile Ambients, as well as the elegance of their formal presentation.

3 Boxed Ambients

Boxed Ambients are a variant of Cardelli and Gordon’s Mobile Ambients. From
the latter, they inherit the primitives in and out for mobility, with the exact
same semantics. Instead, Boxed Ambients rely on a completely different model
of communication, which results from dropping the open capability.

As in the Ambient Calculus, processes in the new calculus communicate via
anonymous channels, inside ambients. In addition, to compensate for the absence
of open, Boxed Ambients are equipped with primitives for communication across
ambient boundaries, between parent and children. Syntactically, this is obtained
by means of tags specifying the location where the communication has to take
place. So for example, in (z)™P the input prefix (z)" is an input from child
ambient n, while (M)7 is an output to the parent ambient.

The choice of these primitives is inspired to Castagna and Vitek’s Seal Cal-
culus [VC99), from which Boxed Ambients also inherit the two principles of
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mediation and locality. Mediation implies that remote communication, e.g. be-
tween sibling ambients, is not directly possible: it either requires mobility, or
intervention by the ambients’ parent. Locality means that communication re-
sources are local to ambients, and message exchanges result from explicit read
and write requests on those resources.

As it turns out, the resulting communication model has rather interesting
payoffs when it comes to resource protection policies and security. Before entering
further details, we briefly review the syntax and the semantics of the calculus.

Syntazx and Semantics. The untyped syntax of the polyadic synchronous calculus
is as follows.

Ezpressions M == a,b,... | z,y,... |in M |out M | M.M | (M,...,My)
Patterns T = x| @y, T

Locations n = M| 1T |x

Processes P :=0|MP|(vz)P| P|P | M[P] |!P| (z)"P | (M)"P

We use a number of notation conventions. We reserve a — ¢ for ambient names,
and x,y, z for variables. As usual we omit trailing dead processes, writing M for
M.0. The superscript * denoting local communication, is also omitted.

The operational semantics is defined by reduction, with the help of an auxiliary
relation of structural congruence. All these are very standard (in fact, exactly as
in Ambient Calculus). We only give the top-level reduction rules, and refer the
reader to [BCCO1] for details.

Mobility. Reduction for the in and out capabilities is exactly as for Mobile Am-
bients:

(enter) a[inb.P| Q] | b[R] = b[a[P | Q] | R]

(exit) a[b[out a.P | Q] | R] = 0[P | Q] | ¢[R]
Communication. The primitives for local and parent-child communication are

governed by the following rules. Note that in all cases input-output is syn-

chronous (see §M for a brief digression on asynchronous communication).
(local) ()P | (M)Q—= P{z:=M}|Q
(input n) @)"P | n[(M)Q | R] = P{z =M} | n[Q | R]
(input 1) (M)P | n[(2)'Q | R] = P | n[Q{z = M} | R]
(output n) (MY"P | n[()Q | R] = P | n[Q{x:= M} | R]
(output 1) (@)P | n[(M)'Q | R] = P{x:= M} [ n[Q | R]

3.1 Resources and Access Control

Four different reductions for non-local exchange may be thought of as redun-
dant, especially because there are only two reducts. Instead, different directions
for input/output is a key design choice that has a number of interesting conse-
quences.

— First, the primitives for communication have immediate and very natural
interpretations as access requests. To exemplify, the input prefix (z)™ can
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be seen as a request to read from the channel located into child ambient n.
In fact, given the anonymous nature of channels, ()™ can equivalently be
seen as an access to the ambient n. Dually, (M)T can be interpreted as write
request to the parent ambient (equivalently, its local channel)ﬁ.

— Secondly, full and flexible support is now available for resource protection.
An agent entering a resource needs not be opened there to enable the access:
the resource manager can mediate and keep full control over the read and
write requests made by the agent. If we take the resource access problem
of § 221 we now have a fairly natural and elegant solution, and we also find
back a role for the resource manager m. Consider again the configuration
m[a[P] | rs[---]1 | --- | rul---] | R] where now all ambients are boxed,
and a has entered the resource manager. We need not to include a manager in
each resource, as R may act as a mediator. For instance, R could be defined
as the parallel composition Ry | --- | R, where each R; is the process
I(z){x)" waiting for upward output from a and forwarding it to the ith
resource. Some of the R;’s could be less generous with the agent, and ignore
upward input from a to request read access on a instead: ! (x)*(z)"*. Should
any of the r;’s be made non-accessible, one would simply define R; = 0.

— The communication model fits nicely the security model of Mobile Ambients
which is based on authorization and predicates in/out access to ambients on
possession of appropriate passwords or cryptokeys.

— Finally, multilevel security for boxed ambients may be modeled by embed-
ding security levels in types, and using typing rules to enforce and verify
Mandatory (system-wide) Access Control (MAC) policies. We give a detailed
account of how this can be done in § [3.2] below.

The calculus has other interesting aspects to it. For a thorough discussion on
these aspects, and a detailed comparison between the communication primitives
of Boxed and Mobile Ambients the reader is referred to [BCCO1]. Here, instead,
we focus our attention to security issues, and move on to multilevel security.

MAC Security. In MAC security, the behavior of system is described by a two-
dimensional Access Control Matriz M indexed over a set S of subjects and a set
O of objects, and whose values are access modes A, B € {w,r, rw,shh}. M[s,o]=w
(respectively r,rw,shh) indicates that subject s has write (respectively, read,
read&write, no) access to object o.

For multilevel security, one presupposes a lattice (X, <) of security levels
(ranged over by p,o,7), and a function level: SUO — X. A security policy is a
ternary boolean predicate P on subject levels, object levels, and access modes.
An access control matrix M satisfies a security policy P if for every s€S, o€0,
P(level(s),level(o),M[s,0]) holds true. Military (no read-up, no write-down) and
commercial (no read-up, no write-up) security can then be formally defined as

3 The possibility to associate owners to channels is the reason why we do not consider shared
channels in the style of [CGZ0I], that is, we do not have reductions such as, say,
(@)"P [ n[(M)TQ | R] = P{x:= M} | n[Q | R].
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follows:
Pualp.o.r) S0 =p Poomlp.0ur) S0 =p
Pulp,o,w) Sp=o Poom(p.ow) S0 =p
PMll(p, o, rw) - p Pc()m(p,a rw) 25 <p
Paril(p, o, shh) 2 true Pcom(p, o,shh) 2 true

EXCURSUS. In process algebras, it is interesting to take a powerset of secu-
rity labels (21, C) as lattice of security levels. Based on that, it is possible
to use standard w-calculus restrictions to dynamically define security levels:
(wl: L)(wz: {{})P. New formalizations of Discretionary Access Control poli-
cies (DAC) are then possible if, in addition, one also allows security labels to be
communicated over channels. We discuss this possibility with a brief apercu in

Section

3.2 A Type System for MAC Multilevel Security

The type system results from a rather simple refinement of the type system
for Boxed Ambients defined in [BCCOI]. As in that case, ambient and process
types are defined as two-place constructors describing the types of exchanges
that may occur locally and with the enclosing context. Interestingly, this simple
type structure is all that is needed to give a full account of ambient interaction.
This is a consequence of (i) there being no way for ambients to communicate
directly across more than one boundary, and (i¢) communication being the only
means for ambient to interact.

Multilevel security is accounted for in the type system by instrumenting the
structure of types to include additional information about the security level
associated with each ambient (viewed as subject or object) and the access mode
of the ambient’s exchange types. The resulting syntax of types, as well as its
intended meaning, are defined as follows, where the metavariable 4 ranges over
access modes:

Ezpression Types W = oAmb[E,FA] | oCap[EA] | Wi x - x W,
Ezxchange Types E,F == shh | W
Process Types T := oProlE, F4]

Ambient types cAmb[E, FA]: the type of ambients with clearance o, enclosing
processes whose local and upward exchanges are of type E and F'; the upward
exchanges have mode A.

Capability types ocCap[F“]: the type of capabilities exercised within an am-
bient of clearance o, whose upward exchanges have type F' and mode A.
Process types oPro[E, F]: the type of processes running at clearance o,
whose local and upward exchanges are, respectively, of type E and F. The
tag A defines the mode in which the process accesses the channel located in

its parent ambient.

In all cases, the type shh indicates no exchange, that is, absence of input and
output. The syntax allows the formation of the types Amb|[E, shhA], Cap[shh““]7
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and Pro[E,shhA]. These types are convenient in stating definitions and typing
rules: to make sense of them, we stipulate that shh”™* = shh for any access A.

To enhance the flexibility of the type system, we introduce the following
subtype relation over exchange types.

Definition 1 (FEzchange Subtyping). Let < be the smallest reflexive and tran-
sitive relation over exchange types satisfying the following axioms for every ex-
change type E and access mode A:

shh < E, shh< EA, E"<E™, EY<EW ]

Exchange subtyping is not used in conjunction with subsumption. Subtyping
may be lifted to capability and process types to allow sound uses of subsump-
tion. This enhanced form of subtyping is studied in [BCCOI], but is essentially
orthogonal to the subject of our present discussion. We therefore disregard it,
and move on to illustrate the typing rules.

The typing rules are presented in Figure [ and discussed next. The rules (IN)
and (OUT) define the constraints for ambient mobility. They explain why ca-
pability types are built around a single component, and motivate the subtyping
relation over exchange types. The intuition of the (IN) is as follows: if Cap[F] is
the type of the capability, say in n, then in n is exercised within an ambient, say
m, with upward exchanges F'. Now, for the move of m into n to be safe, one must
ensure that the local exchanges of n also have type F'. In fact, one may be more
liberal, and only require type compatibility between the upward exchanges of m
and the local exchanges of n: this explains the premise E < G. The predicate P
provides a guarantee that after moving, the ambient will still satisfy the secu-
rity policy. Dual reasoning applies to the (OUT) rule: upward exchanges by the
exiting ambient must have the same (in fact, <-compatible) type as the upward
exchanges of the ambient being exited. The security policy is enforced, in this
case, directly by the subtyping relation over exchange types. It is worth noting
that upward silent ambients (that is, ambients whose upward exchanges have
type shh) can freely move across ambient boundaries. This is a consequence of
our interpretation of capabilities, and of how < is defined: capabilities exercised
within upward silent ambients have type ocCap[shh] and shh < E for every E.

The rule (AMB), for typing ambients, defines the constraints that must be
satisfied by P to legally be enclosed in a: specifically, the type of the upward
exchanges performed by P, must comply with the security policy defined by
the predicate P and must be a subtype of the local exchanges of the current
ambient (that is either shh or G). As an example, if P tries to read from the
channel located in the ambient that encloses a, then, to avoid a read up operation,
the clearance of P (i.e. that of the ambient a) must be higher than that of the
accessed channel (i.e. that of the ambient enclosing a).

The other interesting rules are those for communication. Local communica-
tion, i.e. local access within an ambient, needs no security constraint. The rules
(INpuT M) and (OuTPUT M) govern input/output to subambients. Besides
connecting the types of the input-output processes and their continuations, the
rules also enforce the constraints that processes at clearance o read only from
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Typing of Expressions

(ProsecT) (TUPLE) (PaTH)
I'n)=w I'EM;:W; Viel.k Fl—MitJCap[EA] i=1,2

I'tn:W I'kE(My,...,Mg): Wi x--- X Wy FI—Ml.MQ:UCap[EA]

(In) (Our)
'+ M : pAmb[G, H®] P(o,p,A) E<G Tk M :pAmb[G, H?] E* < H®

I'kin M : oCap[E™] I'Fout M : oCap[E*]

Typing of Processes

(PREFIX) (PARALLEL)
I' M :0Cap[F*] Tk P:oPro[E, F4 't P :oProlE, F4] i=1,2
't M.P: oProlE, F4] ' Py | Py: oProlE, F*]
(AMB)

I'ta:ocAmb[E,F*] T'F P:oProlE,F*] P(o,p,A) F<G
't a[P] : pPro|G, H]

(INPUT ) (OuTPUT *)

Ia: Wk P:oPro[W, F4 I'tM:W T+ P:oPro[W,F4
't (z: W)P: oPro[W, F4] '+ (M)P : oPro[W, F4
(InpuT 1) A€ {r,rw} (Outputr 1) A€ {w,rw}

Ia: Wk P:oPro[E,W"] I'tM:W Tk P:oPro[E, W4
I't(z:W)"P: oProlE, W4 I't (M)"P: oProlE,W*]
(INpUT M)

Ix: Wk P:oProlE,FA] I't M : pAmb[W,U®] P(a,p,r)

't (z: W)MP:oProlE, F*]
(OurpuTr M)

I'bN:W TI'kP:oProlE,F*] I't M :pAmb[W,U®] P(o,p,w)
I't (NYMP: oPro[E, F4]

(DEAD) (REPLICATION) (NEW)

I'P:oProlE,F*] TIz: Wk P:oProlE, F*]

I'+0:0Pro[E, F*] T'H1P:oPro[E,F*| T't (va:W)P :oPro[E, F*]

Fig. 1. Typing Rules
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(resp. write only to) ambients of clearance p compatible with ¢ according to the
given security policy.

We conclude with the (INPUT 1) and (OUTPUT 1) for upward input/output
which, perhaps surprisingly, do not impose any security constraint: that is be-
cause security on upward communication is already regulated by the ambient
rule, and by the rules governing mobility.

The type system satisfies standard properties, notably, Subject Reduction:
Theorem 1. If ' P : oPro[E, FA] and P=Q, then I' - Q : oPro[E, F4].

However, the main purpose of types is to statically detect access violations. It
is a simple technical matter to show the soundness of our type system. Let level
be the function that associates the types cAmb[E, F4] and oCap[E*] to 0. We
decorate reduction with a function ¢ that associate names to security levels. The
definition is straightforward in all cases, except for the case of restrictions:
P _'5,(1: level(W)) Q
(ve:W)P =, (vz:W)Q
Also, we instrument this form of labeled reduction with error rules.

(e-input n) m[(z:W)"P | n[{(M)Q | R] | S] —*¢ err if —P((m),€(n),r)
(e-input 1) m[(M)P | n[()TQ | R] | S] = err if —P(n),£(m),r)
(e-output n)  m[(M)"P | n[(x)Q | R] | S] —=¢ err if =Pl(m),L(n),w)
(e-output 1) m[(x)P | n[(M)TQ | R] | S] =pexrr  if —P(l(n),l(m), w)

In addition, we have structural rules that propagate errors from a process to
its enclosing terms. Finally, given a type environment I, we say that ¢ is I'-
compatible if for all € dom(I"), one has ¢(z) = level(I'(x)). If we assume
that err is a distinguished process, with no type, it is very easy to verify that
no system containing an occurrence of err can be typed in our type system.
Absence of run time errors may now be stated as follows:

Theorem 2 (Soundness). For every I', P and I'-compatible ¢, if '+ P : T,
then P =, err.

4 Examples

In this section we consider several examples from the literature on security and
related issues, and show how to handle them with Boxed Ambients.

Wrappers. As a solution for resource protection and access control in wide-area
networks, Sewell and Vitek [SV00] propose to use wrappers to isolate potentially
malicious programs. Their framework is based on an extension of the m-calculus,
known as the boxed w-calculus: wrappers enable a programming style in which
incoming code can be secured into a boz, and its interactions with the enclos-
ing environment filtered by the wrapper that only forwards legitimate messages
between the boxed program and its enclosing environment via secured channels.
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The paradigmatic example of that work can be rephrased in our syntax as
follows:

(va,b) (alP] | 1(2)*(2)" | b[Q])

P and @ are arbitrary processes encapsulated in ambients (“named boxes”
in [SVO0] terminology) with private names a and b, placed in parallel with a
forwarder process from ambient a to ambient b. The configuration above is in-
teresting when P and @) are distrusted processes since ambient boundaries forbid
them to interact directly, while the restrictions ensure that the only possible in-
teraction with the environment is with the forwarder process !(z)?(z)?. This is
the way for Boxed- to enforce a security policy that prevents (i) @ from leaking
secrets to P and (#) P and @ from corrupting the environment. This holds true
also in Boxed Ambients. Besides that, in Boxed Ambients we have the choice of
other alternatives. For example, to enforce (i) we can use military security and
ensure a more general property: if we assign to a a security level strictly greater
than the level of b, then our type system statically ensures that there cannot be
any unwanted access from @ to P. To enforce also (or only) the property (1)
we can once more rely on military (but also commercial) security, and assign to
the environment a security level incomparable with the levels of a and b. Then
the two processes cannot access and corrupt the resources of the environment.

Asynchronous Communication. In wide-area networks it is hardly reason-
able to rely only on synchronous communication (see [Car((] for discussion, and
[BV02] for experience with implementations). In [BCCO1], we show how to ac-
count for asynchronous output in Boxed Ambients and discuss the consequences
of this choice. Besides other changes, asynchronous communication results from
introducing the following new reduction rules

(asynch output m)  (M)"P | n[Q] = P | n[(M) | Q]
(asynch output 1) n[(M)'P | Q] = (M) | n[P | Q]

to direct an output in the appropriate ambient. The enhanced flexibility ob-
tained using asynchronous communications is paid by lesser security since now
we loose the total mediation principle. Consider the following two examples:

a[(@: W)*P [ b[c[(M)T | Q] 1] bla[(z: W)'P] | c[(M)'Q] ]
they both implement a covert channel between ambients a and ¢, since with
asynchronous reductions, they evolve into a[ (z:W)"P | o[ (M) | ¢[Q]]] and
bla[ (z:W)TP] | (M) | ¢[Q] ] respectively. In both cases by a further reduc-
tion step the ambient a gets hold of the message (M) without any mediation of b.

These kind of covert channels are two examples of security breaches that
cannot be prevented by the primitives of the calculus and it is where the use
of security policies comes to rescue. In both cases it just suffices to assign to
ambient a a clearance strictly lower than that of b to make the read operation
performed by a illegal in both commercial and military security (since it would
be a read-up) and, as such, statically detected.

Firewalls. We now look at the protocol for firewall crossing defined in [CG99)
and refined in [LS00], and show how it can be defined with Boxed Ambients.
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The idea of the protocol is to let an Agent cross a Firewall by means of a shared
key k.

Firewall= (wf)f[ k[out f.(in /*]1 | ...] Agent= a[in k.(z)out k.z.Q]

(vk)(Firewall | Agent) —=* (vk, /)f[...]1 | k[{in f)* | o[ (z)out k.z.Q] ]
=* Wk, Hf[---1 | k[a[out k.in £.Q]]
= WHI--- Tal@]]

The Firewall, with secret name f, sends out a pilot ambient &k to guide the agent
inside. The name k is a password that the agent a must know in order to enter
(to acquire the path to) the firewall.

Besides authenticating entering agents, the firewall must in general provide
other security guarantees. For example, the firewall administrator may want to
ensure that processes inside the firewall can access the resources of an entered
agent, but not the converse. This can be enforced with commercial security,
by the following type assignments: f : JAmb[E, FA] and k : xAmb[shh, shh],
where E and F4 are appropriate types, and ¢ and x are security levels such
that k < ¢. To illustrate the effects of this type assignments, consider a generic
agent a (whose definition may differ from that of Agent) that wants to enter the
firewall, and assume that a : «Amb[G, HB]. To cross the firewall, @ must comply
with the protocol and therefore accept write requests from k. With commercial
security, this is possible only if a < k and this, by transitivity, implies that a < ¢.
Moreover, commercial security forbids low-level ambients (such as a) contained
in high-level ambients (such as f) to perform upward communications. But then,
a < ¢ implies B = shh. In summary, the type assignment enforces for a a security
level strictly smaller than the level of f, and the policy we choose ensures that
the agents that enter the firewall f cannot directly access to local resources of
f, as expected.

The protocol we just discussed depends on the assumption that the firewall
knows the name of the entering agents. This is clearly unrealistic but, fortunately,
easily remedied, as we show next. In order to provide guarantees of commercial
security, the new protocol assumes that the agent know two passwords, k; and
ks, to cross the firewall.

Firewally = (vf)f [k [out f.(y:A)*in fAN)¥(y)] | (y:A4)" P{y}]
Agents = a[in k. (ke[out a.(a)] | (z)out k1.Q)]

(Vk, k') (Firewally | Agents)
o (hy, ko DI T] | ks LAY i FANYG) | kol ()] | a (2)out k1]
= (wHflal@] | Pla}]

Again, the protocol starts with the agent a entering the pilot ambient k;. The
ambient k1, in turn, reads from k5 the name of the agent, carries the agent inside
the firewall, and communicate the name a in order to let the firewall interact
with the incoming agent. The message (N)? is just used for synchronization,
to ensure that the agent a exits the pilot ambient ko only after ko is back into
the firewall. Note that the firewall may interact only with agents whose type
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is the one used for the variable y. It would be nice to add to subtyping (and
tuple?) polymorphism other forms of polymorphism (for example on the lines
of the excellent [AKPGOI]) so that to extend the possible interactions with the
incoming agents.

Trojan Horses. In [BCO1] a type system that can statically de-
tect Trojan horses is defined. The motivating example is the system
a[in c.P] | b[in a.out a.in d.Q] | ¢[R | d[ S]], where the ambient d contains
confidential data that should be made available to ambients running within ¢ but
not to ambients that will enter c. The question is whether ¢ should let a enter
or not. Apparently a does not attempt to access d; nevertheless the move must
be forbidden since b can use it as a Trojan Horse to enter ¢ ad then access d.

a[in c.P] | b[in a.out a.in d.Q] | ¢[R| d[S]] =" c[R|a[P] |d[S]|b[Q]]]

The attack is detected in [BCOI] by means of a type system that traces the
behavior of a, revealing the move of b into a and hence a chance for the attack.
In [BCO1] it is also shown how to perform this verification even when ¢ runs in a
possibly untyped context. Here we can obtain the same effect by setting the clear-
ance of d to a level that is incomparable to any security level that is defined out-
side ¢. As we hinted in the excursus in Section Bl this can be obtained by using
security labels with limited scope: (v¢ : L)(vd : {¢}JAmb[E,shh])c[R | d[S]].
No matter how and where the name d is communicated and whether ¢ is in a
well typed-context or not, if we impose commercial security only the processes
that are already inside the ambient ¢ can access information contained in d.
Indeed to reproduce the initial configuration, ¢ must communicate to b the
name d. But, unlike what happens in Mobile Ambients, revealing the name of
an ambient does not imply granting access to its resources.

5 Related Work and Conclusions

We have studied the problem of MAC security for Mobile Ambients (MA), and
argued that the calculus is not fully adequate to express security concepts. As
a solution, we have presented Boxed Ambients (BA), whose primitives provide
elegant and natural mechanisms of resource access control. We conclude with
discussion on related work on security for calculi of mobility.

The D7 Calculus. In [HR00b] Hennessy and Riley discuss a type system for
resource protection in the Dm-calculus, a distributed variant of m-calculus where
processes are located, and may migrate across locations. In D7, communication
occurs via named channels that are associated with read/write capabilities: the
type system controls that processes accessing a resource possess the appropriate
capability.

In our approach, instead, in order to classify an access as legal or illegal,
the type system checks that the security levels of subject and object satisfy the
constraints imposed by the security policy for that access. A further difference
is that in D7 the topology of locations is completely flat, while in BA ambients
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may be nested at will: the interplay between the dynamic nesting structure
determined by moves, and the dynamic binding of the parent location 1 for
upward communication makes access control for BA more complex. In [HR99],
the type system for D7 is extended to cope with partially typed networks, in
which some of the agents (and/or locations) are untyped, hence untrusted: type
safety for such networks requires a form of dynamic type checking. Plans for
future work on BA include extensions along similar lines.

The Security Pi Calculus. In [HR00a], Hennessy and Riely discuss the secu-
rity w-calculus, a variant of the m-calculus in which processes are syntactically
defined as running at a given security level, and whose type system ensures that
low-level processes never gain access to high-level resources. In BA, instead, we
assume that clearances are specified by types, and the security level associated to
an ambient type represents the clearance of resources contained in that ambient,
as well as the clearance of the agent it implements. Besides resource protection,
in [HR0O4], the authors also investigate non-interference, trying to provide guar-
antees against implicit information flow from high levels to lower levels. To that
end, they check that the clearance of values are compatible with clearance of
channels along which they (the values) are exchanged. Furthermore, they show
that a notion of non-interference based on may testing equivalence is soundly
captured by the type system.

We did not study these issues in detail (but see §dfor examples of information
flow) in this paper. In fact, in its current version, the type system only checks the
clearance of subjects against the clearance of objects, disregarding the clearance
of the values. We believe that it is possible to study BA in a similar way taking
these issues into account. We leave this and the study of information flow and
non-interference as subject of future work.

Typing of Mobility and Security for Mobile Ambients. Our type sys-
tem is clearly related to other typing systems developed for Mobile Ambients.
In [CG99| types guarantees absence of type confusion for communications. The
type systems of [CGG99] and [Zim00] provide control over ambients moves and
opening. Furthermore, the introduction of group names [CGGO0] and the pos-
sibility of creating fresh group names, give flexible ways to statically prevent
unwanted propagation of names. The powerful type discipline for Safe Ambients,
presented in [LS00], adds finer control over ambient interactions and prevents
all grave interferences.

All these approaches are orthogonal to the resource access control mecha-
nisms we studied. We believe that similar typing disciplines as well as the use
of group names, can be adapted to Boxed Ambients to obtain similar strong
results. A paper more directly related to ours is [DCS00], where ambient types
are associated with security levels in ways similar to ours. The difference is that
in [DCS00], security checks are over opening and moves, while in our work we
focus on read and write operations.

A final mention goes to [BCO1], [NNHJ99] and [NNOO|, where control and
data flow analysis, rather than typing disciplines, are used to check security
properties of Ambients.
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Other Languages and Calculi. In the literature on language-based security,
several papers deal with access control techniques and information flow. Two
examples are [DNFP99| and [LR99|. In [DNFP99|, authors take a similar ap-
proach to that of Hennessy and Riley, based on a variant of Linda with multiple
“tuple spaces”. In [LR99], Leroy and Rouaix focus on integrity of typed applets
via access control.

Acknowledgments. Thanks to Luca Cardelli for insightful comments and dis-
cussion, and to the anonymous referees. The second author would like to thank
Ilaria Castagna for several corrections she made on an early draft of the paper.
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Abstract. The design of software systems that include mobility or dy-
namic reconfiguration of their components is becoming more frequent.
Consequently, it is necessary to have the right tools to handle their de-
scription specially in the design phase. With this in mind and under-
standing the relevance of visual languages at the design level, we present
in this paper a graphical model using Synchronized Hyperedge Replace-
ment Systems with the addition of name mobility. This method gives
a solid foundation for graphical mobile calculi which are well-suited for
high level description of distributed and concurrent systems.

1 Introduction

The design of software systems that include mobility or dynamic reconfiguration
of their components is becoming more frequent. Consequently, it is necessary to
have the right tools to handle their description. More specifically, it is funda-
mental to be able to cope with these type of requirements in the design phase
and specially for software architectures.

With this in mind and understanding the relevance of visual languages spe-
cially at the design level, we present in this paper a graphical model using Syn-
chronized Hyperedge Replacement Systems with the addition of name mobility. In
this way we obtain the good characteristics of a graphical calculus together with
the expressive power to describe complex mobile systems. The capability of cre-
ation and sharing of ports together with multiple simultaneous synchronizations
give us a very powerful tool to specify more complex evolutions, reconfiguring
multiples components by identifying specific ports. Apart from the graphical
side, we can relate our calculus with m-calculus [6]. The difference is that -
calculus is sequential (i.e. it allows only one synchronization at a time) while
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synchronized rewriting allows multiple and concurrent synchronizations all over
the graph.

In this setting, hypergraphs [8] represent systems and grammars represent
system families (software architecture styles) while their dynamic evolution is
model by synchronized rewriting. Following a self-organizing approach we use
context-free grammars together with synchronized rewriting to model dynamic
reconfiguration without the need of central coordination.

Synchronized replacement with name mobility was first introduced in [3] for
modelling software architecture reconfigurations. The presentation in [3] was
only for Hoare Synchronization and only with the possibility of sharing new
nodes (i.e. new names) as in the wl-calculus [9]. Now, we allow to pass both new
names and old names in a synchronization and give a revised definition of the
synchronization transition systems. The new contributions of this paper are the
introduction of the Milner Synchronization, the introduction of bounded nodes
for a compositional presentation and to allow the synchronization of old names
with new names. These three capabilities are necessary to model the w-calculus
in section .21 A more detailed presentation of the ideas in this paper and the
theorem proofs can be found in [4].

In the area of graph transformation and its application to system modelling
there are interesting work (for example, [8]2]) where, in general, system trans-
formations are represented with productions where their left hand sides are non
context-free graphs (with exception of [7]). This means that they imply a cen-
tralized control that needs to know the complete map of the system, which is
not well suited for distributed systems. Also none of these techniques includes
any synchronization mechanism with mobility. On the other side, our use of con-
text free productions with synchronization and mobility is a powerful tool for
describing self organising distributed systems.

The formalism presented in this paper gives a solid foundation for graphi-
cal mobile calculi which are well-suited for high level description of distributed
and concurrent systems, reflected by our main practical goal that is, once again,
formalizing the description of software architecture styles including their recon-
figurations.

2 Hypergraphs and Syntactic Judgements

In this section we introduce the notion of hypergraphs formalizing them as well
formed syntactic judgements. For an extensive presentation on the foundations
of Hyperedge Replacement Systems we refer to [I].

A hyperedge, or simply an edge, is an atomic item with a label (from a ranked
alphabet LE = {LE, },—0,1,...) and with as many (ordered) tentacles as the rank
of its label. A set of nodes together with a set of such edges forms a hypergraph
(or simply a graph) if each edge is connected, by its tentacles, to its attachment
nodes. A graph is equipped with a set of external nodes identified by distinct
names. In figure [{la you can see a graph with four edges of rank two and two
external nodes (z and y). External nodes can be seen as the connecting points
of a graph with its environment (i.e. the context).
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Now, we present a definition of graphs as syntactic judgements, where nodes
correspond to names, external nodes to free names and edges to basic terms of
the form L(x1,...,x,), where x; are arbitrary names and L € LE.

Definition 1 (Graphs as Syntactic Judgements). Let N be a fized infinite
set of names and LE a ranked alphabet of labels. A syntactic judgement (or
simply a judgement) is of the form I' = G where,

1. I' C N is a set of names (the external nodes of the graph).

2. G is a term generated by the grammar
G == L(z) | G|G | (vy)G | nil where @ is a vector of names, L is an
edge label with rank(L) = |x| and y is a name.

Let fn(G) denote the set of all free names of G, i.e. all names in G not bound
by a v operator. We demand that fn(G) C I.

We use the notation I',x to denote the set obtained by adding x to I', as-
suming = ¢ I'. Similarly, we will write I, I3 to state that the resulting set of
names is the disjoint union of I'; and I5.

Definition 2 (Structural Congruence and Well-Formed Judgements).

— Structural Congruence = on syntactic judgements obey axioms in Table [

— The well-formed judgements for constructing graphs over LE and N are
those generated by applying the rules in Table [ up to axioms of structural
congruence.

Table 1. Well-formed judgments

Structural Axioms

(AG1) (G1|G2)|Gs = G1|(G2|Gs) (AG2) G1|Ga = Ga|Ga

(AG3) Gnil =G (AG4) vzvy.G = vyve.G

o ve.G = vy.G{y/x}
(AG5) vz.G =G ifz ¢ fn(G) (AG6) ifyé fn(G)
(AGT)

AGT) vz.(G1|G2) = (v2.G1)|G2 if x ¢ fn(G2)

Syntactic Rules

(RC1) (RG2) L ELEn yi € {x;}

T1,...,Tn F nil Tiyeoe s Tn b L(y1, ... ,Ym)
F"Gl F}_GQ F,CC"G
FFGl‘GQ FFVCL‘G

(RG3) (RG4)

Axioms (AGI1), (AG2) and (AGS3) define the associativity, commutativity
and identity over nil for operation |, respectively. Axioms (AG4) and (AGS5)
state that the nodes of a graph can be hidden only once and in any order, and
axioms (AG6) and (AG7) define alpha conversion of a graph with respect to its
bounded names and the interplay between hiding and the operator for parallel
composition, respectively.
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Rule (RG1) creates a graph with no edges and n nodes and rule (RG2) creates
a graph with n nodes and one edge labelled by L and with m tentacles (note that
there can be repetitions among nodes in y, i.e. some tentacles can be attached
to the same node). Rule (RG3) allows to put together (using |) two graphs that
share the same set of external nodes. Finally, rule (RG/4) allows to hide a node
from the environment.

If necessary, thanks to axiom (AG/), we will write v X, with X = (Juz;,
to abbreviate vzi.vxs...vx,. Note that using the axioms, for any judgement
we can always have an equivalent normal form I' F v X.G, with G a subterm
containing only composition of edges. It is clear from the above definitions that I”
and X can be made disjoint sets of nodes using the axioms and that nodes(G) C
(I' U X). We can state the following correspondence theorem.

Theorem 1 (Correspondence of Graphs and Judgements). Well-formed
syntactic judgements up to structural axioms are isomorphic to graphs up to
isomorphism.

Ring Example. We use graphs to represent systems. In this context, edges
are components and nodes are ports of communication. External nodes are con-
necting ports to the environment. Edges sharing a node mean that there is a
communication link among them. So, let us take the graph in figure [Tl that rep-
resents a ring of four components with two connecting ports. Edges representing
components are drawn as boxes attached to their corresponding ports. The label
of an edge is the name of the component and the arrow indicates the order of the
attachment nodes. In this case we only have edges with two tentacles. Names
in filled nodes identify external nodes and empty circles are bound nodes. Fig-
ure [[ shows how the corresponding well-formed judgement is obtained. Note
that (RG3) needs the same set of names I" in both premises.

C

X,y,2 W |- C(x, w) RG2) X, ¥, 2, W |- C(w,y) (RG2) X, ¥, 2, W = C(y, ) RG2) X, ¥,z W - C(z, x) (RG2)
(RG3)
X,y,z w |- C(x, w) | C(w, y) X, ¥,z w |- C(y, z) | C(z, x)
(RG3)

X, Yy, 2, W |- C(x, w) | C(w, y) I C(y, 2) | C(z, x)
(RG4)

X, ¥,z Ow. C(x, w) | C(w, y) | C(y, z) | C(z, x)
(RG4)

X, ¥ [0z, w. C(x, w) | C(w, y) | C(y, 2) | C(z, x)
a) b)

Fig. 1. The graph and the corresponding judgement for the ring example

3 Synchronized Hyperedge Replacement with Name
Mobility

Synchronized edge replacement is obtained using graph rewriting combined with
constraint solving. More specifically, we use context-free productions with actions
that are used to coordinate the simultaneous rewriting of various productions.
The following definitions present an extension to synchronized replacement
systems where we allow the declaration and creation of names on nodes and use
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synchronized rewriting for name mobility. In this way it is possible to specify
reconfigurations over the graphs by changing the connections between edges.

3.1 Synchronized Replacement Systems as Syntactic Judgements

A context-free edge replacement production rewrites a single edge into an arbi-
trary graph. Productions will be written as L — R. A production p = (L — R)
can be applied to a graph G yielding H (G =, H) if there is an occurrence of
an edge labeled by L in G. A result of applying p to G is a graph H which is
obtained from G by removing an edge with label L, and embedding a fresh copy
of R in G by coalescing its external nodes with the corresponding attachment
nodes of the replaced hyperedge. This notion of edge replacement yields the basic
steps in the derivation process of an edge replacement grammar.

To model coordinated rewriting, it is necessary to add some labels to the
nodes in productions. Assuming to have an alphabet of actions Act, then we
associate actions to some of the nodes. In this way, each rewrite of an edge
must synchronize actions with (a number of) its adjacent edges and then all the
participants will have to move as well (how many depends on the synchroniza-
tion policy). It is clear that coordinated rewriting will allow the propagation of
synchronization all over the graph where productions are applied.

A synchronized edge replacement grammar, or simply a grammar, consists of
an initial graph and a set of productions. A derivation is obtained by starting
with the initial graph and applying a sequence of rewriting rules, each obtained
by synchronizing possibly several productions.

Now, for adding to productions the capability of sharing nodes we let a pro-
duction to declare new names for the nodes it creates and to share these names
and/or other existing names with the rest of the graph using the synchronization
process. This is done in a production by adding to the action in a node, a tu-
ple of names that it wants to communicate. Therefore, the synchronization of a
rewriting rule has to match not only actions, but also the tuples of names. After
the matching is obtained and the productions applied, the declared names that
were matched are used to obtain the final graph by merging the corresponding
nodes.

As is done in m-calculus, we allow to merge new nodes with other nodes
(new or old). Merging among already existing nodes is not allowed. Relaxing
this constraint, would permit fusions of nodes in the style of the fusion-calculus
[10]. Instead, if we consider a syntactic restriction in which we allow merging
new nodes only, we have the style of the wl-calculus [9]. These policies of which
nodes are shared are independent of the synchronization mechanisms applied.

To formalize synchronized rewriting we use, as in section P judgements and
define the notion of transitions.

Definition 3 (Transitions). Let N be a fized infinite set of names and Act
a ranked set of actions, where each action a € Act is associated with an arity
(indicating the number of nodes it can share). We define a transition as:

r-¢-5rara
with A: I'—es (Act x N*)  A={z|3x. Alz) = (a,y), 2 ¢ I, z € set(y)}
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A transition is represented as a logical sequent which says that G is rewritten
into G’ satistying a set of requirements A. The free nodes of graph G’ must include
the free nodes of G and those new nodes (A) that are used in synchronization.
Note that A is determined by the I" and A of the corresponding transition.

The set of requirements A C I' x Act x N'* is defined as a partial function in
its first argument, i.e. if (z,a,y) € A we write A(x) = (a, y) with arity(a) = |y|.
With A(z) 1 we mean that the function is not defined for z, i.e. that there is
no requirement in A with z as first argument. Function set(y) returns the set of
names in vector y. The definition of A as a function means that all edges in G,
attached to node x that are participating in a synchronization, must satisfy the
conditions of the corresponding synchronization algebra. The function is partial
since not all nodes need to be loci of synchronization.

Note that to share only new nodes, it is enough to impose on A the condition
that names of vectors y should not be in I' (set(y) N I" = @). Then, A does not
depend on I" and can be written as, A =1J,,, ¢ 1 5€t(y)-

Definition 4 (Productions). A synchronized production, or simply a produc-
tion, is a special transition of the form,

A
Z1y... @y b Lz, ... j2p) — x1,... , 20, AF G

The context-free character of productions is here made clear by the fact that
the graph to be rewritten consists of a single edge with distinct nodes. Produc-
tions are defined as general schemas that are applied over different graphs, so
they will be alpha convertible with respect to the names in A. In this way, the
new names can be arranged to avoid name clashing and a correct synchroniza-
tion.

Definition 5 (Grammars). Let N be a fized infinite set of names, LE a
ranked alphabet of labels and Act a ranked set of actions. A grammar consists
of an initial graph I'y F Gy and a set P of productions.

A derivation is a finite or infinite sequence of the form Iy F Gg ELN Iy F
Glg &Fnl—Gn...,whereFi,ll—Gi,li>Fi}—Gi,i:1...n
is a transition in the set T(P) of transitions generated by P. Transitions T(P)

are generated by P applying the transition rules of the chosen synchronization
mechanism, as defined in the next sections.

3.2 Hoare Synchronization

The first synchronization mechanism we present is Hoare Synchronization, where
each rewrite of an edge must share on each attachment node the same action
with all the edges connected to that node.

For example, consider n edges which share one node, such that no other
edge is attached to that node, and let us take one production for each of these
edges. Each of these productions has an action on that node (a; fori =1...n). If
a; # a; (for some i, j), then the n edges cannot be rewritten together (using these
productions). If all a; are the same, then they can move, via the context-sensitive
rewriting rule obtained by merging the n context-free productions. The use of
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synchronized graph productions in a rewriting system implies the application
of several productions where all edges to be rewritten and sharing a node must
apply productions that satisfy the same actions.

Given that Hoare synchronization requires that all edges sharing a node
must participate in the synchronization, but since not all nodes need to be loci
of synchronization, an identity action ¢ is defined which is required in a node
by all the productions which do not synchronize on that node. We impose the
condition that the identity action has arity zero, so if it is imposed on a node
then no name can be shared on that node. In particular, to model edges which
do not move in a transition we need productions with identity actions on their
external nodes, where an edge with label L is rewritten to itself. This is called
the id production id(L). Then, the set P of productions must include productions
id(L) for all symbols L in LE. The corresponding judgements are as follows,

{z16<>,... ;Tne<>}
X1y.ee @y B L(xy, ... 2p) _ X1y.ee @y B L(xy, ... 2p)

For any relation R C I' x Act x N** we define n(R) = L{ifv,my)GR set(y) and

will call a mapping p : A — n(R) the most general unifiel] (mgu) of R (with
A =n(R)NT') whenever p(R) is a function in its first argument and if, of all p’
with this property, p identifies the minimal number of names.

The mgu is necessary to resolve the identification of names (i.e. nodes) that
is consequence of a synchronization operation and to avoid name capture.

Definition 6 (Hoare Transition System). Let < Go, P > be a grammar. All
transitions T (P) using Hoare synchronization are obtained from the transition

rules in Table[d.
Rule (ren) is necessary to allow to apply a production to graphs with edges

that may have several tentacles attached to the same node (this is done by £ that
is a possibly non-injective substitution), and also to adequate the free names to
the names of the graph where the production is applied. Notice that p(£(4)) is
still a function and requirements on nodes identified by £ must coincide. Also,
isolated nodes are added (those in I") with no requirement on them. Remember
that for any transition, as presented in definition Bl A is uniquely identified by
the corresponding I" and A.

Rule (com) is the one that completes the synchronization process. Given that
all edges must participate, Hoare synchronization is modeled as the union of the
synchronization requirements (p(A; UAs)) where p assures that the rule can only
be applied when the requirements on all the nodes are satisfied and the shared
nodes are actually identified. Condition A; N As = ) avoids name capture.

Rule (open) allows to share with the environment a node that was originally
bounded. This rule may be used for sharing a port of communication that was

! The mapping p is exactly the most general unifier of the equations (a = b) A (y = 2)
(whenever (z,a,y), (z,b,z) € R) and is unique up to injective renaming. It does not
exist if there are tuples (z,a,y), (z,b,2) € R with a # b or if the equations y = z
imply an equation v = w with v, w different old names. Thus the external nodes
(i.e., z € I') that appear in n(R) are considered constants. In this way new names
are unified with either new or old names, but it is not possible to have a unification
among old names (two different constants cannot be unified).
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Table 2. Transition Rules for Hoare Synchronization

1,y Tn b L(z1, ..y xn) A Ty, Tn, A G EP

€1, oy n), T E(L(x1, ) "D €y, oy 20), T, A F p(E(Q))

where p = mgu(¢(4)) and ((z:) € N/(AUT)) A (£(y) =y for y € A)

(ren)

e 2 ARG, TG 2210 A -G
(com) p(A1UAR)
'+ G1‘G2 —_— F,A = p(GlﬂG/Q)

where A1 N Az =0 and p = mgu(Aq, Az)

narc 22 b A
) L E— L1 z € n(A)

IFve.G 5T A vZ.G

(open

L g Aeey
(hide) Lzb G ——— Lz, AP G g,y

I've.G -5 1A vz, 2.6
where Z = set(y)\(A" UT)

local among some components and that now they want to allow others to com-
municate with them by that port. Note as we are opening name x we still have
to keep bounded those names that are only shared by x (i.e. set Z). Notice that
{ztuA=A"UZ.

Also, rule (open) is used for what is called an extrusion allowing the creation
of privately shared ports. Extrusion allows to export and share bounded nodes.
But once synchronization is completed, it hides away those private names that
were synchronized meaning that the names are still bound, but their scope has
grown. Extrusion is usually (as in Milner synchronization and w-calculus) done
by using together rules (open) and (close). But in the case of Hoare synchro-
nization, where many edges have to synchronize in a shared node, a (close) rule
is not very useful because it cannot be sure when to hide the private names that
are extruded. It is more reasonable to use the (com) and at the end of the whole
operation use rule (hide) on the corresponding names.

Rule (hide) deals with hiding of names. It indicates that we do not only have
to hide the wanted name, but also all the names shared by synchronization only
on that name (i.e. set Z). Note that there is little difference with rule (open),
which is the fact that for rule (hide) the node to be hidden (x) must not be
shared by other nodes. In this case, A = A’ U Z.

Example. In this example an instance of the ring architecture style starts with
a ring configuration and at some point in its evolution is reconfigured to a star.

Figure Bla shows the grammar. The initial graph together with production
Brother construct rings. Production Star Reconfiguration is used to recon-
figure a ring into a star by creating a new node (w) and synchronizing using
action 7. The new node is distributed among components to identify it as the
center of the star. Requirements (z,r, < w >) and (y,r, < w >) are represented
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graphically imposing the pair (r, < w >) on nodes z and y on the right hand side,
meaning that the rewriting step is only possible if requirements are satisfied.

Initial Graph: Brother: Star Reconfiguration:
£ <> r<w:>
X CC y, Y ’ y’ y ,
C C
> C N S @ (W)
x@ z ? x@ . x<:/ _
¢ (RG2) ¢ {(x1,<w>), (y,r,<w>)}
%)
X C(x, X) xs.<> X,y = C(x.y) > X, ¥, W S(Wy)
X,y C(xy) (o), (y’£'<>)>) x, ¥,z C(x,2) | C(zy)
a)
X X X r<ti>
{ o (o (o x,
C C C S
X C Brother Brother Brother Star Rec. (t1)
[c]— ¢ ] e-—">é ®: > ve-'s @ s -@:
Y r<u> r<ti>
C C C N
-® -o -o ®
y
y y y r<ti>
@ @ 3) @) (©))

b)

Fig. 2. Ring grammar with star reconfiguration

{(x,r,<t1>), (w,r,<tl>)} {(y,r,<t2>), (w,r,<t2>)}
X,Y,Z,W - C(x,w) > X,y,Z,w,tl - S(tl,w) X,Y,Z,W - C(w,y) > X,Y,Z,W,t2 - S(t2,y) (Com)
p = {11/}
() )
{(xr,<t1>), (y,r,<tl>), (w,r,<t1>)}
Xy,z,W = C(x,w) | C(w,y) > x.y,zw,tl = S(tly) | S(tl,w)
{(y.r.<t3>), (zr,<t3>)} {(x,r,<t4>), (z,r,<t4>)}
X,y,Z,W  C(y,z) > X,y,Z,W,t3 - S(13,2) X,y,Z,W - C(z,x) > X,y,Z,W,t4 - S(t4,x) (Com)
p = {t3/t4}
®) ,
{(X,1,<13>), (y.r.<t3>), (z,r.<t3>)}
X,¥,2,W - C(y,2) | C(z,x) > X,y,Z,W,t3 - S(t3,x) | S(13,2)
A
®w (B) (Com)
{(x,r,<t]>), (v.r,<t1>), (w,r,<t1>), (z,r,<t1>)} p ={t1/13}
X,y,z,W - C(x,w) | C(w,y) | C(y,2) | C(z,x) > X, y,Zz,w,t] = S(t1,x) | S(tl,y) | S(tl,w) | S(tl,z)
@) ®)

Fig. 3. Proof of transition between graphs (4) and (5) in figure [2Ib

Figure @b shows a possible derivation where a ring of four components is re-
configured (thick arrow). Components with thick border indicate the component
where rule Brother is applied. Figure[3 shows part of the proof that corresponds
to the final step of the derivation in Figure Bb. Due to space limitations we omit
the id productions and the application of rule ren for the proof.

This simple example shows how the approach can be used to specify complex
reconfigurations including the combination of different styles. In [3] another ex-
ample of reconfiguration can be found based on a real case of a Remote Medical
Care System.

3.3 Milner Synchronization

In this section we define the Milner Synchronization. This synchronization mech-
anism only allows, in a node, to synchronize actions from two of all edges sharing
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that node, and only those two edges will be rewritten as a consequence of that
synchronization.

In this case, the set of actions Act is formed by two disjoint sets of actions
and coactions (Act™ and Act™), and a special silent action (7 with arity(r) = 0).
For each action a € Actt there is a coaction @ € Act™. A requirement of the
form (z,a,y) represents an output of names in y via port  with action a and
a requirement of the form (z,a,y) represents an input of names in y via port
x with action a. A synchronization will result of the matching of an action and
its corresponding coaction with the resulting unification of their shared names
as it was done for Hoare Synchronization. Given that after synchronizing two
requirements we are sure that the synchronization in that node is finished, the
corresponding tuples are replaced by a silent action and an empty list of names.

Note that what we are defining is a general Milner synchronization where
simultaneous synchronizations are allowed, so the mw-calculus synchronization
mechanism is a special case where only one synchronization at a time is allowed.
For Milner synchronization we do not need an idle action e.

Definition 7 (Milner Transition System). Let < Go, P > be a grammar. All
transitions T(P) using Milner synchronization are obtained from the transition
rules in Table[3 starting from the set of productions P over the initial graph G.

Table 3. Transition Rules for Milner Synchronization

NEFG 2 ARG Dok Go 22 Ask Gy

(par)
DD - GhlGe 257 Iy Do, Ay, Ag - GY1 |G
where (I't, A1) N (I, A2) =0
'G5 TrA-G
(merge)

o(I) F o(G) L (D), A F vZ.p(a(G')
where (o(z) € (N/A) forzeI') A (o(y) =y for y € A) and
[((oz =0y, A(z) |, A(y) |,z # y) implies
(Vv.ov=0z, v£z, v#y= AW) 1), Alz) = (a,v), A(y) = (a,w), a # 7)]
p=mgu, {ov =ocw| ox = oy, {(z,a,v),(y,b,w)} C A}

(p(a(A)) (2) otherwise
Z=plo(I'UA))/(e(INUA)

IatG-5 Mo ArG
IrveG 2 A F vz

(res)

0 if xen(A)

{z} otherwise

where (A(z) + V A(z) = (r,<>)) and A’ = A/{(x,7,<>)} and Z = {

Rule (par) juxtaposes two disjoint transitions without synchronization. Also,
to allow the application of a transition over a subgraph of a bigger one we
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need to include the identity transitions for any graph (i.e. transitions with no
requirements and that rewrite a graph in itself).

Rule (merge) is the responsible of identifying nodes. First, substitution o
identifies nodes (typically after the use of rule (par)) and then, by way of the mgu
p, the synchronizations of the matched names are resolved. The conditions on the
rule avoid name capture ((o(z) € (N/A) forz €T') A (o(y) =y for y € A))
and assure that only two edges synchronize (Yv.ov = oz, v £z, v #y = A(v) 1
). As result of the synchronization we have the set of requirements A’ where the
synchronizing tuples are replaced by silent actions. Set A’ includes only those
new names that are still being shared by other external nodes that have not
been synchronized yet.

Rule merge takes care of two types of communication. The first one is when
an existing node is shared and identified with some new nodes (an old node is
merged with new nodes). The result of the synchronization works as a usual
(com) rule (i.e synchronization occurs but no name is restricted, see for example
rule (Com’) in section ET)). The second type of communication is when only
new nodes are identified, which usually corresponds to what is called a (Close)
rule. In this case when the rule is used together with rule (res) they cause
an extrusion. These rules allow to export and share bounded nodes. But once
synchronization is completed, rule (merge) hides away those private names that
were synchronized (Z) meaning that the names are still bound, but their scope
has grown.

Rule (res) takes account of four cases. The first two (A(z) 1 or A(z) = (7, <>)
with 2 the name to extrude, i.e. € n(A)) correspond to what is usually called an
(Open) rule that works in a similar way as for Hoare synchronization. They are
used to export bounded nodes (in these cases Z = (). The other cases are for the
bounding operation that in Milner Synchronization is called restriction. In the
first case the rule restricts a node not participating in a synchronization (A(x) 1)
and in the second one the rule is applied over nodes where a synchronization
has taken place because we are sure that it is complete (A(z) = (7,<>)). A
node that can still participate in a synchronization (A(x) # (7, <>)) cannot be
bound.

4 A Translation for mw-Calculus
With the goal of studying the expressive power of the approach we are presenting

in this section a translation for w-calculus using Synchronized Replacement Sys-
tems with Milner Synchronization. We first introduce the ordinary definition of
m-calculus with its usual operational semantics and then present the translation.

4.1 The w-Calculus

The m-calculus [6] is a value passing process algebra. Many different versions of
the m-calculus have appeared in the literature. The w-calculus we present here
is synchronous, monadic and with guarded recursion.

Definition 8 (7m-Calculus Syntax). Let N be a countable set of names. The
syntax of m-calculus agents, ranged over by P,Q, ..., are defined by the syntax:
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P = nil ‘ w.P | P|P ‘ P+P ’ ve. P ’ [x=y]P | recx. P

In order we have, inaction, prefix, parallel composition, non-deterministic
choice, restriction, match and recursion. Prefixes, ranged over by 7, are defined
as W = Ty | x(y). They correspond to the output action and input action.
The occurrences of y in x(y).P and vy. P are bound; free names of agent P are
defined as usual and we denote them with fn(P). Also, we denote with n(P) and
n(w) the sets of (free and bound) names of agent P and prefix ™ respectively.

Also, we require that any free occurrence of x in rec x. P must be in the scope
of a prefiz (guarded recursion).

An agent P is sequential if its top operator is a prefix, the non-deterministic
choice or (guarded) recursion. If o is a name substitution, we denote with Po
the agent P whose free names have been replaced according to substitution o,
in a capture-free way.

Definition 9 (7-Calculus Structural Congruence). We define m-calculus
agents up to a structural congruence =; it is the smallest congruence that satis-
fies azioms in Table[F).

Table 4. m-Calculus Structural Axioms

(alpha) P = Q if P and Q are alpha equivalent with respect to bounded names
(sum) P+nil=P P+Q = Q+P P+(Q+R) = (P+Q)+R

(par) Plil=P  PIQ=QIP  PIQIR) = (PIQ)R

(res)  wvz.nil = nil vz.vy. P =vy.vx. P vz.(P|Q) = Plvz.Q if x & tn(P)
(match) [x=z]P = P [x=y]nil = nil

In what follows, we will silently identify the agents that are structurally
congruent. We remark that P = @ implies Po = Qo and fn(P) = fn(Q); so, it
is possible to define the effect of a substitution and to define the free names also
for agents up to structural equivalence.

At this point, it is necessary to comment on the differences between m-calculus
and synchronized rewriting that will affect the definition of the translation. For
m-calculus we have an interleaving operational semantics that allows only a
sequential evolution of agents. On the other side, we are using synchronized
graph rewriting which is a distributed concurrent model allowing for multiple
and simultaneous synchronizations and rewriting. In spite of the fact that the
translation function that we are defining in section does not allows multiple
synchronization on one edge, it is still possible to have concurrent independent
transition steps.

Therefore, as we want to obtain the mapping of w-calculus to the more ex-
pressive universe of graph rewriting we have to adequate the definition of the
m-calculus operational semantics to a distributed context. For this we need to
define a transition relation that gives some more information about 7 actions.
The standard operational semantics of the m-calculus is defined via labeled tran-
sitions P —— P’ with « an action, where P — P’ indicates that agent P goes



Synchronized Hyperedge Replacement with Name Mobility 133

to P’ by an internal action. This is done without the need of specifying on which
port the internal action takes place and is due to the fact that as being sequential
it is the only action occurring. In a distributed concurrent context we need to
know where the 7 action is taking place, as more than one action can happen at
the same time. Then, we define a new transition relation which differs from the
standard one only in the 7 action. Now, we can have P+~ P’ indicating the
node (z) where the synchronization occurs, and the usual P — P’ for the cases
where the 7 action is taking place under the scope of a restriction. We refer to
[6] for further explanations of the standard transition relation.

Definition 10 (w-Calculus Operational Semantics). The operational se-
mantics of the w-calculus is defined via labeled transitions P —— P', where P is
the starting agent, P’ is the target one and « is an action.

The actions an agent can perform are defined by the following syntax:

a =127 | 2(z) | 2y | Z(2)
and are called respectively synchronization (first two actions), bound input,
free output and bound output actions; x and y are free names of o (fn(a)),

whereas z is a bound name (bn(a)); moreover n(«) = fn(a) Ubn(«). The tran-
sitions for the operational semantics are defined by the rules of Table[d]

Table 5. m-Calculus Operational Semantics

(Out) zy.P =% P (Inp) m(y).Pfc(—y;P
P P PP
S — P —————if b N fi =
(5um) g sy P (Par) Bl = pig P (@ =0
Ty / z(y ’ z(y / z(y ’
(Com) P22 QN Q (Close?) L2 P QE2Q
PlQ — P'IQ PlQ— vy (P|Q)
P P Plrecx. P/a] —» P’
Open) —P— P R 1=
(Open) ,/y.pf(_y;p’lx#y (Rec) recx. P — P
(Res’) LP’/ if z ¢ n(a) __ PP

ve.P - vz, P ve. P+ vz, P’

P=P P5Q Q=Q

P P
(Match) ——— 4 (Cong) P

[x=x]P s P

The differences of the standard operational semantics with the rules of Table B]
are in rules (Com’), (Close’) and (Res’) for the 7 action. In rule (Res’) we add
a second case to the original one for restricting a node where a synchronization
takes place. The prefix z(z) for bound input means input some name along link
named z and call it y. A free output Ty means output the name y along the link
named z. A bound output Z(z) corresponds to the emission of a private name of
an agent to the environment: in this way, the channel becomes public and can
be used for further communications between the agent and the environment.
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Process [z=y] P behaves like P if z and y are the same name, it behaves like
the inactive process otherwise. As we already mentioned, rule (Open’) shares a
private name with the environment and together with rule (Close’) causes an
extrusion. Rule (Rec) describes the transition for a recursive process.

4.2 Translation

Now we present a translation function of m-calculus to synchronized replacement
Systems and state the correspondence theorems. Proofs of can be found in [4].

Definition 11 (Translation Function for m-Calculus). Let N be a fized in-
finite set of names. We define a translation function [—]r for w-calculus agents.
The translation is defined with respect to a set of names (I' C N') in Table

Table 6. Translation Function for m-calculus
1. [nil]r =TI+ nil 2. [7.Plr =Tt Ly p(ord(fu(x.P))) if tn(n.P) C I’

[P+Q]r = I'+ Lpyq(ord(fn(P+Q))) if (P+Q) C I' and P,Q # nil
3 [P+Qlr = [Q+P]r = [Plr if @(P) C I and Q = nil

_ [[z=y]Plr = [nillr if = #y
4. [recx.P]lr =I'tF Lyecs. p(ord(fn(recz. P))) 5. [z=2]P]r = [P]r

[Plr=T'+FGp [Qr=TFGq IPlre=T2z+FG

6. [PIOlr = T F Gr|Go " e Plr=TFvadC
Productions
P~% Q P sequential P+ Q P sequential

8. {(out,z,<y>)} 9. {(r,<>)}

[Pltncry ——  [Qlincr) [Pltn(ry —— [Qlm(p)

P+~ Q P sequential P M Q P sequential
10. 11.

[[P]] i} [[QII {(out,x,<y>)}
fn(P) fn(P) [Plwry ——  [Qlmpyvin

Pfc(—ng P sequential
{(tn,z,<y>)}
[Plnry —— [Qlmer)vw

12.

The edges that are created by the translation have labels that correspond to
the uppermost level of sequential subterms of the agent to be translated. More
specifically, each edge label represents a sequential subterm up to structural
axioms, so two labels corresponding to equivalent agents are considered the same
label. Function ord returns an ordered sequence of the agent free names that
represents the attachment nodes of the corresponding edge. A transition in the
m-calculus will be represented as a transition of the corresponding judgement
(up to alpha conversion of bounded names). Then, productions are generated
based on these sequential agents with the corresponding label as the left hand
side of the production and the target agent as the right hand side. Actions are
translated as requirements on the transitions. For m-calculus we have one action
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for inputs (in) and one coaction for outputs (out). Then, the evolution of the
agent is modeled using the Milner transition system introduced in table Bl Note
that for the cases with action 7, the translation produces a production with
7 and an empty list of names (9) or a production with no requirements (10).
Intuitively, this last case corresponds to a judgement proof where restriction
rule (res) was applied. This correspondence is formally proved in theorem [l An
example of a sequential agent that produces a 7 transition can be &|a + 3.

Theorem 2. For every m-calculus agent a finite set of productions is generated
by the translation function [—]p.

Theorem 3 (Correspondence of m-Calculus Agents and Judgements).
There is a bijective correspondence of mw-calculus agents (up to structural az-
ioms) and well-formed syntactic judgements (up to structural axioms and iso-
lated nodes) with respect to the translation function [—]r.

For the next theorem we define a basic judgement transition as a transition
over a graph using exactly one production or the synchronization of two pro-
ductions. These mean that either one agent only makes a transition (without
synchronization) or only two agents make a transition by synchronization.

As we already mentioned, we are mapping m-calculus that has a sequential
operational semantics (one transition at a time) to a distributed concurrent con-
text. So it is clear that there are transitions for judgements (the concurrent ones)
that cannot be obtained in m-calculus. Then, the following theorem states that
a transition step in 7-calculus is done, if and only if, there is a basic judgement
transition between the corresponding translations. Basic transitions correspond
to sequential steps of m-calculus. Note that the correspondence theorem is proved
for the standard operational semantics of m-calculus. Also, we have to say that
the theorem below is sufficient to prove the semantic correspondence given that
theorem [3] already proved the bijective correspondence of the translation from
agents to judgements (i.e. graphs). In this way, we are sure that any graph
resulting from a transition has a corresponding agent.

Definition 12 (Basic Transition). Transition I' -G iﬂ", AF G is basic if

— it is a production (A contains at most one requirement by definition) or

— set A contains one requirement and if the proof uses rule merge it must be a
synchronization or

— set A is empty, the proof is as before with a synchronization and there is an
application of rule (res) over the synchronizing name (it is the only rule that
can remove a T ).

Theorem 4 (Semantic Correspondence). For any w-calculus agents P and

Q, P % Q, if and only if, there is a basic transition [P]r {[@;} [Qlr, with
fn(P), m(Q), m(a) CI.
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5 Conclusions and Future Work

This paper presents a new graphical mobile calculus based on synchronized
hyperedge replacement with name mobility. We formalize the approach using
syntactic judgements and present the transition system for Hoare and Milner
synchronizations. It is worth notice that to “implement” other synchronization
algebras it is only needed to change the corresponding transition system. Also,
for studying the expressive power of the approach we present a translation for
m-calculus using synchronized replacement with Milner synchronization.

It is clear from the results that our calculus is more expressive (and general)
than m-calculus allowing us to have higher level primitives. Although, this im-
plies an increment of the complexity of the implementation which have to be
evaluated as a tradeoff of the practical problem of implementing the multiple
synchronization mechanisms and the specific applications of interest.

We can also mention that [3] presents a bisimilarity for synchronized graph
rewriting with name mobility (based on the work of [3]) proving it to be a
congruence. Also they introduce a so-called format which is a syntactic condition
on productions ensuring that bisimilarity is a congruence. This last result is
original not only for graph rewriting, but also for mobility in general.

It is our intention to continue the study of the expressive power of this model
and to generate a prototype implementing these ideas. Also we want to investi-
gate techniques to analyze system properties over the graph derivations such as,
invariant checking, reachability and static analysis, and modular reasoning.
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Abstract. We present a mathematical state-machine model, the Dy-
namic 1/0O Automaton (DIOA) model, for defining and analyzing dy-
namic systems of interacting components. The systems we consider are
dynamic in two senses: (1) components can be created and destroyed
as computation proceeds, and (2) the events in which the components
may participate may change. The new model admits a notion of ezternal
system behavior, based on sets of traces. It also features a parallel com-
position operator for dynamic systems, which respects external behavior,
and a notion of simulation from one dynamic system to another, which
can be used to prove that one system implements the other.

The DIOA model was defined to support the analysis of mobile agent
systems, in a joint project with researchers at Nippon Telephone and
Telegraph. It can also be used for other forms of dynamic systems, such
as systems described by means of object-oriented programs, and systems
containing services with changing access permissions.

1 Introduction

Many modern distributed systems are dynamic: they involve changing sets of
components, which get created and destroyed as computation proceeds, and
changing capabilities for existing components. For example, programs written in
object-oriented languages such as Java involve objects that create new objects
as needed, and create new references to existing objects. Mobile agent systems
involve agents that create and destroy other agents, travel to different network
locations, and transfer communication capabilities.

To describe and analyze such distributed systems rigorously, one needs an
appropriate mathematical foundation: a state-machine-based framework that al-
lows modeling of individual components and their interactions and changes. The
framework should admit standard modeling methods such as parallel composi-
tion and levels of abstraction, and standard proof methods such as invariants

K.G. Larsen and M. Nielsen (Eds.): CONCUR 2001, LNCS 2154, pp. 137151} 2001.
© Springer-Verlag Berlin Heidelberg 2001
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and simulation relations. At the same time, the framework should be simple
enough to use as a basis for distributed algorithm analysis.

Static mathematical models like I/O automata [7] could be used for this
purpose, with the addition of some extra structure (special Boolean flags) for
modeling dynamic aspects. For example, in [8], dynamically-created transactions
were modeled as if they existed all along, but were “awakened” upon execution of
special create actions. However, dynamic behavior has by now become so preva-
lent that it deserves to be modeled directly. The main challenge is to identify a
small, simple set of constructs that can be used as a basis for describing most
interesting dynamic systems.

In this paper, we present our proposal for such a model: the Dynamic I/0 Au-
tomaton (DIOA) model. Our basic idea is to extend the I/O automaton model
with special create actions, and combine such extended automata into global
configurations. The DIOA model admits a notion of external system behavior,
based on sets of traces. It also features a parallel composition operator for dy-
namic systems, which respects external behavior and satisfies standard execution
projection and pasting results, and a notion of simulation relation from one dy-
namic system X to another dynamic system Y, which can be used to prove that
X implements Y.

We defined the DIOA model initially to support the analysis of mobile agent
systems, in a joint project with researchers at Nippon Telephone and Telegraph.
Creation and destruction of agents are modeled directly within the DIOA model.
Other important agent concepts such as changing locations and capabilities are
described in terms of changing signatures, using additional structure. Our pre-
liminary work on modeling and analyzing agent systems appeared in last year’s
NASA workshop on formal methods for agent systems [I]. We are currently
considering the use of DIOA to model and analyze object-oriented programs;
here, creation of new objects is modeled directly, while addition of references is
modeled as a signature change.

Related work: Most approaches to the modeling of dynamic systems are
based on a process algebra, in particular, the m-calculus [9] or one of its variants.
Such approaches [4I5/10] model dynamic aspects by introducing channels and /or
locations as basic notions. Our model is more primitive than these approaches,
for example, it does not include channels and their transmission as basic no-
tions. Our approach is also different in that it is primarily a (set-theoretic)
mathematical model, rather than a formal language and calculus. We expect
that notions such as channel and location will be built upon the basic model
using additional layers (as we do for modeling agent mobility in terms of sig-
nature change). Also, we ignore issues (e.g., syntax) that are important when
designing a programming language (the “precondition-effect” notation in which
we present an example is informal, and is not part of our model). Another dif-
ference with process-algebraic approaches is that we use a simulation notion for
refinement, rather than bisimulation. This allows us more latitude in refinement,
as our example will demonstrate. Finally, our model has a well-defined notion
of projection onto a subsystem. This is a crucial pre-requisite for compositional
reasoning, and is usually missing from process-algebraic approaches.
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The paper is organized as follows. Section [2 presents the DIOA model. Sec-
tion [3] presents execution projection and pasting results, which provide the basis
for compositional reasoning in our model. Section [4 proposes an appropriate
notion of forward simulation for DIOA. Section 5 discusses how mobility and lo-
cations can be modeled in DIOA. Section [6] presents an example: an agent whose
purpose is to traverse a set of databases in search of a satisfactory airline flight,
and to purchase such a flight if it finds it. Section [f]discusses further research and
concludes. Proofs are provided in the full version [2], which is available on-line.

2 The Dynamic I/O Automaton Model

To express dynamic aspects, DIOA augments the I/O automaton model with:

1. Variable signatures: The signature of an automaton is a function of its state,
and so can change as the automaton makes state transitions. In particular,
an automaton “dies” by changing its signature to the empty set, after which
it is incapable of performing any action. We call this new class of automata
signature 1/0 automata, henceforth referred to simply as “automata,” or
abbreviated as SIOA.

2. Create actions: An automaton A can “create” a new automaton B by exe-
cuting a create action

3. Two-level semantics: Due to the introduction of create actions, the semantics
of an automaton is no longer accurately given by its transition relation. The
effect of create actions must also be considered. Thus, the semantics is given
by a second class of automata, called configuration automata. Each state of a
configuration automaton consists of the collection of signature I/O automata
that are currently “awake,” together with the current local state of each one.

2.1 Signature I/O Automata

We assume the existence of a set A of unique SIOA identifiers, an underlying
universal set Auts of SIOA, and a mapping aut : A — Auts. aut(A) is the SIOA
with identifier A. We use “the automaton A” to mean “the SIOA with identifier
A”. We use the letters A, B, possibly subscripted or primed, for SIOA identifiers.

In our model, each automaton A has a universal signature usig(A). The
actions that A may execute (in any of its states) are drawn from usig(4). In a
particular state s, the executable actions are drawn from a fixed (but varying
with s) sub-signature of usig(A), denoted by sig(A)(s), and called the state
signature. Thus, the “current” signature of A is a function of its current state
that is always constrained to be a sub-signature of A’s universal signature.

As in the I/O atomaton model, the actions of a signature (either universal or
state) are partitioned into (sets of) input, output, and internal actions: usig(A)
= (uin(A), vout(A), uint(A)). Additionally, the output actions are partitioned
into regular outputs and create outputs: uwout(A) = (uoutregular(A), ucreate(A)).
Likewise, sig(A)(s) = (in(A)(s), out(A)(s), nt(A)(s)), and out(A)(s) =
(outregular(A)(s), create(A)(s)).
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For any signature component, the " operator yields the union of sets of ac-
tions within the signature, e.g., out(A)(s) = outregular(A)(s) U create(A)(s),
and sig(A)(s) = in(A)(s) U outregular(A)(s) U create(A)(s) U int(A)(s).

A create action a has a single attribute: target(a), the identifier of the au-
tomaton that is to be created.

Definition 1 (Signature I/O Automaton). A signature I/O automaton
aut(A) consists of the following components and constraints on those compo-
nents:

A fized universal signature usig(A) as discussed above.

— A set states(A) of states.

A nonempty set start(A) C states(A) of start states.

A mglp)pmg SZg(A) . states(A) — 2uin(A) % {2uoutregular(A) % 2ucreate(A)} %
2uint A .

A transition relation steps(A) C states(A) x usig(A) x states(A).

— The following constraints:

1. Y(s,a,5") € steps(A) : a € sig(A)(s).

2. ¥s,Va € in(A)(s),3s" : (s,a,s") € steps(A)

3. sig(A)(s) # 0 for any start state s.

Constraint [T] requires that any executed action be in the signature of the start
state. Constraint 2] is the input enabling requirement of I/O automata. Con-
straint [3 requires that start states have a nonempty signature, since otherwise,
the newly created automaton will be unable to execute any action. Thus, this is
no restriction in practice, and its use simplifies our definitions.

If (s,a,s') € steps(A), we also write s — 4 s". For sake of brevity, we write
states(A) instead of states(aut(A)), i.e., the components of an automaton are
identified by applying the appropriate selector function to the automaton iden-
tifier, rather than the automaton itself. In the sequel, we shall sometimes write a
create action as create(A, B), where A is the identifier of the automaton execut-
ing create(A, B), and B is the target automaton identifier. This is a notational
convention only, and is not part of our model.

2.2 Configuration Automata

Suppose create(A, B) is an action of A. As with any action, execution of
create(A4, B) will, in general, cause a change in the state of A. However, we
also want the execution of create(4, B) to have the effect of creating the SIOA
B. To model this, we must keep track of the set of “alive” SIOA, i.e., those that
have been created but not destroyed (we consider the automata that are initially
present to be “created at time zero”). Thus, we require a transition relation over
sets of SIOA. We also need to keep track of the current global state, i.e., the
tuple of local states of every SIOA that is alive. Thus, we replace the notion
of global state with the notion of “configuration,” and use a transition relation
over configurations.
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Definition 2 (Simple configuration, Compatible simple configuration).
A simple configuration is a finite set {{A1,s1),...,{An, sn)} where A; is a sig-
nature I/0 automaton identifier, s; € states(A;), for 1 <i <n, and A; # A,
for1<i,j<n,i#j.
A simple configuration {(A1,$1),...,{An,Sn)} is compatible iff, for all 1 <

1, <n,i#j:

1. sig(Ay)(si) Nint(A;)(s5) = 0, out(A;)(s;) N out(A;)(s;) =0, and

2. create(A;)(si) N sig(A;j)(s;) = 0.

Thus, in addition to the usual I/O automaton compatibility conditions [7], we
require that a create action of one SIOA cannot be in the signature of another.
If n = 0, then the configuration is empty. Let C = {(A41,51),...,(An,Sn)}
be a compatible simple configuration. Then we define auts(C) = {41,...,A,},
outreqular(C) = |J; <;<,, outreqular(A;)(s;), create(C) = |J; <;<,, create(A;)(s;),
in(C) = Uyciep, in(Ai)(s:) — outregular(C), int(C) = U, <<, int(A;)(si).

Definition 3 (Transitions of a simple configuration). The transitions that
a compatible simple configuration {(A1,s1),...,{Apn,sn)} (n > 0) can execute
are as follows:

1. non-create action

{<A1781>7... ,<An78n>} i) .
(A1 1), (A s} — (A, 85) 1 <5 < nand sig(A;)(s;) = 0}

if A

a € sig(Ar)(s1) U...Usig(An)(sn),

a & create(Ar)(s1) U...U create(A,)(sn), and

for all 1 <i<mn:ifac sig(A;)(si) then s; — 4, s}, otherwise s, = s;.

Transitions not arising from a create action enforce synchronization by

matching action names, as in the basic I/O automaton model. Also, all

involved automata may change their current signature, and automata whose

new signature is empty are destroyed.

2. create actions

a) create action whose target does not exist a priori
{<A1,81>,... ,<Ai,8i>,... ,<An,8n>}i> R
{{(A1, 1), (Aiysi), oo (Anssn), (B 1)} = {(As, 57) < s19(Ai) (s7) = 0}
i
f
1<i<mn,ac create(A;)(s;), si —>a, 8,, target(a) = B,
B¢ {As,..., A}, and t € start(B).
Execution of a in a simple configuration where its target B is not present
results in the creation of B, which initially can be in any of its start
states t. (B,t) is added to the current configuration. The automaton
A; executing a changes state and signature according to its transition
relation and signature mapping, and all other automata remain in the
same state. If A;’s new signature is empty, then A; is destroyed.

b) create action whose target automaton already exists

{<A1,81>,... 7<Ai78i>a-~- ,<An,8n>}i) R
{{A1,81), -, {Ai,8)), oo (A, sn)} — {(Ay, 8h) « sig(A;)(sh) = 0}
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if

1<i<n,ac create(A;)(s;), 8i —>a, s,, target(a) € {Ay,... , An}.
Execution of a in a simple configuration where its target is already
present results only in a state and signature change to the automaton A;
executing a. All other automata remain in the same state. If A;’s new
signature is empty, then A; is destroyed.

If a simple configuration is empty, or is not compatible, then it cannot execute
any transitions.

If C and D are simple configurations and # = aq,...,a, is a finite se-
quence of n > 1 actions, then define C'— D iff there exist simple configurations
Co, .. ,Cy such that C = Co 25 ¢, 2% ... “F ¢, *C, =D.

In anticipation of composition, we define.

Definition 4 (Configuration).

1. A simple configuration is a configuration
2. If Cy,...,C, are configurations (n > 0), then so is (C1,...,Cy)
3. The only configurations are those generated by the above two rules

We extend auts to configurations by defining auts({Cy, ... ,Cy)) = auts(C1) U
... U auts(Cy,) for a configuration (C1,... ,Cy).

The entire behavior that a given configuration is capable of is captured by
the notion of configuration automaton.

Definition 5 (Configuration automaton). A configuration automaton X is
a state-machine with four components.

1. a nonempty set of start configurations, start(X)
2. a set of configurations, states(X) D start(X)
3. a signature mapping sig(X), where for each C € states(X),
a) sig(X)(C) = (in(X)(C), out(X)(C), int(X)(C))
b) out(X)(C) = (outregular(X)(C), outcreate(X)(C))
¢) int(X)(C) = (intregular(X)(C), intcreate(X)(C))
d) in(X)(C), outregular(X)(C), outcreate(X)(C), intregular(X)(C), and
intcreate(X)(C) are sets of actions.
4. a transition relation, steps(X) = {(C,a,D) | C,D € states(X) and a €

sig(X)(C)}

We usually use “configuration” rather than “state” when referring to states of
a configuration automaton. Definition [ allows an arbitrary transition relation
between the configurations of a configuration automaton. However, these con-
figurations are finite nested tuples, with the basic elements being SIOA. The
SIOA transitions totally determine the transitions that a given configuration
can execute. Hence, we introduce proper configuration automnata (rules CAl-
CA4 below), which respect the transition behavior of configurations.

——

Definition 6 (Mutually compatible configurations). Let X,Y be configu-
ration automata. Let C' € states(X), D € states(Y'). Then C and D are mutually
compatible iff
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1. auts(C) N auts(D) = 0, X
2. sig(X)(C) N mt( (D) = (Z) mt( WC)Nsig(Y)(D) =0,
out(X)(C) N out(Y )(D) =10, R
3. outcreate(X)(C) N sig(Y)(D ) = (Z) sig(X)(C) N outereate(Y)(D) = 0.

Definition 7 (Compatible configuration). Let C' be a configuration. If C
is simple, then C is compatible (or mot) according to Definition [A. If C =
(Ch,...,Cy), then C is compatible iff (1) each C; is compatible, and (2) each
pair in {C1,... ,Cp} are mutually compatible.

Definition 8 (Configuration transitions). The transitions that a compatible
configuration C' can execute are as follows:

1. If C is simple, then the transitions are those given by Definition[3
2. If C = (Cy,...,Cy), then (Cy,...,C) -2 (Dy,...,D,) iff

a) a € sig(Cr)U...Usig(Cy)

b) for1<i<n:ifac s%g(C’i) then C; — D;, otherwise C; = D;.

Definition 9 (Closure). Let C be a set of compatible configurations C. X =
closure(C) is the state-machine given by:

start(X) =C

states(X) ={D | 3C € C,3r : C == D}

steps(X) = {(C,a,D) | C % D and C, D € states(X)}
sig(X), where for each C € states(X), sig(X)(C) is given by:
a) outregular(X)(C) = outregular(C')

b) outcreate(X)(C) = create(C)

c) m(X)(C) =1in(C)

d) intregular(X)(C) = int(C)

e) intcreate(X)(C) =0

T Lo v~

Rule CA1: Let X be as in Definition[d If every configuration of X is compatible,
then X is a proper configuration automaton.

config(C) is the automaton induced by all the configurations reachable from
some configuration in C, and the transitions between them.

Definition 10 (Composition of proper configuration automata). Let
X1,...,Xn, be proper configuration automata. Then X = Xy || --- || Xy, is the
state-machine given by:

1. start(X) = start(Xy) x - -+ X start(X,,)

2. states(X) = states(X1) X -+ - X states(X,,)

3. steps(X) is the set of all ((C’l, cosCp)ya, (D1, ... ,Dy)) such that
a) a € sig(X,)(C)U...U szg(X )(Ch), and
b) ifa € s%g(Xi)(Ci), then C; _>Xi D;, otherwise C; = D;

4. si9(X), where for each C = (Ci,...,Cp) € states(X), sig(X)(C) is
given by:
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a) outregular(X)(C) = outregular(X1)(C1) U ... U outregular(X,,)(Cy,)
b) outcreate(X)(C) = outcreate(X1)(C1) U. U outcreate(X,,)(Cp)
¢) m(X)(C) = (in(X1)(Cr) U...Uin(Xy)(C 1)) — outregular(X)(C)
d) intregular(X)(C) = zntregular(Xl)( ) . U intregular(X,,)(Cy)
e) intcreate(X)(C) = intcreate(X1)(Ch) U U intcreate(X,,)(Chp)

Rule CA2: Let X be as in Definition [[0. If every configuration of X is compat-
ible, then X is a proper configuration automaton.

Definition 11 (Action hiding). Let X be a proper configuration automaton
and X a set of actions. Then X \ X is the state-machine given by:

start(X \ X)) = start(X)

states(X \ X) = states(X)

steps(X \ X) = steps(X)

sig(X \ X)), where for each C € states(X \ X)), sig(X \ X)(C) is given by:
a) outregular(X \ X)(C) = outregular(X)(C) — X

b) outcreate(X \ X)(C) = outcreate(X)(C) — X

¢) in(X\ X)(C) = in(X)(C)

d) intregular(X \ X)(X)C = intregular(X)(C) U (outregular(X)(C) N X)
e) intcreate(X \ X)(X)C = intcreate(X)(C) U (outcreate(X)(C) N X)

™ Lo o~

Rule CA3: If X is a proper configuration automaton, then so is X \ X.

The automata generated by rules CA1l, CA2 are called closure automata,
composed automata, respectively.
Rule CA4: The only configuration automata are those that are generated by
rules CA1-CA3.

Definition 12 (Execution, trace). An execution fragment o of a configura-
tion automaton X is a (finite or infinite) sequence Coa1Chas ... of alternating
configurations and actions such that (Ci—1,a;,C;) € steps(X) for each triple
(Ci—1,ai,C;) occurring in . Also, a ends in a configuration if it is finite. An
execution of X is an execution fragment of X whose first configuration is in
start(X). execs(X) denotes the set of executions of configuration automaton X .

Given an execution fragment « = Cpai1Chas. .., the trace of a (denoted
trace()) is the sequence that results from

1. replacing each C; by its external signature ext(X)(C;), and then

2. removing all a; such that a; & eAxt(X)(Ci,l), i.e., a; s an internal action of
C;_1, and then

3. replacing every finite, maximal sequence of identical external signatures by
a single instance.

traces(X), the set of traces of a configuration automaton X, is the set {8 | o €
execs(X) : B = trace(a)}.

We write C' %5y C” iff there exists an execution fragment a (with |a| > 1)
of X starting in C' and ending in C’. When « contains a single action a (and so
(C,a,C") € steps(X)) we write C —x C".
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2.3 Clone-Freedom

Our semantics allows the creation of several SIOA with the same identifier,
provided they are “contained” in different closure automata (which could then
be composed); we preclude this within the same closure automaton because
the SIOA would not be distinguishable from our point of view. We also find it
desirable that SIOA in different closure automata also have different identifiers,
i.e., that identifiers are really unique (which is why we introduced them in the
first place). Thus, we make the following assumption.

Definition 13 (Clone-freedom assumption). For any proper configuration
automaton X, and any reachable configuration C of X, there is no action
a € outcreate(X)(C) U intcreate(X)(C) such that target(a) € auts(C) and

3c . Cc L.

This assumption does not preclude reasoning about situations in which an
SIOA A; cannot be distinguished from another SIOA Ay by the other SIOA
in the system. This could occur, e.g., due to a malicious host which “replicates”
agents that visit it. We distinguish between such replicas at the level of reasoning
by assigning unique identifiers to each. These identifiers are not available to the
other SIOA in the system, which remain unable to tell A; and Ay apart (e.g.,
in the sense of the “knowledge” [6] about A;, Ay that they possess).

3 Compositional Reasoning

To confirm that our model provides a reasonable notion of concurrent composi-
tion, which has expected properties, and to enable compositional reasoning, we
establish execution “projection” and “pasting” results for compositions.

Definition 14 (Execution projection). Let X = X; || --- || X, be a proper
configuration automaton. Let a be a sequence Cpa1Ci1a2Cs...C5_1a;C;. ..
where Vj > 0,C; = (Cj1,...,Cjn) € states(X) and ¥j > 0,a; € sig(X)(Cj_1).
Then a[X; (1 <1i<n)is the sequence resulting from:

1. replacing each C; by its i'th component C;;, and then
2. removing all a;C;; such that aj & sig(X;)(Cj_1.).

Our execution projection results states that the projection of an execution
(of a composed configuration automaton X = X || --- || X,,) onto a component
X, is an execution of X;.

Theorem 1 (Execution projection). Let X = X; || --- || X,, be a proper
configuration automaton. If o € execs(X) then afX; € exvecs(X;).

Our execution pasting result requires that a candidate execution « of a com-
posed automaton X = X; || --- || X,, must project onto an actual execution of
every component X;, and also that every action of a not involving X; does not
change the configuration of X;. In this case, a will be an actual execution of X.
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Theorem 2 (Execution pasting). Let X = X; || --- || X,, be a proper con-
figuration automaton. Let a be a sequence Cpa1CraxCs...C5-1a;C; ... where
Vi > 0,C; = (Cj1,...,Cjn) € states(X) and ¥j > 0,a; € sig(X)(Cj_1).
Furthermore, suppose that

1. for all1 <i<n:alX;€ execs(X;),
2. forallj >0:if a; ¢ Sig(Xi)(Cj_Li) then Cj—l,i = Cjﬂ'

Then, o € execs(X).

4 Simulation

Since the semantics of a system is given by its configuration automaton, we de-
fine a notion of forward simulation from one configuration automaton to another.
Our notion requires the usual matching of every transition of the implementation
by an execution fragment of the specification. It also requires that correspond-
ing configurations have the same external signature. This gives us a reasonable
notion of refinement, in that an implementation presents to its environment only
those interfaces (i.e., external signatures) that are allowed by the specification.

Definition 15 (Forward simulation). Let X and Y be configuration au-
tomata. A forward simulation from X to Y is a relation f over states(X) x
states(Y') that satisfies:

1. if C € start(X), then f[C] N start(Y) # 0,

2. if C -25x C" and D € f[C), then there exists D' € f[C"] such that
CL) D ﬂ)y D1 L)y D2 ﬂ)y D/,
b) ext(Y)(Ds3) = ext(X)(C) for all D3 along oy (including D, D ),
¢) ext(Y)(Dy) = ext(X)(C") for all Dy along as (including Ds, D').

We say X <Y if a forward simulation from X to Y exists. Our notion of correct
implementation with respect to safety properties is given by trace inclusion, and
is implied by forward simulation.

Theorem 3. If X <Y then traces(X) C traces(Y).

5 Modeling Dynamic Connection and Locations

We stated in the introduction that we model both the dynamic creation/moving
of connections, and the mobility of agents, by using dynamically changing exter-
nal interfaces. The guiding principle here is the notion that an agent should only
interact directly with either (1) another co-located agent, or (2) a channel one of
whose ends is co-located with the agent. Thus, we restrict interaction according
to the current locations of the agents.

We adopt a logical notion of location: a location is simply a value drawn from
the domain of “all locations.” To codify our guiding principle, we partition the set
of STOA into two subsets, namely the set of agent SIOA, and the set of channel
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SIOA. Agent SIOA have a single location, and represent agents, and channel
SIOA have two locations, namely their current endpoints. We assume that all
configurations are compatible, and codify the guiding principle as follows: for
any configuration, the following conditions all hold, (1) two agent SIOA have a
common external action only if they have the same location, (2) an agent SIOA
and a channel SIOA have a common external action only if one of the channel
endpoints has the same location as the agent SIOA, and (3) two channel SIOA
have no common external actions.

6 Example: A Travel Agent System

Our example is a simple flight ticket purchase system. A client requests to buy
an airline ticket. The client gives some “flight information,” f, e.g., route and
acceptable times for departure, arrival etc., and specifies a maximum price f.mp
they can pay. f contains all the client information, including mp, as well as
an identifier that is unique across all client requests. The request goes to a
static (always existing) “client agent,” who then creates a special “request agent”
dedicated to the particular request. That request agent then visits a (fixed) set
of databases where the request might be satisfied. If the request agent finds a
satisfactory flight in one of the databases, i.e., a flight that conforms to f and has
price < mp, then it purchases some such flight, and returns a flight descriptor
fd giving the flight, and the price paid (fd.p) to the client agent, who returns it
to the client. The request agent then terminates.

The agents in the system are: (1) ClientAgt, who receives all requests from the
client, (2) ReqAgt(f), responsible for handling request f, and (3) DBAgt,,d € D,
the agent (i.e., front-end) for database d, where D is the set of all databases in
the system. In writing automata, we shall identify automata using a “type name”
followed by some parameters. This is only a notational convenience, and is not
part of our model.

We first present a specification automaton, and then the client agent
and request agents of an implementation (the database agents provide
a straightforward query/response functionality, and are omitted for lack
of space). When writing sets of actions, we make the convention that
all free variables are universally quantified over their domains, so, e.g.,
{informy(f, fits), confy(fd, ok?)} within action selecty(f) below really denotes
{informy(f, fits), confy(fd, ok?) | fd € F, fits C F, ok? € Bool}.

In the implementation, we enforce locality constraints by modifying the sig-
nature of ReqAgt(f) so that it can only query a database d if it is currently at
location d (we use the databse names for their locations). We allow RegAgt(f)
to communicate with ClientAgt regardless of its location. A further refinement
would insert a suitable channel between ReqAgt(f) and ClientAgt for this com-
munication (one end of which would move along with ReqAgt(f)), or would move
ReqAgt(f) back to the location of ClientAgt.

We use “state variables” in and outreg to denote the current sets of in,
outregular and int actions in the SIOA state signature (these are the only com-
ponents of the signature that vary). For brevity, the universal signature declara-
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tion groups actions into input, output and internal only. The actual action types
are declared in the “precondition-effect” action descriptions.

Specification: Spec

Universal Signature

Input:
request(f), where f € F

informg (f, fits), where d € D, f € F, and flts C F
confy(f, fd, ok?), where d € D, f, fd € F, and 0k? € Bool

selecty(f), where d € D and f € F
adjustsig(f), where f € F

initially: {request(f) : f € F} U {selectq(f) :d € D, f € F}

Output:
queryq(f), where d € D and f € F

buyq(f, flts), where d € D, f € F, and flits C F

response(f, fd, ok?), where f, fd € F and ok? € Bool
initially: {response(f, fd, ok?) : f, fd € F, ok? € Bool}

Internal:
initially: 0

State

status; € {notsubmitted, submitted, computed, replied}, status of request f, initially notsubmitted
transy 4 € Bool, true iff the system is currently interacting with database d on behalf of request

f, initially false

okfits; 4 C F, set of acceptable flights that has been found so far, initially empty
resps C F X F X Bool, responses that have been calculated but not yet sent to client, initially

empty

xzf.q € N, bound on the number of times database d is queried on behalf of request f before a
negative reply is returned to the client, initially any natural number greater than zero

Actions

Input request(f)
Eff: status; < submitted

Input selectq(f)
Eff: in «
(in U {informy(f, fits), confq(fd, ok?)}) —
{inform/ (f, fits), confy/ (fd, ok?) : d’ # d};
outreg <
(outreg U {querya(f), buya(f, fd)}) —
{aueryqs (), buyy (f, fd) : d’ # d}

Outregular query,(f)
Pre: statusy = submitted A xy 4 > 0
Eff: zp g+ xra—1;

transy q < true

Input informg(f, fits)
Eff: okfltsy 4 « okfits; 4 U
{fd : fd'€ fits A fd.p < f.mp}

Outregular buy,(f, flts)
Pre: statusy = submitted A
fits = okflts; 4 # O A transyq

Eff: skip

Input confy(f, fd, ok?)
Eff: transy q < false;
if 0k? then
resps < resps U {(f, fd, true) };
statusy <— computed
else
if Vd: xf q =0 then
resps «— resps U {(f, L, false)};
statusy < computed
else
skip

Outregular response(f, fd, ok?)
Pre: (f, fd, ok?) € resps A statusy = computed
Eff: statusy < replied

Input adjustsig(f)
Eff: in « in—
{informq (f, fits), confq(f, fd, ok?)};
outreg <— outreqg—

{queryq(f), buya(f, fd)}

We now give the client agent and request agents of the implementation. The
initial configuration consists solely of the client agent ClientAgt.
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Client Agent: ClientAgt

Universal Signature
Input:
request(f), where f € F
req-agent-response(f, fd, ok?), where f, fd € F, and ok? € Bool
Output:
response(f, fd, ok?), where f, fd € F and ok? € Bool
Internal:
create(ClientAgt, ReqAgt(f)), where f € F

State

reqs C F, outstanding requests, initially empty

created C F, outstanding requests for whom a request agent has been created, but the response
has not yet been returned to the client, initially empty

resps C F X F X Bool, responses not yet returned to client, initially empty

Actions
Input request(f) Input reqg-agent-response(f, fd, ok?)
Eff: regs < reqs U {(f)} Eff: resps < resps U {(f, fd, ok?)};

done < done U {f}

Create create(ClientAgt, ReqAgt(f))
Pre: f € reqs A\ f & created Outregular response(f, fd, ok?)
Eff: created + created U {f} Pre: (f, fd, ok?) € resps

Eff: resps < resps — {(f, fd, ok?)}

ClientAgt receives requests from a client (not portrayed), via the request
input action. ClientAgt accumulates these requests in regs, and creates a request
agent ReqAgt(f) for each one. Upon receiving a response from the request agent,
via input action req-agent-response, the client agent adds the response to the set
resps, and subsequently communicates the response to the client via the response
output action. It also removes all record of the request at this point.

Request Agent: ReqAgt(f) where f € F

Universal Signature
Input:
informg (f, flits), where d € D and flts C F
confq(f, fd, ok?), where d € D, fd € F, and ok? € Bool
movey (¢, d), where d € D
moves(d, d’), where d,d’ € D and d # d’
terminate( ReqAgt(f))
initially: {moves(c,d), where d € D}
Output:
queryq(f), where d € D
buyq(f, fits), where d € D and fits C F
req-agent-response(f, fd, ok?), where fd € F and ok? € Bool
initially: 0
Internal:
initially: @

State

location € ¢ U D, location of the request agent, initially ¢, the location of ClientAgt

status € {notsubmitted, submitted, computed, replied}, status of request f, initially notsubmitted

transq € Bool, true iff ReqAgt(f) is currently interacting with database d (on behalf of request f),
initially false

DBagents C D, databases that have not yet been queried, initially the list of all databases D

donedb € Bool, boolean flag, initially false

done € Bool, boolean flag, initially false

tkt € F, the flight ticket that ReqAgt(f) purchases on behalf of the client, initially L

okflts; C F, set of acceptable flights that ReqAgt(f) has found so far, initially empty
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Actions

Input moves(c, d)

Eff: location < d;
donedb <+ false;
in < {informy(f, fits), confy(f, fd, 0k?)};
outreg < {querya(f), buya(f, fd),

req-agent-response(f, fd, ok?)};

int < 0

Outregular query,(f)
Pre: location = d A d € DBagents A tkt = L
Eff: DBagents < DBagents — {d};

transq < true

Input informg(f, fits)
Eff: okflts,; < okfltsy; U
{fd: fd € fits A fd.p < f.mp};
if okflts; = 0 then
transq < false;
int < {movey(d,d’) :
d" € DBagents — {d}}

Outregular buy,(f, flts)
Pre: location = d A flts = okfltsy; # 0 A

Input confy(f, fd, 0k?)
Eff: transg < false;
if ok? then
tkt < fd;
status < computed
else
if DBagents = () then
status <— computed
else
skip

Input moves(d, d’)
Eff: location <+ d’;
donedb < false;
in <+ {informy/ (f, fits), confy (f, fd, 0k?)};
outreg < {queryy/ (f), buyy (f, fd),
req-agent-response(f, fd, ok?)};
int <

Outregular reqg-agent-response(f, fd, ok?)
Pre: status = computed A
[ (fd = tht # L A ok?) V
(DBagents = 0 A fd = L A —0k?)

tkt = L A transg A status = submitted

Eff: skip Eff: status < replied;

in <+ 0;
outreg < 0;
nt < 0

ReqAgt(f) handles the single request f, and then terminates itself. ReqAgt(f)
has initial location ¢ (the location of ClientAgt) traverses the databases in
the system, querying each database d using queryy(f). Database d returns a
set of flights that match the schedule information in f. Upon receiving this
(informy(f, fits)), ReqAgt(f) searches for a suitably cheap flight (the 3fd €
flts : fd.p < f.mp condition in informy(f, fits)). If such a flight exists, then
ReqAgt(f) attempts to buy it (buys(f,flts) and confy(f, fd, ok?)). If succes-
full, then RegAgt(f) returns a positive response to ClientAgt and terminates.
RegAgt(f) can return a negative response if it queries each database once and
fails to buy a flight.

We note that the implementation refines the specification (provided that all
actions except request(f) and response(f, fd, ok?) are hidden) even though the
implementation queries each database exactly once before returning a negative
response, whereas the specification queries each database some finite number of
times before doing so Thus, no reasonable bisimulation notion could be estab-
lished between the specification and the implementation. Hence, the use of a
simulation, rather than a bisimulation, allows us much more latitude in refining
a specification into an implementation.

7 Further Research and Conclusions

There are many avenues for further work. Our most immediate concern is
to establish trace projection and pasting results analogous to the execution
projection and pasting results given above. These will then allow us to es-
tablish substitutivity results of the form: if fraces(X71) C traces(Xz), then
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traces(X1 || Y) C traces(Xs || Y). We shall also investigate ways of allowing
a target SIOA of some create action to be replaced by a more refined STOA.
Let X[Bs] be the configuration automaton resulting when some create action (of
some SIOA A in X) has target B, and let X [Bj] be the configuration automa-
ton that results when this target is changed to By. We would like to establish:
if traces(By) C traces(Bz), then traces(X[B1]) C traces(X[Bs]).

Agent systems should be able to operate in a dynamic environment, with
processor failures, unreliable channels, and timing uncertainties. Thus, we need
to extend our model to deal with fault-tolerance and timing. We shall also extend
the framework of [3] for verifying liveness properties to our model. This should
be relatively straightforward, since [3] uses only properties of forward simulation
that should also carry over to our setting.
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Abstract. We present a process algebraic approach for extending to
the probabilistic setting the classical logical information flow analysis
of computer systems. In particular, we employ a calculus for the anal-
ysis of probabilistic systems and a notion of probabilistic bisimulation
in order to define classical security properties, such as nondeterministic
noninterference (NNI) and nondeducibility on compositions (NDC), in
the probabilistic setting. We show how to (i) extend the results known
for the nondeterministic case, (ii) analyse insecure nondeterministic be-
haviors, and (ii) reveal probabilistic covert channels which may be not
observable in the nondeterministic case. Finally, we show that the expres-
siveness of the calculus we adopt makes it possible to model concurrent
systems in order to derive also performance measures.

1 Introduction

There is a lot of work in the security community which aims at proposing formal
definitions related to confidentiality in real systems. One of the main techniques
used for verifying the non-occurrence of unauthorized disclosure of information
is the analysis of the information flow among the different components of the
system (see, e.g., [33123[18]). A well established approach used to conduct such
an analysis is based on an extentional characterization usually known as nonin-
terference [T7]. In particular, the use of process algebras to formalize the idea of
noninterference has received increased attention in recent years (see, e.g., [28/12]
26129]). Most of such process algebraic approaches address the problem of defin-
ing and analysing information flows in a nondeterministic setting. In particular,
in [12] Focardi and Gorrieri promote the classification of a set of properties cap-
turing the idea of information flow and noninterference. More precisely, they
employ an extension of CCS [25] where events are partitioned into two different
levels of confidentiality (low level and high level), thus allowing the whole flow
of information between the two different levels to be controlled. The main idea
underlying the verification of a given security property consists in deriving two
models P’ and P” from the same model of the system in such a way that their
definition depends on the particular security property we intend to check. Then
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the verification of the property simply consists in checking the semantic equiva-
lence between P’ and P”. The most interesting and intuitive security properties
capturing information flows are the Non Deducibility on Compositions (NDC')
and the Nondeterministic Non Interference (NNI). For instance, the NDC prop-
erty can be described as follows: VII € HighUsers. E|Il ~ E w.r.t. LowUsers,
where | stands for the parallel composition operator and = is the equivalence
relation. Such formula says that a system E is NDC secure if, from the low level
user standpoint, the behavior of the system is invariant w.r.t. the composition
with every high level user II. The above properties describe the nondeterministic
behavior of systems, and often this assumption is more than enough to reveal
insecure information flows. However, in many cases, a detailed and closer to the
implementation description of a system should include additional aspects (such
as time and probabilities) as a possibly observable behavior (e.g. in order to
check the existence of probabilistic covert channels). To this aim, in this paper
we propose a process algebraic approach for the analysis of security properties
in a probabilistic setting which extends the approach of [12]. The motivation of
this work is twofold.

On the one hand, an approach that considers the probabilistic aspect of
systems may contribute to reveal new information flows that do not arise when
considering only the nondeterministic behavior of systems. For instance, a low
level user of a system could observe in different contexts the same set of events
but with different probability distributions associated with each event. More
precisely we show that, when considering more concrete information, a system
which is secure according to the possibilistic version of NDC' (NNI) can become
insecure when passing to the probabilistic version of NDC (NNI).

On the other hand, by introducing probabilities we can give a probabilistic
measure to the insecure behaviors captured in the nondeterministic setting. For
instance, a low level user may check if the probability of observing an insecure
behavior of a system is beyond a threshold for which he considers the system to
be secure “enough”. Another reason for considering probabilities is that more
concrete models allow the modeler to describe in the same specification differ-
ent aspects of the same system and, e.g., to analyse on the same model both
performance related properties and information flow security properties.

The process algebra we employ in order to apply the above ideas is quite dif-
ferent from the CCS-like calculus proposed in [T2JT3JT4], the main reason being
that our language is particularly adequate to combine powerful mechanisms like
probabilistic internal/external choices, asynchronous execution of parallel pro-
cesses, multiway synchronization, and an asymmetric master-slave cooperation
discipline, which are very suitable to describe the behavior of real systems (see
e.g. [2]). Moreover, fully specified systems modeled with such a language give rise
to fully probabilistic systems, so that a Markov Chain can be derived and easily
analysed to get performance measures of the system. As far as the equivalence
relation we adopt is concerned, we point out that the possibilistic noninterfer-
ence like properties of [T2[I3] are defined with respect to different equivalences,
among which the weak bisimulation seems to be particularly appropriate to deal
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with some kind of information flows. In this paper we resort to a probabilistic
weak bisimulation, and based on this assumption, we define the probabilistic
version of Bisimulation NDC and Bisimulation Strong NNI.

The paper is organized as follows. After an overview of related work, we de-
scribe in Sect. 2 the probabilistic calculus by introducing the underlying model
(an extension of classical labeled transition systems), the syntax, and the seman-
tics of the algebra. We then present the notion of probabilistic weak bisimulation
(Sect. 3) and the bisimulation based security properties (Sect. 4). Finally, in
Sect. 5 we report some conclusion. Due to space limitations, we omit the proofs
of the results; the interested reader is referred to [IJ.

1.1 Related Work

A significant amount of work has been done in order to extend the relation among
potential insecure information flows and different aspects of concurrent systems
such as time and probabilities. As an example, programs which execute several
concurrent processes not only introduce nondeterminism, but also the potential
for a malicious party to observe the internal timing behaviors of programs, via
the effect that the running time of commands might have on the scheduler choice
of when various concurrent alternatives can be executed (see, e.g., [32/14/11]).
On the other hand, in [33/18] the authors claim that real systems may exhibit
probabilistic covert channels that are not ruled out by standard nondetermin-
istic security models; in particular, the author of [I§] proposes a probabilistic
version of Millen’s synchronous state machine [24] on which two security prop-
erties are rephrased. On the same subject, the authors of [31] formalize the idea
of confidentiality operationally for a simple imperative language with dynamic
thread creation, by capturing the probabilistic information flow that arises from
the scheduling of concurrent threads. In the same line of the above discussion,
in [22] the author considers the notion of Probabilistic Noninterference (PNI) in
the setting of a model of probabilistic dataflow, by showing the compositionality
of PNI in such a context and that a simpler nonprobabilistic notion of nonin-
terference, called Nondeducibility on Strategies [33], is an instantiation of PNI.
Moreover, the authors of [§] resort to a possibilistic information flow analysis of
a Probabilistic Idealised Algol to check for probabilistic interference, and in [9]
a probabilistic security analysis is proposed in the framework of a declarative
programming language. Finally, in [I9] the authors set out a modal logic for rea-
soning about multilevel security of probabilistic systems. However, to the best of
our knowledge, no approach has been proposed for extending with probabilities
the information flow theory in process algebras.

2 A Probabilistic Calculus

In this section we introduce a smooth extension of the probabilistic process al-
gebra proposed in [3J6] for modeling and analysing probabilistic systems. Such a
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calculus adopts a mixture of the generative and reactive approaches [16] by con-
sidering an asymmetric form of synchronization where a process which behaves
generatively may synchronize only with processes which behave reactively. The
integration of the generative and reactive approaches has been naturally obtained
by designating some actions, called generative actions, as predominant over the
other ones, called reactive actions (denoted by a subscript *), and by imposing
that generative actions can synchronize with reactive actions only. We see the
reactive actions as incomplete actions which must synchronize with generative
actions of another system component in order to form a complete system. A
system is considered to be fully specified only when it gives rise to a probabilistic
transition system which is purely generative, in the sense that it does not include
reactive transitions. Fully specified systems are therefore fully probabilistic sys-
tems from which a Markov Chain can be derived (by discarding actions from
transition labels) that can be easily analysed to get performance measures.

In the following, we first describe the models generated by terms of the cal-
culus, and then we extend the basic language with the operators needed for the
description of security properties. Finally, we equip the algebra with a proba-
bilistic weak bisimulation equivalence by following the same line of [5].

2.1 The Model

Generative-reactive transition systems [3] are composed of transitions labeled
with an action, which can be either generative or reactive, and a probability.
Formally, we denote the set of action types by AType, ranged over by a, b, .. .. As
usual AType includes the special type 7 denoting internal actions. We denote the
set of reactive actions by RAct = {a. |a € AType—{7}} and the set of generative
actions by GAct = AType. The set of actions is denoted by Act = RAct U
GAct, ranged over by 7, 7/, . ... Transitions leaving a state are grouped in several
bundles. We have a single generative bundle composed of all the transitions
labeled with a generative action and several reactive bundles, each one referring
to a different action type a and composed of all the transitions labeled with
ax. A bundle of transitions expresses a probabilistic choice. On the contrary the
choice among bundles is performed non-deterministically.

Definition 1. A Generative-Reactive Transition System GRTS is a quadruple
(S, AType, T, sg) with S a set of states and sq the initial one, AType a set of
action types, T € M(S x Act x]0,1] x S) a maultiset[] of probabilistic transitions,
such that

1. Vs € S, Va, € RAct. > {p|3te€S: (s asp,t)eT[ €{0,1}
2.¥se S. Y {lp|3a € GAct,t € S: (s,a,p,t) € T|} € {0,1} O

The first requirement defines the reactive bundles and the second requirement
defines the unique generative bundle. Both requirements say that for each state

! We use “{” and “[}” as brackets for multisets and M(S) to denote the collection of
multisets over set S.
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the probabilities of the transitions composing a bundle, if there are any, sum
up to 1 (otherwise the summation over empty multisets is defined equal to 0).
Graphically, transitions of the same bundle are grouped by an arc, and the
probability of a transition is omitted when equal to 1 (see Fig. [TJ).

2.2 The Language

In this section we introduce an extension of the calculus proposed in [3l6], by
adding the restriction and hiding operators. Let Const be a set of constants,
ranged over by A, B,.... The set £ of process terms is generated by the syntax:

P:=0|n.P|P+? P|P|§P|Pla—bP|P\L|P/5|A

where S, L C AType — {7}, a,b € AType — {7}, and p €]0,1[. The set L is
ranged over by P, Q,.... We denote by G the set of guarded and closed terms of
L. Moreover, we denote two disjoint sets ATypey and ATyper, of high and low
level action types which form a covering of AType — {7}, such that a € GAct
and a. € RAct are high (low) level actions if a € ATypey (a € ATypeyr). Let
G ={P € G|sort(P) C ATyper } be the set of high level terms (i.e. including
high level actions only). An informal overview of the operators is as follows.

0 represents a terminated or deadlocked term having no transitions. The pre-
fix operator 7. P performs the action 7 with probability 1 and then behaves like
P. Constants A are used to specify recursive systems. In general, when defining
an algebraic specification, we assume a set of constants defining equations of the

form A 2 P to be given.

The alternative composition operator P+P () represents a probabilistic choice
between the generative actions of P and ) and between the reactive actions of
P and @ of the same type. As far as generative actions are concerned, P +P @)
executes a generative action of P with probability p and a generative action
of Q with probability 1 — p. In the case one process P or ) cannot execute
generative actions, P +P () chooses a generative action of the other process with
probability 1 (similarly as in [4]). As far as reactive actions of a given type a are
concerned, P+P @ chooses between the reactive actions a, of P and ) according
to probability p, by following the same mechanism. As an example, in Fig.[Il(a) we
report the GRTSs generated by the termd? a-+Pb and b« +Pb, representing purely
probabilistic choices made according to p. On the other hand, in Fig.[I(b) terms
a +P b, and a, +P b, represent purely nondeterministic choices, where p is not
considered. Finally, Fig. [Il(c) shows a mixed probabilistic and nondeterministic
system, corresponding to the term (a +*" b,) +7 (b +*" b,), where p’ and p” are
not considered.

The parallel composition operator P ||’ @ is based on a CSP like synchroniza-
tion policy, where processes P and @) are required to synchronize over actions of
type in the set S, and locally execute all the other actions. A synchronization
between two actions of type a may occur only if either they are both reactive
actions a, (and the result is a reactive action a.), or one of them is a generative

2 We abbreviate terms 7.0 by omitting the final 0.
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action a and the other one is a reactive action a, (and the result is a genera-
tive action a). The generative actions of P (Q) executable by P |4 @ are such
that either their type a is not in S, or a is in S and @ (P) can perform some
reactive action a. In particular, as standard when restricting actions in the gen-
erative model [16], the probabilities of executing such actions are proportionally
redistributed so that their overall probability sums up to 1. The choice among
the generative actions of P and @ executable by P [|% Q is made according to
probability p, by following the same probabilistic mechanism seen for alternative
composition. In the case of synchronizing generative actions a of P (Q), their
probability is further redistributed among the reactive actions a, executable by
Q (P), according to the probability they are chosen in @ (P). As far as reac-
tive actions of a given type a ¢ S are concerned, P || @ may perform all the
reactive actions a. executable by P or @ and the choice among them is made
according to probability p, by following the same probabilistic mechanism seen
for alternative composition. As far as reactive actions of a given type a € S are
concerned, if both P and (Q may execute some reactive action a., the choice of
the two actions a, of P and @ forming the actions a, executable by P ||%Q is
made according to the probability they are independently chosen by P and Q.
The relabeling operator Pla — b]? turns actions of type a into actions of
type b. The parameter p expresses the probability that reactive actions b, ob-
tained by relabeling actions a,. of P are executed with respect to the actions
by previously performable by P. As an example, consider the second GRTS of

Fig. @(b), corresponding to the process P 2 ax +7 by, where the choice is purely
nondeterministic. If we apply the relabeling operator Pla — bJ? we obtain the
process represented by the second GRTS of Fig. [[[a), where the semantics of
Pla — bJ? is a probabilistic choice between the action b, obtained by relabeling
the action a, and the other action b, performed according to probabilities p and
1 — p, respectively. In this way the probabilistic information p provided in the
operator Pla — bJP guarantees that the relabeling operator does not introduce
non-determinism between reactive actions of the same type. Parameter p is, in-
stead, not used when relabeling generative actions because the choice between
generative actions of type a and b in P is already probabilistic.

The restriction operator P\ L prevents the execution of the actions with type
in L. In this work, we have introduced this additional operator in order to make
simple the definition of the security properties. In fact, it can be obtained by
resorting to the parallel operator, because P\L = P ||} 0, for each p €]0, 1[.

The hiding operator P/? turns generative and reactive actions of type a into
generative actions 7. The parameter p expresses the probability that actions 7

a, p b, 1-p b*’ P b*’ 1-p a b* a, b*
a,p b, 1-p b*,p b, 1p
(a) (b) (©

Fig. 1. Some examples of GRTSs derived from alternative composition
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obtained by hiding reactive actions a, of P are executed with respect to the
generative actions previously enabled by P (by following the same probabilistic
mechanism seen for relabeling). As an example, let us consider the processe

P21.P+9hP and P’ 2 1.P' +9 h,.P'. When hiding the high level actions of
such processes (e.g. in order to verify the noninterference property), we want to

obtain two processes equivalent to @ 2 .Q +971.Q, because both generative and
reactive high level actions are not observable by a low level user. In particular,
when hiding P’, we have that the nondeterministic choice becomes a probabilistic
choice. Actually, we consider the effect of hiding the reactive action h, as the
execution of a synchronization between h, and an external generative action h
that gives rise to an internal generative action 7. As we will see in Sect. 4, the
process P’ turns out to be secure if the probability distribution of the hidden
actions is not able to change the probabilistic behavior of the low level view of
the process itself, meaning that the probability of the external high level action
h (which synchronizes with h,) is not meaningful, because it does not alter the
probabilistic behavior of the low view of the system.

The formal semantics of our calculus maps terms onto GRTSs, where each
label is composed of an action and a probability. The GRTS deriving from a
term G is defined by the operational rules in Tables [[] and Bl where in addition
to rules undersigned with [, which refer to the local moves of the lefthand process
P, we consider also the symmetrical rules taking into account the local moves of
the righthand process @, obtained by exchanging the roles of terms P and @ in
the premises and by replacing p with 1 —p in the label of the derived transitions.

u TP
We use P—— to stand for 3p, P’ : P—— P’, meaning that P can execute

G
action m, and P —— to stand forda € G: P N , G C AType, meaning that
P can execute a generative action of type belonging to set G. We assume the sets
Gs.p,Gr, C AType, with S, L C AType—{7} and P € G, to be defined as follows:

Gsp={ac AType|la ¢ SV (a € S/\PL)} and Gy, = {a € AType|a & L}.
Gs,g (Gg,p) is the set of types of the generative transitions of P (Q) executable
by P ||% Q and G, is the set of types of the generative transitions of P executable
by P\ L. Since we consider a restricted set of executable actions, we redistribute
the probabilities of the generative transitions of P (Q) executable by P |%Q
and P\L so that their overall probability sums up to 1 [16]. To this aim in
semantics rules we employ the function vp(G) : P(AType) —]0,1], with P € G,

defined as vp(G) = > {|p|3P,a € G : P2t pr [} that computes the sum
of the probabilities of the generative transitions executable by P whose type
belongs to the set G. Hence vp(Gs,g) (vo(Gs,p)) and vp(GL) compute the
overall probability of the generative transitions of P (Q) executable by P ||% Q
and P\ L, respectively. Finally, we employ the following abbreviations to denote
the hiding of high level actions.

Definition 2. Let “P/L”, where L is a finite sequence (a}*,. .. ,ak") of actions
a; # T with an associated probability p;, stand for the expression P/h: ... [bn,

3 We denote with 1,7, ... low level types and with h, R/, ... high level types.
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Table 1. Operational semantics for the basic calculus

1
(grl) #.P—— P
P Ax,q P/ Q Qs P Ax,q P, Q Qx
(Tll) ax.pqd _ (rzl) ax,q ,
P+rQSp P25 p
a,q GAct a,q GAct
P——sP Q— P— P Q—F
(911) T (921) g
P+PQ—— P P+?PQ—— P
Ax,q [ ax,q Qx
P— P Q— P— P Q—/F
(7131) » aopd o a € S (7’41) » ax,q S a € S
PlsQ—P'[5Q PllsQ—P'5Q
p ax,q P 0 ax,q Ql
(rb) ad aesS
PlQ—P'[[5Q
agsS:
a,q Gs,p a,q Gs,p
P—sP Q— P— P Q—F
(g31) . a,p-a/vp(Gs,q) i (g4l) » a,q/vp(Gs,qQ) -
Pl ———P|5Q PIsQ———P'|3Q
a€S:
a,q , ax,q , Gs,p a,q ) ax,q’ , Gs, p
. P P Q Q" Q 6 P P Q Q" Q
(95) , o orda/veGsa) (961) , o e a/ve@Gse)
PlsQ——P'|3Q PlsQ——P'|3Q
ax,q by ax,q b
(+6) P—sP P—s ) P—P P—})s
T b T b
Pla — bP =25 P'la — bJP Pla — bP —25 P'la — b
by, s by, Qy
os) P4 p p o) PSP P
r ba (1—p)- r by,
Pla — 0P —— p'la s pJ? Pla — 0P —% P'la — bJ?
P p
(r10) =3 c ¢ {a,b}
Pla — bP —— P'[a — b)*
P2 p P—=Lp
(97) g (98) T - a#c
Pla — bP —— P'[a — b]P Pla = bP —— P'la — b]P
P25 p A
(gr2) —g—— it A=P
A—— P
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Table 2. Operational semantics for restriction and hiding

oy g w—F
rll) ———F5——a¢ L 99 el agZL
P\L % AL p\L 2 o g
ax,q , GAct asx,q , GAct bi,q ’
P——P P—— P——P P—f P—P
(r12) 5 (r13) — (r14) s a#hb
P25 P P/ —" P'[t P/t =" P/t
b,q , Ay b,q , ay
P—P P—s P——P P—/
(910) T a#b  (g11) - a#b
Pli——— P/} Pla—— P/}
P a,q P p s P a,q P p Ay
(912) Py v (913) T
P/r P'/h P/ —— P/}

hiding the actions with types ai,...,a,. Let “P/ATypey”, where we assume
the set of high level actions ATyper to be the set {h1,...,h,}, stand for the
expression P/ﬁl1 e ﬁz, for any choice of the associated probabilities p1, ..., py-

Theorem 1. If P is a process of G, then the operational semantics of P (com-
posed of the terms reachable from P according to the operational rules of Tables[I]
and@) is a GRTS.

3 Equivalence

In this section we define a weak bisimulation equivalence for generative-reactive
transition systems. Let us consider the GRTS (S, AType, T, s9). We define func-
tion Pr: S x Act x S — [0,1] by Pr(s,m,s') = > {p|(s,mp,s) € T, and
Pr(s,m,C) = cc Pr(s,ms"), C € S. An execution fragment is a finite se-

m™1,P1 2,P2
quence o = sy — S| — ... Sk, such that s; € S, m; € Act and p; > 0 for

eachi € 1,..., k. We denote Pr(c) = Pr(so,m1,51) ...  Pr(sg_1, 7, Si). An ex-
. . . . T1,P1 T2,P2
ecution is an infinite sequence ¢’ = s) —— s; —— ... where s; € S, m; € Act

and p; > 0 for each ¢« € N. Finally, let o 1 denote the set of executions ¢’ such
that 0 <prefiz 0’ where prefiz is the usual prefix relation on sequences. Assuming
the basic notions of probability theory (see e.g. [20]) we define the probability
space on the executions starting in a given state s € S. Let Exec(s) be the set of
executions starting in s, and ExecFrag(s) the set of execution fragments start-
ing in s. Moreover, let X(s) be the smallest sigma field on Exec(s) such that it
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contains the basic cylinder o 1 where o € ExecFrag(s). The probability measure
Prob is the unique measure on X'(s) such that Prob(c 1) = Pr(o).

In the following, a stands for a if a € GAct — {7} and for e if a =7, C C G,
and P € G. Now let us consider Fzec(t*a,C) the set of executions ¢’ that lead
to a term in C via a sequence belonging to the set of sequences 7*a C GAct™. Let
Ezec(P,7*a,C) = Ezec(t*a,C) N Ezec(P), where Ezec(P) is the set of execu-
tions starting from P. The probability Prob(P,7*a,C) = Prob(Exec(P,7*a,C))
is defined as follows:

1 ifa=71APel
) Y oeg Prob(P.7,Q) - Prob(Q.7°a,C) ifa=TAP ¢ C
Prob(P,7"4,C) = S oeg Prob(P,7,Q) - Prob(Q, 7, C)
+Prob(P,a,C) otherwise

The definition of weak bisimulation for GRTSSs is similar to the ideas presented
in [B], where the classical relation = of [25] is replaced by the function Prob in
order to consider the probability of reaching each state. Moreover, the authors
of [5] describe an algorithm that computes weak bisimulation equivalence classes
in time O(n?) and space O(n?).

Definition 3. A relation R C G x G is a probabilistic weak bisimulation if
(P,Q) € R implies for allC € G/R

— Prob(P,7*a,C) = Prob(Q,7*a,C) for all a € GAct
— Prob(P,a.,C) = Prob(Q, a.,C) for all a, € RAct

Two terms P, € G are weakly bisimulation equivalent, denoted P ~pp @, if
there exists a weak bisimulation R containing the pair (P, Q). Note that if P € C
then Prob(P,7*,C) = 1. It is worth noting that the authors of [5] define both
weak and branching bisimulation for fully probabilistic transition systems and
show that these two relations coincide in such a probabilistic case (so that we
can use 7*a instead of 7*a7* in Definition [B]). Moreover, it is easy to see that
the definition of probabilistic weak bisimulation extends the classical notion of
weak bisimulation. This means that the properties we define in Sect. 4 capture
all the information flows which arise by analysing the nondeterministic behavior
of a system via the classical approach.

4 Security Properties

In this section we present some information flow security properties, by extend-
ing the noninterference theory proposed in [I2J13] in a probabilistic framework.
In this paper we just consider the properties based on the weak bisimulation
described in the previous section. As put in evidence in [13], the reason for re-
sorting to this kind of equivalence stems from some lacks typical of other notions
of equivalence, such as the trace equivalence. In general, the notion of bisimu-
lation is finer than trace equivalence and is able to detect a higher number of
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insecure behaviors (e.g. trace equivalence is not able to detect high level dead-
locks). Moreover, as far as other notions of equivalence are concerned, in [13] the
authors show that failure/testing equivalences are not interesting for systems
with some high level loops or with 7 loops.

4.1 Probabilistic Noninterference

We start by defining a probabilistic extension of the Bisimulation Strong Nonde-
terministic Noninterference (BSNNI), which says that a process P is BSNNI if
the process P\ ATypey, where no high level activity is allowed, behaves like the
process P/ATypey, where all the high level activities are hidden [12]. We call
such an extended property Bisimulation Strong Probabilistic Noninterference
(BSPNTI).

Definition 4. P € BSPNI < P/ATypey ~pp P\ATypey

We point out that due to Definition 2 the low behavior of a process P that
is BSPNI does not depend on a particular probability distribution of the hidden
high level actions. This condition reinforces the security property and justifies
our choice of hiding the reactive actions into 7 actions, because it guarantees
that the probability of a potential synchronization between a reactive high level
action of P and a corresponding generative high level action of its environment
cannot alter the probability distribution of the low level behavior of P.

For instance, let us consider the term P 2 [.P+Ph.l.P, representing a process
which can do a low level action preceded (or not) by a high level action. The
high level does not interfere with the low level, because a low level user can just
observe the action [ with no information about the high level behavior; indeed
we have P/ ATypey ~pp (I.P+Ph.1.P)/ATypeg ~pp l.P+P7.1.P ~pp l.P ~pp
P\ ATypey;. The same example obtained by replacing h with h, is still secure,

as P/ATypey ~pp P\ATypey for any choice of p. This means that in P 2
[.P 4P h,.l.P any potential interaction of P with its environment by means of a
synchronization via a high level action i cannot alter the probability distribution
of the event | and, as a consequence, the behavior of the system observable by a
low level user. Now we show through some examples how the probabilistic version
of noninterference can be employed in order to study the relation between the
information flow and the probabilistic behavior of the system.

4.2 Probabilistic Measure of Insecure Nondeterministic Behaviors

Modeling the probabilistic behavior of a system allows us to give a more con-
crete, closer to the implementation description of the system, that may then
reveal new aspects of the potential insecure information flows. More precisely,
by introducing probabilities we can give a probabilistic measure to the insecure
behaviors captured in the nondeterministic setting. Indeed, while in the non-
deterministic case we can just deduce that a system is insecure because of an
insecure information flow, in the probabilistic setting we can add that the system
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reveals such an information flow with a certain probability. Hence, we can define
different levels of security depending on the probability of observing insecure
behaviors that an user of the system can tolerate.

For instance, let us consider an abstraction of an access monitor which han-
dles read and write commands on a single-bit low-level variable. The low level
read commands are represented by the reactive action r0, and rl,, and the low
level write commands are represented by the generative actions w0 and wl. We
suppose that a high level user can explicitly change the value of the variable
from 0 to 1, through the action h. The access monitor is described by the sys-
tenf] P 2 h.P' +9 (r0,.P + wl.P’) with P’ 2 r1,.P' + w0.P. The high level
user can interfere with any low level user by altering the low view of the system.
This because intuitively a low level user can observe the sequence 70,.71,, i.e.
he first reads the value 0 and then the value 1, without observing a write com-
mand on the variable made by another low level user. Formally, we have that in
P/ATypeq an internal 7 transition (obtained by hiding the action h) leads to P’
with probability ¢, whereas such a transition is not enabled in P\ ATyper . This
situation is enough to construct a covert channel from high level to low level.
However, such a system (with ¢ close to 0 in the definition of P) and the se-
cure version of the same system (obtained by removing the undesirable insecure
component h.P’ from the definition of P) behave almost (up to small fluctua-
tions) the same. From the user standpoint, a negligible risk (equal to a small
€) of observing an undesirable information flow may be tolerable, especially if
the cost of a completely secure system is significantly greater than the cost of
the system P. Formally, the notion of bisimulation can be enriched in order to
tolerate e-fluctuations which make the security condition less restrictive. As an
example, in [7] the authors promote a pseudometric for probabilistic transition
systems which quantifies the similarity of the behavior of probabilistic systems
which are not bisimilar, and that can be easily exploited also in this context.

4.3 Capturing Probabilistic Information Flows

An important reason for extending the classical possibilistic theory of noninter-
ference is that real systems may exhibit probabilistic covert channels that are
not captured by standard nondeterministic security models. Potential insecure
behaviors may be revealed by checking the probabilistic version of security prop-
erties such as the NNI. Now we show that our approach can be used in order to
rule out such finer undesirable insecure behaviors.

An example of a probabilistic covert channel is inspired to the following in-
secure program proposed by Sabelfeld and Sands in [30J31]. They show that the
program Prog : h := hmod100; (I := h +Y2 | := rand(99)) has no informa-
tion flow if we only consider the possible behaviors of the system, but the final
value of [ will reveal information about h when considering statistical inferences
derived from the relative frequency of outcomes of repeated computations. Sim-

ilarly, let us consider the process P 2 (" +PU") 4" h.(' +91"), where a low level

4 We omit the parameter of the probabilistic choice operator if it is not meaningful.
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user can observe either an action !’ or an action !’ (for the sake of simplicity
we just consider two observable events, namely I’ and I, whereas in Prog a low
level user can observe 100 different values). The component (I’ +7 ") says that
the probability distribution of the two low level actions is guided by parameter
p (the counterpart in Prog is represented by the assignment [ := rand(99)). The
component h.(I’ +91") says that, given an high level event of type h, the prob-
ability distribution of the two low level actions is guided by parameter ¢ (the
counterpart in Prog is represented by the assignment [ := h). The nondetermin-
istic version of this process is BSNNI, because the high level behavior does not
alter what a low level user can observe, but in the probabilistic setting this is not
the case (see Fig. ). In fact, the probability of observing an event I’ w.r.t. an
event [ changes depending on the behavior of the high level part exactly as the
value of | (in program Prog) reveals h with a certain probability. In particular,
we observe that P is BSPNI if and only if p = ¢, because in this case the high
level behavior does not alter the probability distribution of the two low level
events. Finally, it is worth noting that the insecure behavior of such an example
is not captured by classical security properties such as BNDC' [13] (and therefore
the lazy security property of [28]), Strong BNDC [12], and Strong BSNNI [13].

A similar example is given by the system Q 2 (l/*-Q—ﬁ-p/l”*-Q) ||I{);:,l“} ((I".Q+?
1".Q) ||g h.(I'.Q+91".Q)) where parameters p’ and p’’ are not meaningful and the
probability distribution of the low level actions depends on the behavior of the
high level user. It is worth noting that @ is fully specified, in that it does not
contain nondeterministic choices. As a consequence we can derive a Markov
Chain from the GRTS underlying @ and, e.g., we can compute the throughput
of the actions I’ and [ via standard techniques (see e.g. [21]).

As another example, let us consider the term P E (1.04P1.I'.0)+91.h.I'.0 that
is BNDC' and, therefore, BSNNI (see [13]). In the probabilistic framework, the
high level action A interferes with the probability of observing either a single [ or
the sequence 1.I’. In particular in P\ ATypen a low level user observes either the
single event | with probability p-q+ (1 — ¢) or the sequence [.I’ with probability
(1 —p)-gq. On the other hand, in P/ATypey a low level user observes either the
single event [ with probability p - ¢ or the sequence [.I” with probability 1 —p-q.
As a consequence P\ATypey #pp P/ATypery and the term P turns out to be
insecure in the probabilistic setting.

Fig. 2. So =~p S1 ~p S}, but So #pp S1 #pp S}, except for the case p = q
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4.4 Nondeducibility on Composition

Sometimes the noninterference property is not enough to capture all the potential
insecure behaviors of a system. For this reason, other additional properties have
been suggested in order to overcome the lacks of the noninterference property.
Among the different proposals, we consider the so called Non Deducibility on
Composition (NDC), saying that the system behavior is invariant w.r.t. the
composition with every high level user. Formally, P is BNDC if and only if
VII € High Users, (P|II)\ATypey ~p P/ATyper. Now we extend the notion
of such a property in the probabilistic setting, by defining the Probabilistic
Bisimulation NDC' (for short, PBNDC).

Definition 5. P € PBNDC < P/ATypey ~pp ((P 'S I11)/S)\ATyper, Y II €
Gu,p €]0,1[, 5 € ATypey .

It is worth noting that due to the particular parallel operator we adopt, it
is necessary (i) to hide the high level actions belonging to S which succeed in
synchronizing in P |4 IT and then (ii) to purge the system of the remaining high
level actions. As in the nondeterministic framework, PBNDC is at least as strong
as BSPNI.

Proposition 1. PBNDC C BSPNI

For instance, let us consider the process P 2 1.0 +P h.h.1.0. It is simple to
see that this process is BSPNI since P/ATypey ~pp 1.0 +P 7.7.1.0 =pp 1.0 and
P\ATypeyg = (1.0 +P h.h.l.0)\ATypey ~pp 1.0. But, if we consider the process
ma hy.0 we get that (P H?h} IT)/ ATypey )\ATypey ~pp 1.0+P7.0 #pp 1.0 =pp
P/ATypey.

The above example shows that BSPNI is not able to detect some potential
deadlock due to high level activities, exactly as put in evidence in [I3]. Therefore
we resort to the PBNDC property in order to capture these finer undesirable
behaviors. It is worth noting that, as reported in [I314], the above definition of
PBNDC is difficult to use because of the universal quantification on high level
processes. For this reason, we propose the probabilistic version of the SBSNNI
property (described in [13]), called Strong BSPNI (SBSPNI).

Definition 6. P € SBSPNI < VP’ € Der(P): P’ € BSPNI

The definition requires the system to be BSPNI in every derivative of P.
Also in this framework the following property is valid.

Proposition 2. SBSPNI C PBNDC

Unfortunately, differently from SBSNNI, we have that SBSPNI is not com-
positional w.r.t. parallel composition. This because different processes composed
in parallel can alter the probability distribution each other. As an example of
such a lack, let us consider the system P 2 1.0 |5 (1.0 +9 h.I".0). Both the left
component and right one are SBSPNI. However, the possible execution of h
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changes the probability of observing I’, so from the low level user point of view,
the probability distribution of the two observable sequences I’.l"” and I”.l' is al-
tered by the high level user, who hence can create a probabilistic covert channel.

Obviously this would not be the case if I’ = I”” (in such a case P 210 [ 1.0+9h.1.0
is SBSPNI).

5 Conclusion

In this paper we have investigated the problem of extending the noninterference
theory of [12l13] to the probabilistic case. In particular, the probabilistic ver-
sion of the bisimulation noninterference and the bisimulation nondeducibility on
compositions turned out to be able to capture information flows which would not
be caught by the strongest classical nonprobabilistic notions of noninterference
(e.g. the SBNDC, that is the most restrictive property proposed in [12]).

The aim of our approach is twofold. On the one hand, if the system is
fully specified (i.e. the corresponding GRTS does not include nondeterminis-
tic choices), we can derive a Markov Chain and get performance measures of
the system. On the other hand, the same model can be analysed in order to
(i) give a probabilistic measure to the insecure nondeterministic behaviors, and
(ii) reveal potential information flows that arise only if the model captures the
probabilistic aspect of the system.

Among the possible extensions of such a work, it could be interesting (i) to
extend the calculus with a notion of time in order to analyse on the same model
the information flows deriving from both temporal and probabilistic behaviors,
and (ii) to consider other notions of equivalences, such as testing equivalence
for probabilistic processes. Moreover it may be meaningful to contrast our prob-
abilistic notion of noninterference with other approaches cited in the related
work. In particular, it would be most interesting to compare our ideas with
those works (see, e.g., [27]) where weaknesses of security properties (like the
BNDC) are pointed out. Finally, the next step of this study is the adoption of
the proposed approach in the area of network security (see, e.g., [10]) for the
analysis of cryptographic protocol properties in a probabilistic setting. In par-
ticular the aim is to extend to our setting the process algebraic approach of [15]
proposed for analysing security protocols in the nondeterministic case.
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Abstract. We study the mazimal reachability probability problem for
infinite-state systems featuring both nondeterministic and probabilistic
choice. The problem involves the computation of the maximal probabil-
ity of reaching a given set of states, and underlies decision procedures
for the automatic verification of probabilistic systems. We extend the
framework of symbolic transition systems, which equips an infinite-state
system with an algebra of symbolic operators on its state space, with a
symbolic encoding of probabilistic transitions to obtain a model for an
infinite-state probabilistic system called a symbolic probabilistic system.
An exact answer to the maximal reachability probability problem for
symbolic probabilistic systems is obtained algorithmically via iteration
of a refined version of the classical predecessor operation, combined with
intersection operations. As in the non-probabilistic case, our state space
exploration algorithm is semi-decidable for infinite-state systems. We il-
lustrate our approach with examples of probabilistic timed automata, for
which previous approaches to this reachability problem were either based
on unnecessarily fine subdivisions of the state space, or which obtained
only an upper bound on the exact reachability probability.

1 Introduction

Many systems, such as control, real-time, and embedded systems, give rise to
infinite-state models. For instance, embedded systems can be modelled in for-
malisms characterised by a finite number of control states (representing a digi-
tal controller) interacting with a finite set of real-valued variables (representing
an analogue environment). Motivated by the demand for automatic verification
techniques for infinite-state systems, a number of results concerning the decid-
ability of problems such as reachability, model checking and observational equiv-
alence have been presented: isolated results concerning models such as timed
automata [3], hybrid automata [2] and data independent systems [22] have been
subject to unifying theories [1J10] and, in some cases, have provided the basis of
efficient analysis tools, such as the timed automata model checker UpPAAL [17].

In this paper, we consider a probabilistic model for infinite-state systems. For
examples of infinite-state systems exhibiting probabilistic behaviour, consider
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the real-time algorithm employed in the root contention protocol of IEEE1394
(FireWire) [20], probabilistic lossy channels [12] and open queueing networks [§].
Our system model also admits nondeterministic choice, which allows the mod-
elling of asynchronous systems, and permits the underspecification of aspects of
a system, including probabilistic attributes. We focus on the maximal reacha-
bility probability problem for probabilistic systems, concerning the computation
of the maximal probability with which a given set of states is reachable. In the
same way that reachability underlies the verification of temporal modalities in
the non-probabilistic context, probabilistic reachability provides the foundation
for probabilistic model checking of temporal modalities [65].

To reason about properties of infinite-state systems, an implicit, symbolic
means to describe infinite state sets is required. The operations required on such
state sets include boolean and predecessor operations, which together enable
model checking of reachability properties by backwards exploration through the
state space. Our first contribution concerns the extension of symbolic transition
systems [10], which are infinite-state systems equipped with an algebra of such
operations, with a (discrete) probabilistic transition relation. Observe that, in the
context of quantitative reachability properties, it is not enough to know whether
a state makes a transition to another, as encoded in the traditional predecessor
operation: the probability of the transition must also be known. Our approach,
which is specifically designed for the computation of maximal reachability prob-
abilities, is to encode the transitions of a probabilistic system into a number
of types (giving a family of typed predecessor operations), and the probabilistic
branching of the system into a set of distributions over transition types called
distribution templates. The resulting model, which consists of symbolic encodings
of both states and transitions, together with an algebra of operations including
the typed predecessor operations, is called a symbolic probabilistic system.

Our second contribution concerns the computation of the maximal reachabil-
ity probability for certain classes of symbolic probabilistic systems by reduction
to a finite-state problem. First, a state space exploration algorithm successively
iterates typed predecessor and intersection operations, starting from the target
set. The typed predecessor operations characterise the sets of states which can
make a transition of a particular type to a previously generated set of states. To
reason about the probabilistic branching structure of the system, we compute
sets of states in which transitions of multiple types are enabled through inter-
sections of state sets. If the state space exploration algorithm terminates, then
a finite set of state sets is returned. Together, the transition types available in
each of these state sets, and the distribution templates, allow us to construct a
finite-state probabilistic system with an equal maximal reachability probability
to that of the symbolic probabilistic system.

The state space analysis algorithm is closed under typed predecessor and
intersection operations, and does not take differences between state sets; there-
fore, it differs from partition refinement algorithms. Our approach keeps the
number of operations on the state space to a minimum, while retaining suffi-
cient information for the computation of the maximal reachability probability.
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In particular, noting that many symbolic approaches describe state sets in terms
of constraints, our algorithm avoids propagating constraints arising from differ-
ence operations. To our knowledge, reasoning about reachability probabilities
using a combination of predecessor and intersection operations is novel.

Related work. Approaches to infinite-state systems with discrete probability dis-
tributions include model checking methods for probabilistic lossy channel sys-
tems [12]. Two verification methods for probabilistic timed automata are pre-
sented in [I5]. The first uses the “region graph” of [3] to compute ezact reacha-
bility probabilities, but suffers from the state explosion problem (in particular,
the size of the verification problem is sensitive to the magnitudes of the model’s
timing constraints, which is not true of our technique). The second uses forwards
reachability, but, in contrast to our technique, only computes an upper bound
on the actual maximal probability. Verification methodologies for infinite-state
systems with continuous distributions are given in [4J7/T4].

Plan of the paper. Section Rl defines symbolic probabilistic systems, and describes
how they are used to represent probabilistic timed automata [15]. We present
the semi-decidable algorithm to generate a finite-state representation of a sym-
bolic probabilistic system in Section[3 Section Ml offers a critique of the analysis
method, and suggests directions for future research.

2 Symbolic Probabilistic Systems

2.1 Preliminaries

A discrete probability distribution (subdistribution) over a finite set @ is a func-
tion p : @ — [0,1] such t_hat > 4c0 u(q) =1 (X 4eq#(g) < 1). For a possibly
uncountable set @', let Dist(Q’) (SubDist(Q’)) be the set of distributions (sub-
distributions) over finite subsets of @’.

Recall that a transition system is a pair (S,0) comprising a set S of states
and a transition function 6 : S — 25. A state transition s — t from a given state
s is determined by a nondeterministic choice of target state ¢ € §(s). In contrast,
a (nondeterministic-) probabilistic system S = (S, Steps) includes a probabilistic
transition function Steps : S — 2P5t(S) A probabilistic transition s 2 ¢ is made
from a state s € S by first nondeterministically selecting a distribution g from
the set Steps(s), and second by making a probabilistic choice of target state ¢
according to p, such that u(t) > 0. A path of a probabilistic system is a finite or
infinite sequence of probabilistic transitions of the form w = sg L
For a path w and i € N, we denote by w(i) the (i + 1)th state of w, and if w is
finite, last(w) the last state of w.

We now introduce adversaries which resolve the nondeterminism of a prob-
abilistic system [21]. Formally, an adversary of S is a function A mapping every
finite path w to a distribution x4 € Dist(S) such that u € Steps(last(w)). Let
Advs Dbe the set of adversaries of S. For any A € Advs, let Pathy, denote the



172 M. Kwiatkowska, G. Norman, and J. Sproston

set of infinite paths associated with A. Then, in the standard way, we define the
measure Prob” over Pathf;l [13].

The mazimal reachability probability is the maximum probability with which
a given set of states of a probabilistic system can be reached from a particular
state. Formally, for the probabilistic system S = (.9, Steps), state s € S, and set
U C S of target states, the maximal reachability probability ProbReach(s,U) of
reaching U from s is defined as

ProbReach(s,U) = sup Prob™®{w e Path}il |w(0)=sAF eN.w(i)eU}.
A€ Advg

The maximal reachability probability can be obtained as the solution to a linear
programming problem in the case of finite probabilistic systems [6].

Computation of the maximal reachability probability allows one to verify
properties of the form “with at least probability 0.99, it is possible to correctly
deliver a data packet”. By duality, it also applies to the validation of invariance
properties such as “with probability at most 0.01, the system aborts”. Further-
more, in the context of real-time systems, maximal reachability probability can
be used to verify time-bounded reachability properties, also known as soft dead-
lines, such as “with probability 0.975 or greater, it is possible to deliver a message
within 5 time units”. For a more detailed explanation see [15].

2.2 Symbolic Probabilistic Systems: Definition and Intuition

Symbolic transition systems were introduced in [10] as (possibly infinite-state)
transition systems equipped with symbolic state algebras, comprising a set of
symbolic states (each element of which denotes a possibly infinite set of states),
boolean, predecessor, emptiness and membership operations on symbolic states.
In [10], classes of infinite-state systems for which a finitary structure can be iden-
tified by iteration of certain operations of the symbolic state algebra are defined,
consequently highlighting the decidability of certain verification problems.
Symbolic probabilistic systems augment the framework of symbolic transi-
tion systems with (1) a probabilistic transition relation, (2) a symbolic encoding
of probabilistic transitions, and (3) a redefined symbolic state algebra. Given
the definition of probabilistic systems in the previous section, point (1) is self-
explanatory. For point (2), note that information concerning probabilities is nec-
essary for computation of maximal reachability probabilities. Let s — ¢ be the
state transition induced by a probabilistic transition s £ ¢ by abstracting the
distribution p from the transition. The symbolic representation consists of two
steps: first, we encode state transitions induced by the probabilistic transitions
of the system within a set of transition types. Second, we encode the proba-
bilistic branching structure of the system, which is not represented in the set of
transition types, by a set of distribution templates, which are distributions over
the set of transition types. Finally, for point (3), the predecessor operation of a
symbolic transition system is now replaced by a family of predecessor operations,
each of which is defined according to the state transitions encoded by a transi-
tion type. This allow us to identify and reason about sets of states in which state
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transitions of different transition types are available; in Section B} we see that
this characteristic is vital to identify a finitary structure on which the system’s
maximal reachability probability can be computed.

We now give the definition of symbolic probabilistic systems which generalise
the symbolic transition systems of [I0]. The definition of symbolic states R,
extension function -7, and symbolic operators And, Diff, Empty and Member
agree with those given for symbolic transition systems, with the only difference
being the typed predecessor operations. Conditions 1(a—c) have been added to
represent probabilistic systems in such a way as to preserve maximal reachability
probabilities, and are explained after the definition. In other contexts, different
choices of symbolic representation and operations may be appropriate.

Definition of symbolic probabilistic systems. A symbolic probabilistic sys-
tem P = (S, Steps, R,™-7, Tra, D) comprises: a probabilistic system (S, Steps); a
set of symbolic states R; an extension function ™7 : R — 25; a set of transition
types Tra, and, associated with each a € Tra, a transition function 8q : S — 25;
and a set of distribution templates D C Dist(Tra), such that the following condi-
tions are satisfied.

1. For all states s € S, let Tra(s) C Tra be such that for any a € Tra: a € Tra(s)
if and only if 64(s) # 0. Then, for allt € S:
a) ifa € Tra andt € 6,(s), then there exists yu € Steps(s) such that p(t) > 0;
b) if u € Steps(s), then there exists v € D and a wvector of states

<t¢l>a€77‘a(s) € Hae'ﬁ‘a(s) 60,(8) such that:

a€Tra(s)\t=t,

¢) if v €D and (ta)acTa(s) is a vector of states in [[,cqq(s) da(s), then
there exists p € Steps(s) such that:

pty= > wva).

a€Tra(s)A\t=tq

2. There exists a family of computable functions {pre,}acsa of the form pre, :
R — R, such that, for all a € Tra and o € R:

Tpre, (o) ={s € S|3t €dy(s).t€c}.

3. There is a computable function And : R x R — R such that "And(o,7)" =

"o N7 for each pair of symbolic states o, 7 € R.

There is a computable function Diff : R x R — R such that "Diff(o,7)" =

To '\ "1 for each pair of symbolic states o, 7 € R.

5. There is a computable function Empty : R — B such that Empty(o) if and
only if "o = ( for each symbolic state o € R.

6. There is a computable function Member : S x R — B such that Member(s, o)
if and only if s € "o for each state s € S and symbolic state o € R.

~
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We proceed to describe transition types and distribution templates in greater
depth.

Transition types. Recall that a transition type encodes a set of state transitions
of a symbolic probabilistic system. Hence, for each transition type a € Tra there
is a transition relation d, : S — 2% encoding all of the state transitions of type
a. This grouping is not necessarily a partition of the state transitions and a
given state transition may correspond to more than one type. It follows from
the lemma below that every probabilistic transition is represented by a state
transition encoded in some transition type, and vice versa.

Lemma 1. Let P = (S, Steps, R,"-7, Tra, D) be a symbolic probabilistic system.
For any s,t € S: u(t) > 0 for some u € Steps(s) if and only if t € 64(s) for
some a € Tra.

Distribution templates. Recall that we use the set of distribution templates
to encode the actual probabilities featured in the system. Point 1(b) requires
that the probabilistic branching structure of the system is represented in the
distribution templates. Conversely, condition 1(c) expresses the fact that, in all
states, for any transition encoded by a distribution template and transition type,
there exists a system transition which assigns an equal or greater probability to
all target states. This implies that there may be combinations of distribution
templates and transition types which do not correspond to actual probabilistic
transitions of the system. However, condition 1(c) together with 1(b) ensures
that our model is nevertheless sufficient for the computation of the maximal
reachability probability.

Example 1. Consider a system in which the state space takes the form of val-
uations of a single real-valued variable z. In state s € R, the variable z can
be reset nondeterministically in the intervals (1,3) and (2,4), each with proba-
bility 0.5. Consider representing the system as a symbolic probabilistic system,
where the set of symbolic states is the set of integer-bounded intervals of R. The
above behaviour can then be encoded by transition types a and b, such that
dq(s) = (1,3) and dp(s) = (2,4), and the distribution template v € Dist({a, b})
given by v(a) = v(b) = 0.5. Now, for any s’ € (2,3) there exists a distribution
ts € Steps(s) which corresponds to moving from s and resetting z to s’ with
probability 1. For any such pug, the corresponding vector (t,,ts), described in
point 1(b), is given by t, = ¢, = s'.

Finiteness of transition types and templates. Observe that the sets of tran-
sition types and distribution templates associated with a symbolic probabilistic
system may be infinite. However, in Section [B] we restrict the analysis techniques
to systems with finite sets of distribution templates and transition types. This
assumption implies that the analysis method is appropriate for classes of infinite-
state system exhibiting finite reqularity in probabilistic transitions. For example,
the probabilistic lossy channels of [I2] cannot be modelled using a finite set of
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distribution templates, because the probability of message loss varies with the
quantity of data in the unbounded buffer.

2.3 Example: Probabilistic Timed Automata

In this section, we show that probabilistic timed automata [I5] can be repre-
sented as symbolic probabilistic systems. We assume familiarity with the classi-
cal, non-probabilistic timed automaton model [3[11]. For an in-depth introduc-
tion to probabilistic timed automata, refer to [15].

Let X be a set of real-valued variables called clocks. Let Zones(X') be the set
of zones over X', which are conjunctions of atomic constraints of the form x ~ ¢
and z —y ~ ¢, for z,y € X, ~€ {<,<,>,>}, and ¢ € N. A point v € RI¥l is
referred to as a clock valuation. The clock valuation v satisfies the zone (, written
v | ¢, if and only if ¢ resolves to true after substituting each clock € X with
the corresponding clock value v, from wv.

A probabilistic timed automaton is a tuple PTA = (L, X, inv, prob, (g;)icL),
where: L is a finite set of locations; the function inv : L — Zones(X) is the
inwvariant condition; the function prob : L — 9Dist(Lx2%) g the probabilistic edge
relation such that prob(l) is finite for all I € L; and, for each [ € L, the function
g1 : prob(l) — Zones(X) is the enabling condition for l. A state of a probabilistic
timed automaton PTA is a pair (I,v) where | € L and v € RI¥I. If the current
state is (I, v), there is a nondeterministic choice of either letting time pass while
satisfying the invariant condition inwv(l), or making a discrete transition accord-
ing to any distribution in prob(l) whose enabling condition g;(p) is satisfied. If
the distribution p € prob(l) is chosen, then the probability of moving to the
location I’ and resetting all of the clocks in the set X to 0 is given by p(I’, X).

Example 2. Consider the probabilistic timed automaton PTA modelling a simple
probabilistic communication protocol given in Figure[l. The nodes represent the
locations: II (sender, receiver both idle); DI (sender has data, receiver idle); SI
(sender sent data, receiver idle); and SR (sender sent data, receiver received). As
soon as data has been received by the sender, the protocol moves to the location
DI with probability 1. In DI, after between 1 and 2 time units, the protocol
makes a transition either to SR with probability 0.9 (data received), or to SI with
probability 0.1 (data lost). In SI, the protocol will attempt to resend the data
after 2 to 3 time units, which again can be lost, this time with probability 0.05.

Before we represent a probabilistic timed automaton as a symbolic probabilistic
system, we introduce the following definitions. Let v € RI¥l be a clock valuation:
for any real n > 0, the clock valuation v+ is obtained from v by adding 7 to the
values of each of the clocks; and, for any X C X, the clock valuation v[X := 0]
is obtained from v by resetting all of the clocks in X to 0. Now, for zone (
and n > 0, let ( + 7, be the expression in which each clock = € X is replaced
syntactically by  + n in ¢, and let [X := 0]¢ be the expression in which each
clock x € X is replaced syntactically by 0 in (. The set of edges of PTA, denoted
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Fig. 1. A probabilistic timed automaton modelling a probabilistic protocol.

by Epta C L? x 2% x Zones(X), is defined such that (I,I', X, () € Epta if and
only if there exists p € prob(l) such that g;(p) = ¢ and p(I’, X) > 0.

A probabilistic timed automaton PTA = (L, X, inv, prob, (gi)1c1,) defines a sym-
bolic probabilistic system P = (.S, Steps, R, 7, Tra, D), where:

— (S, Steps) is the infinite-state probabilistic system obtained as a semantical
model for probabilistic timed automata in the standard manner [15].

— The set R of symbolic states is given by Lx Zones(X'). The extension function
T is given by "({,{)7 = {(l,v) € S | v |= (} for each (I,{) € R.

— The set of transition types Tra is the set of edges Epta plus the special type
time such that, for any edge (I',1”, X,(’) € Epta, and state (I,v) € S:

Otime (L, V) ={(lLv+n) | n>0AV0 <7 <n.v+n E inv(l)}
5 o) — {(I"v[X :=0)} ifl=1and v =
i x,.0v) = 0 otherwise.

— The set of distribution templates D is such that v € D if and only if either:
1. v(time) =1, or
2. there exists a location [ € L and distribution p € prob(l) such that, for
all transition types a € Tra:

p(I', X)ifa= (,l',; X, g/(p)) for some !’ € L and X C X
v(a) = .
0  otherwise.

Given (I,v) € S, the set dyme(l,v) represents the set of states to which a time
passage transition can be made, whereas 0 ;v x ¢)(l,v) represents the unique
state which is reached after crossing the edge denoted by (I',1”, X, (), provided
that it is available, and the empty symbolic state otherwise. As time passage tran-
sitions are always made with probability 1, there exists a distribution template
Viime € D, such that vyme(time) = 1; each of the other distribution templates
in D is derived from a unique distribution of the probabilistic timed automaton.
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For any symbolic state (I,{) € R, and any edge (I',1”, X,({") € Epta, the typed
predecessor operations are defined by:

Presime (1,¢) = (1, (3n 2 0.C+nAVO0 <9’ <n.inv(l) + 1))
o) = J WLC minv(@) A X = 0)i¢ A imo(D) i1 = 1"
Pre@ i x,en\h6) = (I,false) otherwise.

Observe that these operations are defined in terms of pairs of locations and
constraints on clocks. Note that by classical timed automata theory [I1], for each
a € Tra, the function pre, is well defined and computable. Boolean operations,
membership and emptiness are also well defined and computable for R. Both of
the sets Tra and D are finite, which follows from the finiteness of L and prob(l)
for each [ € L.

Points 1(b) and 1(c) of the definition of symbolic probabilistic systems apply
to probabilistic timed automata for the following reasons. As explained above,
the distribution template vy, encodes time passage transitions of the proba-
bilistic system (S, Steps) and conditions 1(b) and 1(c) follow trivially. The other
transitions of PTA consist of choices of enabled distributions. Recall that edges
of the probabilistic timed automaton are transition types. First consider condi-
tion 1(b): for any [ € L and p € prob(l), there exists a distribution template
v € D assigning the same probability to the edges induced by p. Then, a prob-
abilistic transition of (S, Steps) corresponding to p will be encoded by this v.
For condition 1(c), recall that each v € D\ {Vtime} is derived from a particular
p € prob(l) for some | € L. Then, for the state (I',v) € S, either I’ = [ and
v = gi(p), and condition 1(c) follows as in the case of 1(b), or v assigns proba-
bility 0 to all types in Tra(s), and hence any distribution available in this state
will ensure the satisfaction of 1(c).

The translation method can be adapted to classes of probabilistic hybrid au-
tomata [I8/19], which are hybrid automata [2] augmented with a probabilistic
edge relation similar to that featured in the definition of probabilistic timed au-
tomata, given an appropriate set of symbolic states and algebra of operations.
For example, a translation for probabilistic linear hybrid automata is immediate,
given the above translation and the translation from non-probabilistic linear
hybrid automata to symbolic transition systems of [10].

3 Maximal Reachability Probability Algorithm

We now present a semi-decidable algorithm (semi-algorithm) solving the maxi-
mal reachability probability problem for symbolic probabilistic systems. As men-
tioned in the previous section, we restrict attention to those symbolic probabilis-
tic systems with finite sets of transition types and distribution templates. Note
that, even for symbolic probabilistic systems within this class, the algorithm is
not guaranteed to terminate.

Let P = (S, Steps, R, 7, Tra,D) be a symbolic probabilistic system such
that the sets Tra and D are finite, and let F' C R be the target set of symbolic
states which for which the maximal reachability probability is to be computed.
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Symbolic semi-algorithm ProbReach
input: (R, Tra, {pre, }ac7a, And, Diff, Empty, Member)
target set F' C R

To := F

E =0

for i =0,1,2,... do
Tit1:=1T;

for all a € Tra Ao € T; do
Ti+1 = prea(a) U T’i-ﬁ—l
Ti+1 = {And(prea(a), T) | T E Ti+1} U Ti+1 (*)
E :={(pre,(0),a,0)}UE
end for all
until "7 ;7 C 70
(T, E) := ExtendEdges(T;, E)
return (7, F)

Procedure ExtendEdges

input: graph (T, F)

for allo € T A (0',a,7) € E do
if 767 C "¢’ then

E:={(o,a,7)}UE

end if

end for all

return (7, F)

Fig. 2. Backwards exploration using predecessor and intersection operations

Our first task is to generate a finite graph (7, F), where T' C R and E C
T x Tra x T. The nodes of the graph (T, E) will subsequently form the states
of a finite-state probabilistic system, and the edges will be used to define the
required probabilistic transitions. The symbolic semi-algorithm ProbReach which
generates the graph (T, E) is shown in Figure[2.

The algorithm ProbReach proceeds by successive iteration of predecessor and
intersection operations. For each i € N and for all currently generated symbolic
states in the set T;, the algorithm constructs the set T;41 of symbolic states
by adding to T; the typed predecessors of the symbolic states in T;, and the
intersections of these predecessors with symbolic states in T;. Furthermore, the
edge relation FE is expanded to relate the existing symbolic states to their newly
generated typed predecessors. For any two symbolic states o,7 € R, the test
o7 C M7 is decided by checking whether Empty(Diff(o, 7)) holds. Then the
termination test "T;11" C "T;7 denotes the test {67 |c € T;41} C {07 |0 €
T;}, which is decided as follows: for each o € T; 11, check that there exists 7 € T;
such that both "o C "7 and "7 C "o [10].

If the outer for loop of the symbolic semi-algorithm ProbReach terminates,
then we call the procedure ExtendEdges on the graph (7, F). Intuitively, for a
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particular edge (o, a,7) € E, the procedure constructs edges with the transition
type a and target symbolic state 7 for all subset symbolic states of o in T.
Finally, observe that the set 7" is closed under typed predecessor and intersection
operations. However, in a practical implementation of ProbReach, symbolic states
encoding empty sets of states, and their associated edges, do not need to be added
to the sets T' and E respectively.

Remark 1 (termination of ProbReach). Termination of ProbReach is reliant on
the termination of the outer for loop, because, if this terminates, T and E are
finite, and hence the procedure ExtendEdges will also terminate. Observe that
the inner for loop of the algorithm will not terminate if the set 7ra is not finite.
Now let < be a binary relation on the state space S of P such that s < ¢ implies,
for all @ € Tra and s’ € §,(s), there exists t' € §,(¢) such that s’ < ¢'. We call
such a relation a typed simulation. Let =~ be an equivalence relation on the state
space S such that s = ¢ if there exists typed simulations =<, <’ such that s <t
and t =’ s. We call a relation such as =~ a typed mutual simulation, and say =~
has finite indez if there are finitely many equivalence classes of =.

The arguments of [10] are adapted to show that ProbReach will terminate
for any symbolic probabilistic system for which there exists a typed mutual
simulation = with finite index, given that the target set F' is a set of equivalence
classes of =~. That is, we show that for all ¢ € T, the set "o is a union of
equivalence classes of =. This is achieved by proving by induction on i € N
that, for all s,t € S such that s < ¢ for some typed simulation =, if 0 € T;
and s € "o, then t € T¢™. Probabilistic timed automata and probabilistic
rectangular automata with two continuous variables exhibit such a relation, as
indicated by [3] and [9] respectively.

If the semi-algorithm ProbReach terminates, the graph (T, E) is such that each
symbolic state o € T encodes a set of states of the symbolic probabilistic system
P, all of which can reach the target set F' with positive probability. The following
lemma asserts that the states encoded by the source of an edge in E are encoded
by the appropriately typed predecessor of the edge’s target symbolic state.

Lemma 2. Let P = (S, Steps, R,"-7, Tra, D) be a symbolic probabilistic system
and let (T, E) be the graph constructed using the semi-algorithm ProbReach. For
any transition type a € Tra, if (o,a,7) € E, then "o C Tpre, (7).

Next, we construct a finite-state probabilistic system, the states of which are
the symbolic states generated by ProbReach, and the transitions of which are in-
duced by the set of edges F and the finite set of distribution templates D. That
is, we lift the identification of state transitions encoded in F to probabilistic tran-
sitions. We achieve this by grouping edges which have the same source symbolic
state and which correspond to different transition types. Then a probabilistic
transition of Q is derived from a distribution template by using the associa-
tion between target symbolic states and the transition types of the edges in the
identified group. Formally, we define a sub-probabilistic system Q = (T, StepsQ),
where Stepsqg : T — 25ubDist(T) i the sub-probabilistic transition relation Stepsg
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constructed as follows. For any symbolic state o € T', let ™ € Stepsg (o) if and
only if there exists a subset of edges £, C F and a distribution template v € D
such that:

1. if (¢/,a,7") € Er, then o' = o;

2. if (o,a,7),(0,d',7") € E, are distinct edges, then a # a';

3. the set E, is maximal;

4. for all symbolic states 7 € T

m(T) = Z v(a).

a€TraN(o,a,7)EE,

For any symbolic state o € T, any m € StepsQ(a) may be a sub-distribution,
as it is not necessarily the case that all of the transition types assigned positive
probability by the distribution template associated with 7 are featured in the
edges in F;: some transition types may lead to states which cannot reach the
target F'. Note that the finiteness of the set D of distribution templates is required
for the construction of the sub-probabilistic system Q to be feasible.

We now state the formal correctness of our algorithm (the proof can be found
n [T6]); that is, for any state s € S and symbolic state o € T such that s € "o,
the maximal reachability probability of P reaching the set "F7 of states from
the state s equals that of Q reaching the set F' from o.

Theorem 1. If Q = (T, Stepsq) is the sub-probabilistic system constructed us-

ing the algorithm ProbReach, with input given by the symbolic probabilistic system

P = (S, Stepsp, R,™-7, Tra, D) and target set F' C R, then for any state s € S:
ProbReach(s,"F7) = max__ProbReach(o, F) .

c€TNsE o

Recall from Section[2:] that the maximal reachability probability for finite prob-
abilistic systems can be computed using established methods [6].

We now describe a method which removes information from Q which is re-
dundant to the computation of the maximal reachability probability.

Remark 2 (redundant conjunction operations). The purpose of the conjunction
operation And in the algorithm ProbReach is to generate symbolic states for
which multiple transition types are available. However, taking the conjunction
of predecessors of transition types which are never both assigned positive prob-
ability by any distribution template does not add information concerning the
probabilistic branching of the symbolic probabilistic system to Q, and hence
does not affect in the computation of the maximal reachability probability. To
avoid taking such redundant conjunctions of state sets, we can replace the line
marked (%) in the semi-algorithm ProbReach with the following:

for all v € D such that v(a) > 0 do

T;41 := {And(pre,(0),0") | (¢/,b,T) € relevant(a,v, E)} UT; 41

E := {(And(pre,(0),0"),¢c,7)| (0',b,T) € relevant(a,v,E) ANc€ {a,b}}UE
end for all

where (a,b, T) € relevant(a, v, E) if and only if b # a, v(b) > 0 and (0,b,7) € E.
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Example 2 (continued). Say that we want to find the maximal probability of
the probabilistic timed automaton of Figure [I] reaching the location SR, corre-
sponding to correct receipt of a message, within 4 time units of the data arriving
at the sender. Given that the target set F' equals {(SR,y < 4)}, application of
ProbReach on the symbolic probabilistic system of this automaton results in the
construction of the sub-probabilistic system in Figure[3l As suggested above, we
do not consider symbolic states corresponding to empty sets of states. By clas-
sical probabilistic reachability analysis on this system, the maximal probability
of reaching SR within 4 time units of the data arriving at the sender is 0.995.

/1V(Dl,m§2/\y<4/\y<m+3)

T = Dlz<2Ay<2ay<z+1)

a (Dli<z<2Ay<4)
true)

(Dli<z<2Ay<?2)

(Slz<3ry<dny<z+2) Y00
1 ]

(SIm§3/\y§2/\y<m)
‘1

4 \
(ST2< 2 <3 Ay < 2)Frinermne e = (SRy <9

Fig. 3. The probabilistic system generated by ProbReach for the PTA in Figure [0

The symbolic states and the solid edges are generated by the main loop of
the algorithm ProbReach, while the dashed lines are added by the procedure
ExtendEdges. For example, there is a solid edge corresponding to a particular
transition type from the symbolic state (DI,1 < z < 2 Ay < 4) to the symbolic
state (SR,y < 4). Then, as (DI,1 < z < 2 Ay < 2) is a subset of (DI,1 <
x < 2Ny < 4), the procedure ExtendEdges adds an extra edge from (DI, 1 <
x < 2Ay < 2)to (SR,y < 4) of the same transition type. On inspection of
Figure [l and by the definition of the translation method for probabilistic timed
automata to symbolic probabilistic systems, there exists a distribution template
which assigns probability 0.9 and 0.1 to the transition types of the edges from
(DIl <z <2Ay < 2)to (SR,y < 4), and to (SLLx < 3Ay < 4Ay <
x + 2), respectively. Therefore, the distribution associated with the symbolic
state (DI, 1 <z <2 Ay < 2) shown in Figure Blis constructed.

4 Conclusions

Recall that the state space exploration algorithm presented in Section [3 iterates
predecessor and intersection operations; unlike a partition refinement algorithm,
it does not perform difference operations. Our motivation is that state sets of
many infinite-state systems, including timed and hybrid automata, are described
by constraints. If difference operations are used when intersecting state sets, then
constraints representing the states within the intersection, and the negation of
these constraints, are represented, rather than just the former.
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Note that the algorithm could be applied only to the portion of the state
space which is reachable from initial states, thereby avoiding analysis of unreach-
able states. Furthermore, the practical implementation of our approach can be
tailored to the model in question. For probabilistic timed automata, state sets
and transitions resulting from time transitions do not need to be represented;
instead, typed predecessors are redefined to reflect both time passage and edge
transitions. Observe that the state space exploration technique presented here
will only generate conver zones; non-convex zones are notoriously expensive in
terms of space.

Our method extends to enable the verification of symbolic probabilistic sys-
tems against the existential fragments of probabilistic temporal logics such as
PCTL [65], though at a cost of adding union and difference operations in order
to cater for disjunction and negation. However, to enable the verification of full
PCTL a solution to the minimum reachability probability problem is required.

Finally, we conjecture that the methods presented in this paper have signifi-
cance for the verification of probabilistic hybrid and parameterised systems.
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Randomized Non-sequential Processes

(Preliminary Version)
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Abstract. A non-sequential, i.e. ”true concurrency”, semantics for ran-
domized distributed algorithms is suggested. It is based on Petri nets
and their branching processes. We introduce randomized Petri nets and
their semantics, probabilistic branching processes. As a main result, we
show that each probabilistic branching process defines a unique canonical
probability space. Finally, we show that the non-sequential semantics dif-
fers from the classical sequential semantics, modelling a new adversary,
called the distributed adversary.

1 Introduction

A randomized distributed algorithm is a distributed algorithm where agents may
flip coins during the execution of their programs. Randomized algorithms gained
more and more attention in the last twenty years since they often solve problems
simpler and more efficient than ordinary distributed algorithms. Some random-
ized algorithms solve problems which are known to be unsolvable by ordinary
algorithms. Examples for such problems are symmetry breaking [10,12], choice
coordination [20], and consensus [2]. For a survey of randomized algorithms, see
[8].

To model randomized distributed algorithms, a formalism for modelling dis-
tributed algorithms has to be equipped with a coin flip construct. Existing
formalisms include probabilistic 1/0 automata [24], probabilistic programs [19],
probabilistic concurrent processes [1], a formalism suggested by Rao [21] which
extends UNITY [6], and probabilistic predicate transformers [15] and its related
models. Each of these models employs a sequential semantics where concurrency
is expressed by nondeterminism, i.e. a run represents a total order of events.

A randomized distributed algorithm has three important features which must
be accomodated by a model: (1) There is randomized choice. (2) There is nonde-
terministic choice. (3) There is (usually) no assumption on timing or synchrony.
To our knowledge, there is no model based on Petri nets with all three features.
We suggest a Petri net based model for randomized distributed algorithms in
this paper which we call randomized Petri nets. This model provides a basis for
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incorporation of randomized algorithms into existing Petri net based techniques
for distributed algorithms (eg [22,23]).

Furthermore, we present a non-sequential semantics for randomized Petri
nets where a run represents a partial order, viz the causal order, of events, thus
providing a basis for investigation of the applicability of partial order verifica-
tion methods [17] to randomized algorithms. Our semantics is directly based
on branching processes of Petri nets [16,7] which means that we do not use a
notion of global time or global state to construct the semantics. This absence of
explicit global states results in the non-sequential semantics being weaker than
the classical sequential semantics of randomized distributed algorithms: There
are algorithms that terminate with probability 1 in the non-sequential semantics
but not in the sequential semantics. As we will show, that is because, in our non-
sequential semantics, a nondeterministic choice never depends on the outcome
of a coin flip that happens concurrently which can be the case in the sequential
semantics.

We proceed as follows. After recalling some preliminaries, we introduce ran-
domized Petri nets in Sect. 3. The classical sequential semantics for randomized
distributed algorithms is defined for randomized Petri nets in Sect. 4. In Sect. 5,
we introduce the non-sequential semantics with the central notion of a probabilis-
tic branching process. As a main result, we show that each probabilistic branching
process defines a unique canonical probability space. Sect. 6 defines the prob-
abilistic validity of temporal-logical formulas. Sect. 7 provides some examples
which directly lead to a comparison of the sequential and the non-sequential
semantics in Sect. 8, where we explain why the new semantics models a new
adversary. A few remarks conclude the paper.

2 Preliminaries

This section collects some preliminaries which include Petri nets and their
branching processes and a few notions from probability theory. For a motivation
of these concepts we refer to the literature. In particular, we refer to [16] and [7]
for branching processes. The reader who is familiar with these concepts may skip
the corresponding paragraphs. The only definition deviating from the literature
is the definition of a conflict on page 186.

We denote the set of natural numbers by N and the closed interval of real
numbers between 0 and 1 by [0,1]. Let A be a set. The set of all subsets of A
is denoted by 2. A multiset over A is a mapping M : A — N. We write M|[z]
instead of M (z) for the multiplicity of an element x in M. A multiset M is finite if
> wea M(z] is finite. Inclusion and addition of multisets are defined elementwise,
ie. My < My if Vo € A : My[z] < Ma[z] and (My + Ms)[x] = Mi[z] + Ma[z].
If we have M; < M, then the difference My — Mj is also defined elementwise.
A set A C A will be treated as a multiset over A by identifying it with its
characteristic function.

Petri nets. A Petri net (or net for short) N = (P, T, F') consists of two disjoint
non-empty, countable sets P and T and a binary relation FF C (P xT)U (T x P).
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Elements of P, T, and F are called places, transitions, and arcs of the net
respectively. We graphically represent a place by a circle, a transition by a square,
and an arc by an arrow between the corresponding elements. We write x € N
for x € PUT where z is also called an element of N. For each element x of
N, we define the preset of © by *z = {y € N | (y,x) € F} and the postset
of z by z* = {y € N | (z,y) € F}. The set of minimal elements of N and
the set of mazimal elements of N is defined by °N = {x € N | *z = @} and
N° ={z € N | 2* = &}, respectively. For each element = of N we define the set
of predecessors of x by | x = {y € N | yFTx} where F* denotes the transitive
closure of F. We restrict our attention to nets in which for each transition ¢,
the preset *t and the postset t* are non-empty and finite'. Therefore, we have
°N,N° C P.

A marking M of a net is a finite multiset over P. A marking is graphically
represented by black tokens in the places of the net. A marking M is safe, if
Vp € P: M[p] < 1. A transition ¢ is enabled in a given marking M if *¢ < M. If
t is enabled in a marking M; then ¢ may occur, resulting in the follower marking
M, = (M — *t) +t*. This is denoted M; % M,.

A pair ¥ = (N, M°) of a net N and a safe marking M° of N is called a
net system. The marking MY is called initial marking of X. A set C C T of
transitions of a net such that [C] > 1 is called a conflict if (,c*t # 9. A
conflict C' is mazimal if there is no conflict that contains C. A conflict C' is
called free choice it Vt € C : |*t] = 1.

Fig. 1 shows a net with the safe
marking {4, B} —we write AB in the
following for short. The sets {e,c}
and {f,d} are maximal conflicts of
Y1 where {e,c} is free choice and
{f, d} is not free choice.

A computation tree ¥ of X =
(N, M?) is a (possibly infinite) labelled
rooted tree where each node is labelled
with a marking of Y and each edge
is labelled with a transition of X' such
that (i) the root is labelled with M°
and (ii) if edge (v1,v2) is labelled with
transition ¢ and node v; is labelled with
marking M; for ¢ = 1,2 then we have

Fig. 1. A net system X

My N M. There is a natural prefix or-
der on the set of all computation trees of X' and a maximal computation tree
with respect to this prefix order which is unique up to isomorphism. Fig. 2 shows
the maximal computation tree of Xy . An interleaved run (interleaving for short)
is a non-branching computation tree of X', i.e. a path in a computation tree of
X starting in the root. An interleaving 7 is mazimal if there is no interleaving of

! This is a usual technical assumption to avoid some anomalies in the non-sequential
semantics. See [4] and [7] for further explanation.
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which 7 is a prefix, i.e. if it is either infinite or its final marking does not enable
any transition.

Fig. 2. The maximal computation tree of 3y

A set E of interleaved runs is called interleaving property. An interleaving
property E such that p € E if and only if p satisfies some given formula & of a
given linear-time temporal logic is called temporal-logical interleaving property.

Branching processes of Petri nets. Let N be a net. N is acylic if for each element
x of N, we have x ¢ | x and N is predecessor-finite if for each element x of NV,
the set | z is finite. Let K = (B, F, <) be an acyclic, predecessor-finite net. A
place b € B is called condition and a transition e € E is called event. Since K
is acyclic, the transitive closure of <, denoted <7, is a partial order, which we
call causal order. We write < instead of <™ in the following. If we have z; < x5
or o < x1 then we say x7 and x4 are causally dependent. If we have x1 < xo
or 1 = xz then we write 1 < z5. Two elements are in (extended) conflict,
denoted x1 # xo, if there is a conflict {ey, ea} such that e; < x; for i = 1,2. Two
different elements are concurrent, denoted x; co xo, if they are neither causally
dependent nor in conflict.

A predecessor-finite, acyclic net K is called occurrence net, if (i) °K is finite,
(ii) for each condition b of K we have |*b| < 1, and (iii) there is no event e of
K such that e # e. Let ¥ = (IV, M?) be a net system with N = (P, T, F) and
let K = (B, E,<) be an occurrence net. Let [ : BUFE — PUT be a mapping
such that [(B) C P and [(E) C T. The pair 7 = (K, ) is a branching process of
X if (i) I(°K) = M° and (ii) for each event e of K we have [(*¢) = *I(e) and
I(e*) =1(e)°.



188 H. Volzer

®

Fig. 3. The maximal branching process 7 of Xy

There is also a natural prefix order C on the set of branching processes of a
net system X and a maximal branching process with respect to this prefix order
which is unique up to isomorphism?. Fig. 3 shows the maximal branching process
7 of X1 . A branching process of X without conflicts is called non-sequential run?
(or run for short) of X. If a run p is a prefix of a branching process 7 then p
is called a run of w. By a mazimal run of m we mean a run of m which is
maximal wrt to the prefix order. We denote the set of all runs of 7, the set of
all finite runs of 7, and the set of all maximal runs of m by R(7), Ran(7), and
Rmax (), respectively. Note that, in contrast to interleaved runs, a proper prefix
of a non-sequential run is not necessarily finite.

A (non-sequential) temporal property is a set of non-sequential runs. A tem-
poral property E such that p € E if and only if p satisfies some given formula &
of a given linear-time temporal logic is called temporal-logical property.

Probability. Let 2 be a non-empty set. A family of subsets A C 29 with 2 € A
which is closed under complementation and finite union is called a field on 2.
If A is also closed under countable union then A is called a o-field on §2. The
elements of A are called measurable sets. Let A be a o-field on 2. A mapping
P: A—0,1] is a probability measure on A if P(£2) =1 and for each countable
pairwise disjoint family F C 29 we have:

P a) =) P (1)
AeF AeF
The triple (2, A, P) is called probability space if A is a o-field on 2 and P is a
probability measure on A; o-fields are closed under intersection. Therefore, for
a given family £ C 2%, the smallest o-field containing &, denoted by o (&), is
well-defined. Then, £ is called the generator of o(E).

3 Randomized Petri Nets

This section introduces randomized Petri nets, our model for randomized dis-
tributed algorithms. We model a coin flip with two outcomes head and tail by a
2 Engelfriet shows that the prefix order constitutes a complete lattice on the isomor-

phism classes of all branching processes of a net system [7].
3 also called a process in the literature.
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(a) Simple coin flip (b) General coin flip

Fig. 4. Modelling coin flips

free choice conflict? as in Fig. 4(a). Every outcome has a probability of % A tran-
sition modelling one outcome of a coin flip is called probabilistic. A probabilistic
transition is graphically distinguished by the symbol %. A general coin flip with
n outcomes is depicted in Fig. 4(b). The transitions ¢1,... ,t, constitute a free
choice conflict. Every t; is equipped with a probability p;, depicted at the arc
leading to ¢;, such that Y . p; = 1.

A randomized net consists of a net where some transitions are distinguished
as probabilistic and a mapping assigning a probability to each probabilistic tran-
sition.

Definition 1 (Randomized net). Let N = (P, T, F) be a net and let T/"? C T
be a set of distinguished transitions, called probabilistic transitions. A conflict
C of N such that C C T/ s probabilistic. Furthermore, let p : TP — [0,1]
be a mapping such that 0 < u(t) < 1 for all t € TP, Then, the triple N =
(N, TP 1) is called randomized net if

(i) each probabilistic conflict is finite and free choice, and
(i) for each mazximal probabilistic conflict C we have

S u(t) =1 (=)

teC

The mapping p is called local coin measure of N. A pair X = (N, M°) of a
randomized net N and a safe marking M° of N is called randomized net system.

Not every conflict of a randomized net system is probabilistic. Non-
probabilistic conflicts are solved nondeterministically. Randomized net systems
need nondeterminism to model nondeterminism of randomized distributed al-
gorithms: There, we have usually no knowledge about the order of causally

4 Guided by our intuition of coin flips, we assign probabilities to free choice conflicts
only. An extended free choice conflict can be refined to a free choice conflict by a
simple, well-known construction (eg cf. [3]). This way, we may interprete also an
extended free choice conflict as a coin flip.
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independent events and the behaviour of the environment. Moreover, nonde-
terminism also models freedom of implementation. Note that there may be a
non-probabilistic transition in conflict with a probabilistic transition. Such a
transition would model the nondeterministic removal of the coin before it is
flipped.

4 Probabilistic Computation Trees

This section presents the traditional sequential semantics of randomized dis-
tributed algorithms which we easily carry over from probabilistic programs [19]
or probabilistic concurrent processes [1] to randomized net systems.

We begin with a randomized net system without concurrency and without
nondeterminism. Fig. 5(a) shows such a system X5 . We expect the proposition
“eventually C is marked”, denoted & C, to be valid in X5 with probability 1.
The meaning of such a proposition is traditionally, eg in probabilistic transition
systems, defined as follows.

[¢] a b
— =B —»
O A B (¢}

d b

DB *™C

d b

(b) ¥

Fig.5. A randomized net system and its unique maximal probabilistic computation
tree

Fig. 5(b) shows the maximal computation tree ¥ of Xy . Since X has neither
concurrency nor nondeterminism, every branching in 1) represents a coin flip, i.e.
the local coin measure assigns a conditional probability to every branch such
that the sum of the probabilities at every branching is 1. A computation tree
where every branching represents a coin flip is probabilistic. A probability space
(£2, A, P) is assigned to every probabilistic computation tree ¥ as follows. As a

preparation, we assign a probability p(7) to every finite interleaving 7 = My 2N
.3 M, by p(r) =Lz, , 1(t:) where, for ¢; & THP we set u(t;) = 1. For
55, we have p(A% B5D% B5S D)y = 1.

Let 2 = {7 | 7 is a maximal interleaving of ¥J}. In the probability space on

2 to be constructed, the probability p(7) is assigned to the set K(7) = {7’ €
2 | 7 is a prefix of 7'}. Such a set K(7) is called a cone. The set of all cones
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E ={K(7) | 7 is a finite prefix of J} constitutes the generator of the o-field A,
i.e. A =0(E). There is a unique probability space (2,4, P) such that

P(K(r)) = p(7) (3)

holds true for each finite interleaving 7. Each temporal-logical interleaving prop-
erty E is measurable in this probability space. Then, we define E to be walid
with probability p if P(E) = p. Then, < C is actually valid with probability 1 in
Xy

Fig. 6 shows a randomized net
system with concurrency as well as
with nondeterminism. Therefore, the
maximal computation tree ¥ of XYjis
not probabilistic. However we can
choose maximal probabilistic com-
putation trees from the prefixes of
¥ (X3has infinitely many maximal
probabilistic computation trees). The
choice of a maximal probabilistic com-
putation tree and therewith of a prob-
ability space (§2y,. Ay, Py) is nondeter-
ministic. Therefore, a temporal-logical
interleaving property F is defined to
be wvalid with at least probability p if
for each maximal probabilistic compu-
tation tree ¥ of 3 we have: Py(E) > p. In X3, O F is valid with at least
probability % and O(F V @) with at least probability 1, i.e. X5 terminates with
probability 1.

5 Probabilistic Branching Processes

In analogy to probabilistic computation trees, we introduce probabilistic branch-
ing processes in this section. A probabilistic branching process of a randomized
net system Y is a branching process of X such that all conflicts in it are proba-
bilistic, i.e. there is no nondeterminism in a probabilistic branching process. As
a main result, we show that there is a unique canonical probability space for
each probabilistic branching process.

Definition 2 (Probabilistic branching process). Let & = ((N, T/ 1), M°)
be a randomized net system and m = (K,l) be a branching process of X with
events E. Let B = {e € E | I(e) € TP} denote the set of all probabilis-
tic events of m. We carry over pu to probabilistic events: p : E"P — [0,1] by
w(e) = u(l(e)). We call a probabilistic conflict C C EfP of 7 complete if it
satisfies (2), i.e. if it contains all possible outcomes of the coin flip. Then, 7 is
called randomized branching process of X if all mazimal probabilistic conflicts
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of ™ are complete®. A randomized branching process m of Y is a probabilis-
tic branching process of X if each conflict of w is probabilistic, i.e. m does not
contain nondeterministic conflicts.

Since every coin flip has only finitely many outcomes, every probabilistic
branching process is finitely branching. Fig. 7 shows a finite, maximal proba-
bilistic branching process of X5 .

Fig. 7. A finite, maximal probabilistic branching process of X3

We define a probability space for each probabilistic branching process of a
randomized net system 3 which is derived from the local coin measure of X.
To do this, we define for a probabilistic branching process m the probability
p(a) that a finite run « of 7 is realized in 7. As in the sequential semantics, we
assume the stochastic independence of all coin flips and thus define p(a) to be
the product of the probabilities of all probabilistic events occurring in «: Let
EfP be the set of probabilistic events of o and y be defined on E%P as in Def. 2.
We set p(a) = 1 if EfP = & and

pla) =[] wle (4)

e€Eflip

otherwise.

Theorem 1 (Probability space of a probabilistic branching process).
Let X be a randomized net system and © be a probabilistic branching process of
Y. Let 2 = Ruax(7) and for every finite run o of m, let K(a) = {p € Rmax(7) |
a C p} be the set of mazimal runs of m that have « as a prefixz. Furthermore,
let &€ = {K(a) | @ € Ran(m)}. Then, there exists a unique probability space
(2, A, P) = (2, Ax, Py) such that A = o(&) and for all finite runs o of ™ we
have:

P(K(a)) = p(@) (5)

5 Then, the triple (K, E""P, 1) is a randomized (occurrence) net.
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The proof is done in [26] and is omitted here®. The theorem cannot be de-
rived from the corresponding theorem in the sequential semantics because a
probabilistic branching process has more structure than its sequential counter-
part, the probabilistic computation tree. The proof is technical and four pages
long but requires only basic measure theory. It mainly exploits the lattice prop-
erties of branching processes. The proof rests upon the fact that all conflicts in
a probabilistic branching process are free choice and finite.

We give now a proof sketch. A set K(«) for a finite run « of 7 is called a
cone. We have to construct a probability measure P over o(£), which is already
defined on &, i.e. on all cones, by (5). For that we have to show that P can be
extended to all complements of cones as well as to unions of cones and cone
complements. The key step in the proof is the identification of a field on {2, that
contains £ and that generates o(&). The field M that we are looking for contains
exactly all finite unions of pairwise disjoint cones, i.e.

M={ U A | F C & is finite and pairwise disjoint} (6)
AeF

The mapping P can now be extended to the field M by (1). To show that
this extension is well-defined requires the biggest effort in the proof. Further
extension of P from M to the o-field o(M) = o(€) is an application of the
extension theorem, a standard theorem of measure theory. The uniqueness of
the probability space follows from its construction.

6 Probabilistic Validity of Temporal Properties

In this section, we define what it means that a temporal property is valid with
at least probability p in a given randomized net system. To do so, we have to
restrict our attention to measurable temporal properties. A temporal property E
is measurable in a randomized net system Y if for every probabilistic branching
process w of Y, E is measurable in the probability space associated with 7.

Proposition 1. Fvery temporal-logical property is measurable in each random-
ized net system.

As in the sequential semantics, Proposition 1 is easily shown by induction over
the structure of temporal-logical formulas. The proof is given in [26]. We define
now the probabilistic validity of measurable temporal properties.

Definition 3 (Probabilistic validity). Let 3 be a randomized net system and
E be a temporal property that is measurable in X. We say that E is valid with
at least probability p if for every mazimal probabilistic branching process w of
b)) , we have:

Pr(E) = p (7)
where Py is the probability measure for w defined in Theorem 1.

5 The proof will also be available in an extended version of this paper.
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In Def. 3, we take maximality of non-sequential runs’ as the basic liveness
assumption of our semantics. To change to another notion of admissible runs,
call a probabilistic branching process admissible if all its runs are admissible®
and exchange "maximal” in Def. 3 by ”admissible”.

7 Examples

In the following, we omit the graphical representation of concrete probabilities
because they do not play any role anymore. In each of the randomized net
systems Y4 und X5, depicted in Fig. 8, two free choice conflicts are solved, one
after the other. Dependent on the solution of those conflicts, exactly one of the
four transitions e, f, g, and h is then enabled.

Fig. 8. Two randomized net systems

In ¥4, the conflict between ¢ and d is probabilistic. Therefore, whether ¢
or d occurs does not depend on whether a or b occurred before; X, terminates
with probability 1, i.e. ¢ G is valid with probability 1 in X, .

In X5, not the conflict between ¢ and d, but the conflict between a and b is
probabilistic. The solution of the nondeterministic conflict between ¢ and d may

7 also called progress.
8 or alternatively, if the set of all admissible runs has probability 1; the difference
between these notions is discussed in [9].
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depend on whether a or b occurred before: There is a maximal probabilistic
branching process m of Y5such that each occurrence of a is followed by an
occurrence of ¢ and each occurrence of b is followed by an occurrence of d. In
this 7, no run is finite, and therefore, X5 does not terminate with probability 1.

Yeund Yrin Fig. 9 are similar to the randomized net systems in Fig. 8.
Again, two free choice conflicts are solved but this time not sequentially but
concurrently to each other. In X, both conflicts are probabilistic; X4 terminates
with probability 1. This is a prominent example for randomization in distributed
algorithms: Both conflicts will eventually be solved coordinated to each other—
without synchronization. Such iterated concurrent coin flips occur in many ran-
domized distributed algorithms in the literature.

In X7, only one of the two free choice conflicts is probabilistic; X7 terminates
with probability 1, but only in the non-sequential semantics. In contrast to X,
Y7 does not terminate with probability 1 in the sequential semantics, because
there is a probabilistic computation tree of X7 where every maximal interleav-
ing is infinite. This discrepancy between the sequential and the non-sequential
semantics is further explained in the next section.

8 Non-sequential vs. Sequential Semantics

In this section, we explain the difference between the sequential semantics and
the non-sequential semantics of randomized net systems by help of an example.
Firm results, which will be provided in an extended version of this paper® require
a notion of correspondence between interleaving properties and non-sequential
temporal properties.

Sometimes, it is useful to adjust a semantics for randomized distributed algo-
rithms. Differences between differently adjusted semantics are usually described
by help of the notion of an adversary (sometimes also called scheduler). By
that we imagine that we have two players, a coin flipper and an adversary, who
interact to determine a run of a given randomized algorithm: For every finite
interleaving 7 = My, ... , M,, the adversary chooses either a non-probabilistic
transition enabled in M,,—which then occurs—or a maximal probabilistic conflict—
which is then resolved by the coin flipper by flipping a coin. Each behaviour of
the adversary generates exactly one probabilistic computation tree.

An adjustment of the sequential semantics restricts the behaviour of an adver-
sary. Usually, two kinds of restrictions are distinguished (cf.[24]): execution-based
adversaries and adversaries with partial on-line information. For an execution-
based adversary, we restrict the interleavings that are generated by the adver-

9 Those firm results were obtained after the initial submission of this paper. It turns
out that the non-sequential semantics is strictly weaker than the standard interleav-
ing semantics for those interleaving properties that disregard non-causal ordering of
events, so-called equivalence robust interleaving properties. An interleaving property
FE is equivalence robust if for all non-sequential runs p and each pair of sequential-
izations 71,72 of p, we have: 71 € E = 7 € E. Those interleaving properties that
we are usually interested in are equivalence robust.
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Fig. 9. Coordination of concurrent decisions through randomization
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sary. For example, we may postulate that the adversary is fair with respect to
the solution of nondeterministic conflicts. For an adversary with partial on-line
information, we restrict the knowledge the adversary is able to base its decisions
upon. For example, we may postulate that the adversary does not know the
entire history but only the current state. (If additionally, the adversary does not
know the outcome of prior coin flips then the randomized net system in Fig. 8(b)
terminates with probability 1 under this adversary.)

The following example suggests that the adversary associated with the non-
sequential semantics can be viewed as an adversary with partial on-line infor-
mation with respect to the adversary associated with the sequential semantics.
This adversary, we call it the distributed adversary, has in contrast to the sequen-
tial adversary, no knowledge about non-causal order of events. In particular, the
distributed adversary cannot depend the solution of a nondeterministic conflict
on the outcome of coin flips that happen concurrently to that conflict, i.e. the
distributed adversary can depend the solution of a nondeterministic conflict only
on the causal history of that conflict. To see this, we consider Fig. 10.

Fig. 10 shows the randomized net system Y, its two probabilistic branching
processes w1 and 7wy and its six probabilistic computation trees 1%; to . From
each probabilistic branching process, we can derive a set of probabilistic compu-
tation trees by sequentialization. From 71, we derive ¢; and 92 and from mo, we
derive 93 and 94. Xg shows that not every probabilistic computation tree can be
derived from a probabilistic branching process: 15 and g can neither be assigned
to 7 nor to me. The computation trees 95 and ¢ represent a behaviour of the
sequential adversary where decisions of the adversary depend on the outcome of
a concurrent, coin flip. A similar behaviour of the sequential adversary prevents
the termination of the randomized net system in Fig. 9(b) when ¢ always occurs
concurrently to b and d always occurs concurrently to a.

The characteristic property of the probability spaces of w1, 7o and of 97 to
¥4 which distinguishes them from the probability spaces of ¥5 and g is the
following. Let « be a finite run of a probabilistic branching process « and let
e be an event of 7 that is enabled at the end of «, i.e. o can be extended to
some finite run 3 of m by appending e. Then, the occurrence of a concurrent
event e’ does not influence the conditional probability of e. More precisely, if ¢/
is another event that is enabled in « such that e and e’ are concurrent and we
denote the resulting run when ¢’ is appended to a by o then we have

P(e|a) = P(ela’) (®)

where P(e|a) denotes the conditional probability that e occurs provided that
« is realized. Equation (8) holds in the probability space of each probabilistic
branching process but not necessarily in the probability space of a probabilistic
computation tree. That means that the order of concurrent events influences
probability in the sequential semantics.

Note that it is easy to simulate the sequential semantics in the non-sequential
semantics by sequentializing the randomized net system, i.e. by adding an ini-
tially marked place p to the net and connecting each transition ¢ of the net with
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Fig. 10. Non-sequential vs. sequential semantics

p by aloop, i.e. adding (p,t) and (¢,p) to F. That means that the non-sequential
semantics discriminates more systems than the sequential semantics does. This
is of course already the case for non-probabilistic systems.

9 Conclusion

Motivated by the application domain of randomized distributed algorithms, we
restricted probabilistic conflicts to be free choice conflicts. As already noted, we
could easily include probabilistic extended free choice conflicts!? as well. How-
ever, if we want to go beyond extended free choice then we have to deal with

10°A conflict C is extended free choice if for all t1,ts € C, we have *t; = *ty.
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confusion (cf. [25]) where the enabling of a conflict depends on the order of
concurrent events. We would then inevitably need a notion of time, i.e. we have
to order concurrent events, and we have to give up property (8) to construct
a probability space. Then we would come closer to models motivated by per-
formance analysis such as stochastic Petri nets [14] where we also find models
combining causality and probability (eg [5]).

As the distributed adversary'! is weaker than the general sequential ad-
versary, it might admit more efficient distributed algorithms to solve a given
synchronization- or coordination problem. This conjecture will be subject of fu-
ture work. To assume a distributed adversary rather than a sequential adversary
may result in a more faithful model in many cases. However, we must not intro-
duce new causality when implementing an algorithm which was proven correct
with respect to the non-sequential semantics—unless we take some measures such
as encryption to hide the knowledge to the adversary that is provided by the
new causality.

The adoption of verification techniques developed for the sequential semantics
such as extreme fairness [18], a-fairness [13], fairness for labels [1], and com-
putable fairness [11] to the non-sequential semantics is straight-forward because
these techniques do not depend on specific properties of interleavings. However,
these adoptions will reflect the discrepancy between the two semantics.

As suggested in this paper, the new approach raises further questions towards
further research such as

— Is the non-sequential semantics robust with respect to refinement of actions
as the non-sequential semantics of non-probabilistic systems is?
— Can we adopt partial order verification methods to randomized Petri nets?

Finally, since the non-sequential semantics strictly separates nondeterminism,
randomization, and concurrency, we hope to better understand the subtle inter-
action of these three components in randomized distributed algorithms which is
often blamed for the difficulty to verify these algorithms. This hope is already
substantiated as we were able to prove, with the new semantics, two new impos-
sibility results with respect to the power of randomized distributed algorithms
in [26] where one of these results was discovered during the development of the
semantics. These results will be subject of a forthcoming paper.

Acknowledgement. We thank Stefan Haar for substantial comments on earlier
versions of this material.
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Abstract. Although liveness and fairness have been used for a long time
in classical model checking, with process-algebraic methods they have
seen far less use. One reason for this is that most well-known process-
algebraic theories such as CSP and CCS have limited capability for han-
dling liveness properties. In this article we discuss the problems and pos-
sibilities of liveness and fairness in process algebra. We show that most
well-known semantic equivalences do not preserve enough fairness-related
information and that fairness properties are difficult to combine with the
bottom-up compositionality of process algebra. However, we also estab-
lish positive results for a useful subset of fairness properties. We develop
a method that does not assume new fairness-related constructs or rules
for processes, but uses the standard LTS model. We demonstrate the
method by removing livelocks from a communication protocol.

1 Introduction

In the verification of concurrent systems it is often important to show that the
system eventually performs some desired task. Such properties are called liveness
properties [1J15]. For proving liveness properties some fairness assumptions [2|
TTIT6/17] usually have to be added to the system, meaning that the system is
not allowed to continuously favour some choices at the expense of others.

Within classical model checking [6124] liveness and fairness have been used
in one form or another for quite some time. However, in the context of process-
algebraic methods [T9)25] they have seen relatively little use. One reason for this
is that with most well-known process-algebraic semantic models it is difficult
to express liveness properties. For example, the weak bisimilarity of CCS [19]
ignores divergences (livelocks) completely, and the CSP model [25] does not
preserve any information on a system after it has performed a divergence trace.
One problem seems to be combining liveness and fairness with bottom-up type
of compositionality. That kind of compositionality is an important advantage
offered by process-algebraic approaches for attacking the state-explosion problem
(see e.g. [27]).

A variant of CSP called CFFD (Chaos-Free Failures Divergences) [29] has
been previously developed which preserves information even after the execution
of a divergence trace, and is therefore suitable for expressing liveness properties.

K.G. Larsen and M. Nielsen (Eds.): CONCUR 2001, LNCS 2154, pp. 202-217 2001.
© Springer-Verlag Berlin Heidelberg 2001
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CFFD covers the properties expressible in linear-time temporal logic [18/21]
without the nextstate-operator (where the state-based logic is interpreted in an
action-based setting), as well as deadlocks [14]. It is also well-suited for typical
process-algebraic verification methods [26].

However, it is not clear how fairness assumptions should be used within the
process-algebraic approach. [20] and [7] describe methods where certain types
of fairness assumptions can be added to processes in a CCS-like setting. In the
former, process expressions can be augmented with the w-regular set of infinite
sequences of actions it is allowed to execute. In the latter, states of a labelled
transition system (LTS) can be marked as Biichi states, and only those infinite
executions are considered where some Biichi state is visited infinitely often.

Approaches based on some finite representation of fairness assumptions have
two levels: the ordinary operational and the additional fairness/liveness. This
creates the problem that the two levels can be in conflict with each other: the
fairness level rules out an infinite execution, while the operational level prevents
the process from stopping or choosing other actions. Furthermore, this can hap-
pen even when the process is a composition of “healthy” subprocesses that are
able to execute within their allowed sequences (see Section [3)).

In this paper we use a CSP-like process algebra with LTSs as models of
processes. LTSs are a simple, well-understood and widely accepted formalism for
describing the behaviour of concurrent processes. Therefore, we take the view
here that ordinary LTSs should be sufficient for describing process behaviour,
whether that behaviour is “fair” or not. An LTS that has been formed from a
finite LTS by adding a fairness assumption is typically infinite. However, this
is often true only of an intermediate system, and when the LTS is placed in a
larger context the result is finite. The (partial) solution we will develop later
allows us to avoid the construction of the intermediate infinite system.

It should also be noted that our approach and the above-mentioned ap-
proaches based on finite representations are not mutually exclusive. In the fu-
ture we may be able to use, say, Biichi-type fair LTSs as a finite notation for
well-defined infinite ordinary LTSs. Then we could prove how the finite represen-
tations behave with respect to parallel composition etc., by using this connection.

Other works dealing with fairness and process algebra include [2/45I8/9/10]
T2IT3]. Most of these deal with global fairness assumptions, intended to capture
the idea that all processes get execution time. All these and [7)20] are discussed
in more detail in a longer version of this paper [23].

After reviewing the basic definitions in Section 2] we will in Section Blconsider
a (hypothetical) operator that is used to add fairness assumptions to systems.
We describe the properties we believe such an operator should have in order to
be meaningful in a compositional context. We then show that most well-known
semantic models are partly incompatible with these requirements, and also that
the requirements impose limitations on the allowed fairness properties and pro-
cess contexts. However, in Section Bl we are able to establish positive results
for a small but useful subclass of fairness constraints. The approach is based
on ordinary LTSs and can be carried through on the denotational level within
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the CFFD-semantic model. In Section Bl we demonstrate the approach on the
alternating bit protocol example, and in Section [6] we present some conclusions.

2 Background

The behaviour of a process consists of executing actions. There are two kinds of
actions: wisible and invisible. Invisible actions are denoted with a special symbol
7. The behaviour of a process is represented as a labelled transition system. It
is a directed graph whose edges are labelled with action names, with one state
distinguished as the initial state.

Definition 1. A labelled transition system, abbreviated LTS, is a four-tuple
(S, X, A, 8), where

— S is the set of states,

X, the alphabet, is the set of the visible actions of the process; we assume
that T ¢ X,

— ACSx (XU{r}) xS is the set of transitions, and

§ € S is the initial state.

We use s —a— s’ as an abbreviation for (s,a,s’) € A, and this is extended
in the obvious way to s —o— s’ and s —{— , where o is a finite and £ a finite
or infinite sequence of actions. Let restr(o, A) denote the result of removal of
all actions from o that are not in A. We write s =p= s’ iff there is o such that
s —o— s’ and p = restr(o,X). s =p= is defined similarly.

Let A* denote the set of finite and A% that of infinite sequences of elements of
a set A. The empty sequence is denoted with €. We need the following semantic
sets extracted from an LTS. A trace of an LTS is the sequence of visible actions
generated by any finite execution that starts in the initial state. An infinite
execution that starts in the initial state generates either an infinite trace or
a divergence trace, depending on whether the number of visible actions in the
execution is infinite. The stable failures describe the ability of the LTS to refuse
actions after executing a particular trace.

Definition 2. Let L = (S, X, A, §) be an LTS.

— Tr(L)={0 € X*|3=0= } is the set of the traces of L.

— Inftr(L) = {§ eXv|s=t=> } is the set of the infinite traces of L.

— Divtr(L) = {0 € ¥* | 3s : §=0= 5 A s —1“— }, where 7 denotes the
infinite sequence of T-actions, is the set of the divergence traces of L.

— Sfail(L) = { (0, A) € 2% x2¥ ’ ds € S:5=0=>sA\Va € AU{r}: ~(s—a—)}
is the set of the stable failures of L.

The parallel composition operator defined below forces precisely those com-
ponent processes to participate in the execution of a visible action that have that
action in their alphabets. The invisible action is always executed by exactly one
component process at a time. We first define the product of LTSs as the LTS
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that satisfies the above description and has the Cartesian product of component
state sets as its set of states, and then define parallel composition by picking the
part of the product that is reachable from the initial state of the product.

Definition 3. Let L1 = (51,21,A1,§1) and LQ = (52,22,A2,§2) be LTSs.
Their product is the LTS (S', X, A’,8) such that the following hold:
- 58 = Sl X SQ
Y= U,
— ((s1,82),a, (s}, 55)) € A" if and only if either
o [a€ (ZLU{r})— X3 and (s1,a,8)) € Ay and s, = s2], or
o [a€ (XyU{r})— X1 and (s2,a,s5) € Ay and s} = s1], or
o [a€ X1NXsy and (s1,a,s)) € A1 and (s2,a, s5) € Az].
— 8= (51,52)
The parallel composition Li||Lq is the LTS (S, X, A, 8) such that
- S:{SES/|E|O'EE*:§:O':>S}
—A=ANISx(XU{r}) x59)
The hiding operator converts given visible actions into 7-actions and removes
them from the alphabet.

Definition 4. Let L = (S, X, A,3) be an LTS and A any set of action names.
Then hide Ain L is the LTS (S, X', A’, §) such that the following hold:
- Y =X-A
— (s,a,8") € A’ if and only if
a=17ANIeA:(s,b,s)eA oragd AN (s,a,8) € A.

An important property of an equivalence is that when a component process in
a system is replaced by an equivalent process, the system will remain equivalent
to the original one. This is formally captured by the congruence property.

[ »”

Definition 5. An equivalence “~” is a congruence with respect to a process
operator op(L1,...,Ly) iff Ly ~ LYy A-+- AN L, ~ L], implies op(Lq,...,Ly) ~
op(LY,...,L).

We now define the CFFD semantic model and equivalence, which will be our
main equivalence notion in this article.

Definition 6. Let L and L' be LTSs with the same alphabet.
— The CFFD model of L is the 3-tuple (Sfail(L), Divtr(L), Inftr(L))
— L ~crrp L —
[ Sfail(L) = Sfail(L") A Divtr(L) = Divtr(L') A Inftr(L) = Inftr(L")]

The traces are not included in the model because they can be determined
from Sfail and Divtr (see e.g. [29]). It should be noted that when certain process-
algebraic operators are used, a component called stability must be included in
the CFFD-model. This one bit of information tells whether or not there are 7-
transitions from the initial state of the LTS. However, with hiding and parallel
composition this component is not needed, so we will not use it here.

CFFD-equivalence is a congruence with respect to parallel composition and
hiding, as shown in [29], for example.
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3 LTSs, Temporal Logic, and Fairness Operators

The desired properties of reactive and concurrent systems are often expressed by
using linear temporal logic [I8J21]. We next present a straightforward adaptation
of the logic to our process-algebraic framework.

Definition 7. A formula is generated by the grammar n=
true|a| En(a) ||
YV Y| YUY, where a is an action. We also use the following derived formulae:

YAS= A~V —¢), b= ¢ =V, O = true Ut and O = ~O—.

Definition 8. Let L = (S, X, A, §) be an LTS. The set of the infinite executions
of L is infex(L) = {soalslag . | S§=80AVi>1:8_1—a;— s }

Below we will use the following notation: if 7 = sga;sias ... is an infinite
execution, then acts(n) = ajasz... and B* = $;a4;418i41Git2 - . ..

Definition 9. Let L = (S, X, A, §) be an LTS and n = spa1s1a2 ... an infinite
execution of L. Then

— L,n Etrue

LnkEaiffar =a

L,n E En(a) iff so —a— (i.e., iff 3s € S : (sg,a,8) € A)

- LJ?':“Z/J iﬁtnOtL,UPQb

LnEyVeiff LinEy orLinkE¢
—LinEyYUiffIF>0: LY EoAVE:0<k<j:Ln* =y

The properties of reactive systems are usually divided into safety and live-
ness properties [L15]. Safety properties express requirements of the form “noth-
ing bad must ever happen”. The violation of a safety property can always be
detected in a finite execution. Liveness properties express requirements of the
form “something good must eventually happen”, and the violation of a liveness
property can only be detected in an infinite execution.

Fairness properties are liveness properties which state that certain actions are
not infinitely overtaken by other actions in the choices the system makes. Two
well-known classes of fairness properties are weak fairness and strong fairness.
Weak fairness with respect to action a means that if @ is from some point on
continuously enabled, then it must be eventually executed. This can be expressed
by the formula ¢OFEn(a) = OOa. Strong fairness means that if the action is
from some point on enabled infinitely often, then it must be eventually executed.
This can be expressed by OCEn(a) = OCa.

It is customary in the verification of liveness properties to assume that the
system satisfies some fairness constraint. A fairness constraint is a fairness prop-
erty that is assumed, rather than proved, of the system. It formalises the idea
that the underlying system is fair towards processes or choices.

Let us assume that there is some fairness constraint ¢ that we would like
to express within our process-algebraic framework. We would like to have a



Liveness and Fairness in Process-Algebraic Verification 207

L L, 0 Ln

Fig. 1. The processes L, L' and L"”

corresponding “fairness operator” @4, that given an LTS L produces a new LTS
L’ whose finite behaviour (safety properties) is like that of L, but whose infinite
executions fulfill the given fairness constraint. More precisely, we want all traces
(Tr(L)) and stable failures (Sfail(L)) to stay the same (so that deadlocks are
not affected), and exactly those infinite traces (Inftr(L)) and divergence traces
(Divtr(L)) to remain that are created by some infinite execution in compliance
with ¢. These requirements are stated formally in the following.

Definition 10. An operator @4 is a fairness operator for the formula ¢ iff for
every LTS L = (S, X, A, §) each of the following holds:

— Tr(®sL) = Tr(L)

Sfail(PyL) = Sfail(L)

— Divtr(®4L) = {0 € ¥* | 3n € infex(L) : Lin = ¢ A restr(acts =0}
— Inftr(®sL) = { £ € X ’ In € infex(L) : L,n = ¢ A restr(acts(n f}

It is important to notice that this does not yet define a fairness operator,
we have just stated desired properties of a (hypothetical) operator. An obvious
requirement is also that any equivalence we use should be a congruence with
respect to the fairness operator.

However, it turns out that the above properties are not easy to achieve.
Consider the three LTSs L, L’ and L in Figure[ll These are all CFFD-equivalent;
the same holds for most process-algebraic semantic models. If we apply weak
fairness towards a, i.e. ¢(a) = COEn(a) = OCa, the divergence in the initial
state of L disappears. However, a is not continuously enabled in L', so the fairness
assumption does not remove the divergence there. Thus, ¢ ¢ Divir(®y L),
but e € Divtr(®4,)L'), and the results are not equivalent. We can try using
strong fairness instead, because this forces execution of a even in L’. However,
by comparing L and L” we can similarly show that strong fairness leads to
CFFD-different results. The conclusion from this counter-example is thus the
following:

[1

Proposition 1. “~cprp” cannot be a congruence with respect to a fairness op-
erator @ y(qy for the formula ¢(a) = COEn(a) = 0OCa or OCEn(a) = OCa.

This can also be formulated in terms of the CSP [25] and other similar equiv-
alences. For instance, L ~csp L ~csp @y(q)L" ~csp CHAOS csp Py(a)L-

Clearly the reason why most models are not congruences with respect to
the fairness operator is because they do not preserve enough information on
the enabledness of actions during infinite executions. A notable exception is
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{a} {b} {ab} {a} {ab}

AlIBIIC

Fig. 2. A, B, C and their parallel compositions, with alphabets shown

the strong bisimilarity of [I9], but as is well known, it treats invisible events no
differently from visible events, and thus does not allow us to abstract them away.

Furthermore, we would like to make one more “soundness” requirement for
the hypothetical fairness operator. This is because the fairness operator would
typically be applied to some process L (e.g. a communication channel) which
can be placed in a larger context C[-] (e.g. a protocol system). The property of
the underlying system expressed by the fairness constraint should remain the
same in the larger context. Therefore, within some reasonable limits, it should
make no difference whether the same fairness constraint is assumed of L or
of the composition C' [L] Thus, the fairness operator should ideally have the
following property of context-independence, which essentially means (limited)
commutativity with parallel composition and hiding.

Definition 11. Let ¢ be a formula expressed in terms of the actions A. A fair-
ness operator D4 for ¢ is context-independent with respect to equivalence “~7,
iff “~7is a congruence with respect to Py, and for any LTSs L and L'

— (PyL) || L' ~ P4(L|| L") [Note that 4|” is a commutative operator.]
— if BAA=0, then hide Bin $,L ~ &hide Bin L

However, as readers familiar with process algebra may already expect, the
property of context-independence cannot be fulfilled by an equivalence that pre-
serves liveness properties, even if it is as detailed as strong bisimulation. This
is essentially because other processes can interfere with the actions we use to
declare fairness.

As an example, if we want that process A in Figure 2] always gets a chance
to eventually execute a in the combination A||B, we can declare either weak or
strong fairness towards a. The resulting process has no executions ending in an
infinite sequence of b’s, so there are none even when this process is combined
with C. Consequently, there are no divergences after we hide b from the result:
Divtr(hide b in (94 ) (A || B) || C)) = 0. However, if we combine A || B with C
before adding the fairness constraint, the result is able to execute b because a is
not enabled in the combination A || B|| C. This turns into a divergence when we
hide b: ¢ € Divtr(hide bin @4(,)(A|| B|| C)). This shows that if an equivalence
distinguishes whether there are infinite 7-executions in a process or not, the
fairness operator @4,y cannot be context-independent with respect to it.

Proposition 2. Let “~” be an equivalence such that L ~ L’ implies Divtr(L) =
0 < Divtr(L") = 0, and let ¢(a) = COEn(a) = OCa or OCEn(a) = OOa.
Then, no fairness operator @4,y is contert-independent with respect to “~7.

'~

! Practical application of this principle is demonstrated in Section
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The same example (easily translated into CCS) can be used to illustrate a
point mentioned in Section [l Namely, if we used “infinitary restriction” as in
[20] and, say, restricted A|| B to the set (b*a)®, this would not cause any prob-
lems. However, the result of combining this process with C' would be equivalent
to A||B||C restricted to the empty set of sequences, which is obviously an
“impossible” situation.

In the next section we will, however, propose a partial solution that does not
suffer from any of the above-mentioned problems. Furthermore, it is compatible
with the CFFD-semantics, and therefore allows us to use existing CFFD-based
verification tools. We achieve this by restricting our scope in two ways. Firstly,
we consider only a specific set of fairness constraints. Secondly, we restrict the
set, of processes for which we apply the constraints.

4 LTSs as Fairness Operators

Similarly as in [20], we will no longer consider fairness assumptions based on
the enabledness of actions. Instead, we will consider fairness assumptions of the
following form, which seem to occur frequently in proofs involving fairness:

Obay V-V IOOay, = 0O0b V.- VOO,

Here, m > 0, n > 0, and the interpretation is “if one of ai,...,a, occurs
infinitely many times then one of by,...,b, also has to occur infinitely many
times”. In case n = 0 the formula reduces to =(0<Cay V - -+ vV O<Ca,,), with the
interpretation “ai, ..., a, cannot occur infinitely many times”. From now on we
will denote this formula by ¥ (ay, ..., am;b1,...,by).

Below we define an LTS which has all possible traces but only those infinite
traces that model the fairness property. Furthermore, it has no divergences and
the only actions it is allowed to refuse are the a;-actions after executing one of
these actions. We then define the fairness operator by using such an LTS and
parallel composition. The idea of a “fairness LTS” was used in an application-
specific way in [22] to ensure that neither side of a bidirectional communication
protocol is starved. There, the result was obtained by using a finite upper and
lower approximation of the LTS representing the property, together with some
manual reasoning. Here, we intend to provide a general theory that allows using
the above class of fairness properties in all applicable systems.

Definition 12. L = (S, X, A, 3) is a fairness LTS for ¢(a1,...,am;b1,...,by)
if and only if ¥ ={a1,...,am,b1,...,b,}, and

Tr(L) = 2

— Divtr(L) =10

— Sfail(L) € X* x {0} U Z*{ay,...,am} x 2{ar-am}

Inftr(L) = ¥ — X*{a1,...,am }*

It is easy to see that the LTS L, defined below has the desired properties. It is
also easy to see that the operator definition given later would produce equivalent
results in terms of CFFD if we used any other LTS with these properties.
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Fig. 3. A fairness LTS for actions a and b

Definition 13. For a formula ¥(ai,...,am;b1,...,by), let Ly be the LTS
(S, X, A,8), where

— S ={s0} UUZ, 58" where S" = {s{,s5,...,s} and s} # s;; unless i =i’
and j = j'

—E:{ah...,am,bl,...,bn}

A:{(s,bk,sg) seS Al Skgn} U Use, A%, where A" =

{(sg,ak,sﬁ)|1§k§m}u{(s§,ak,s§-+1)|1§j<i/\1§k§m}

S

258

Proposition 3. Ly is a fairness LTS for ¥(aq,...,am;b1,...,by).

Figure B illustrates L, corresponding to fairness constraint i(a;b). It has
a-branches of length 1, 2, 3, ... from the initial state, and from every state
(including the initial state) it is possible to return to the initial state with b.
In case m > 1 and/or n > 1, the a and b-actions are repeated for every a;, b;,
respectively. In case n = 0, we get the fairness LTS by removing all the b-actions.

The fairness LTS has to be infinitely branching, because there does not exist
a finitely branching divergence-free LTS with all finite traces but with only the
allowed infinite traces. However, this does not cause any problems for us on
the denotational level, because CFFD-equivalence is a congruence even among
infinitely branching LTSs. We would also like to emphasise that the fairness LTS
is a theoretical tool by which we can add a fairness assumption to a system in
a consistent way without having to create a complicated special theory for this
purpose. When applying fairness to verification we will not actually construct
the infinite fairness LTS, as will be explained in the next section.

As indicated above, before we define the actual fairness operator we have to
restrict the set of LTSs to which it can be applied. Intuitively, we could require
that in these LTSs the actions a; always start at unstable states. Such a state
has already the nondeterminstic choice of taking a 7-transition instead of the a;-
transition, and stable failures are not affected by refusing a;. However, it turns
out that a related but weaker requirement suffices:
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Definition 14. LTS L = (S,X,A,8) is  compatible  with
(ar, .. yamibr, .. b)) iff {a1,...,am,b1,...,00,} C X and V(o,A) €
Sfail(L) : (o,AUA{a1,...,am}) € Sfail(L). The set of LTSs compatible with 1)
is denoted COMPy,.

Note that the given condition can be determined from the CFFD-model of an
LTS, so its validity is preserved when a system is replaced by a CFFD-equivalent
one.

The fairness operator ¥, can now be defined simply as follows.

Definition 15. For a formula ¢¥(a1,...,am,b1,...,bn), Wy(L) = L || Ly.

The following result shows that ¥, really is a fairness operator in the sense
of Definition [[0] We omit the proof which is based on Proposition [3, Definition
2] Definition [[4] and the properties of “||”.

Proposition 4. When used on LTSs from COMPy, ¥y is a fairness operator
for(a, ... am;b1, ..., by).

As our approach is “one-level”, there obviously cannot be a similar conflict
between the operational and fairness levels that is possible with “two-level”
approaches, as discussed in Section[I] In our approach, if a process were unable to
execute within the allowed infinite execution sequences, this would present itself
as new deadlocks. Therefore, the above result is especially important, because it
shows that this will never happen. Furthermore, unlike in some other approaches,
the fact that subprocesses can stop executing (e.g. when blocked by others) does
not cause any problems in our approach.

The congruence property follows directly from the congruence property of
“~cpep” with respect to “||”, and context-independence from the commutativity
and associativity of “||” and from a commutativity property of “||” and “hide”.

Proposition 5. “~crrp” is a congruence with respect to Wy.

Proposition 6. ¥, is contert-independent with respect to “~crrp”.

It is also easy to see that compatibility is preserved by our fairness operators
and that our fairness operators commute among themselves.

5 Verification Example

Although the above approach is consistent for the given class of fairness proper-
ties, it involves infinite LTSs. This does not mean, however, that the solution is
only a theoretical one. Often the infinite LTS produced by the operator is only
an intermediate subsystem, and the complete system, where the subsystem is
composed with other processes and actions are hidden, is finite. We can take
advantage of this by using the context-independence property.



212 A. Puhakka and A. Valmari

sd0, sd1 Id 1q0, rd1

DataChannel
send —— Sender
AckChannel

ra0, ral sa0, sal

Receiver —rec

Fig. 4. The alternating bit protocol

When we have constructed a finite system P and noted that it contains
divergences, we may find it reasonable to make certain fairness assumptions
about some components of the system. Including the assumptions as fairness
operators creates a modified system P’. By the context-independence property
we can move the fairness operators and the hiding of the actions involved from
the subcomponents to the topmost level of compositional system construction.
There we can check the effect of the fairness operators/LTSs on the system
without actually having to construct the fairness LTSs. The theory automatically
guarantees that the finite behaviour (traces and stable failures) of P’ is the same
as in P. The first thing we check is that the infinite traces of the system are
unaffected (it can be shown that the new system P’ will be finite precisely
when this is the case). We then check that all divergences are caused by infinite
executions that are removed by the fairness operators. If this is true, we have
shown that P’ is the same as P but without the divergences.

We illustrate this approach by applying it to the well-known alternating bit
protocol [3]. This protocol is intended for sending messages over channels that
can lose messages, but cannot reorder them. There are two one-way channels, one
for the data from the sender to the receiver and another for acknowledgements
from the receiver to the sender, as depicted in Figure Bl Acknowledgements are
needed because messages can be lost. If the acknowledgement for a message
is not received in time, the protocol attempts retransmission. In order not to
confuse new messages with retransmissions, each message and acknowledgement
contains a sequence number, which is either 0 or 1.

Fig. 5. The LTSs of the components of the alternating bit protocol
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P
A send 0

rec

Fig. 6. The reduced global behaviour of the alternating bit protocol

Our LTS definitions of the sender (5), data channel (DC), acknowledgement
channel (AC) and receiver (R) are shown in Figure Bl For simplicity we do not
model the data content of messages, as it does not directly affect the behaviour
of the protocol. The sender gets a sending request from the user, and then
sends a data message to the data channel with the appropriate bit value. If a
correct acknowledgement is not received in time, the sender makes a timeout by
executing the invisible 7-transition and then sends again. The sender contains
some extra transitions for consuming unexpected acknowledgements. The data
channel gets a message from the sender and then chooses either to lose it (Id)
or pass it through (7) and give it to the receiver. The acknowledgement channel
works similarly. When the receiver gets a data message with a new bit value,
it declares it with rec and sends an acknowledgement. For repeated messages it
only sends an acknowledgement.

We hide the internal actions I = {sd0, sd1,ld, rd0,rd1, sa0, sal,la,ra0,ral}
from the total system and leave only the external actions {send,rec} visible.
Then the complete system P = hide I in (S|| DC'|| AC || R) is reduced with a
CFFD-preserving reduction algorithm [28]. The result is shown in Figure [6l We
note that the behaviour is otherwise acceptable, but there are two 7-loops, i.e.
divergences, in the system. We cannot know with certainty that after entering
one of these loops the system ever executes any more visible actions.

The channels can lose all messages that are given to them. We can therefore
guess that the divergences are caused by an infinite sequence of retransmissions
and losses of messages in the channels. If we assume that the channels cannot
lose an infinite number of messages, the divergences should then disappear. We
will now formally verify that this is the case by using fairness operators. Let P/ =
hide I in (S || (W 140) DC) || (W 1a)AC) || R), where 1 (Id) = ~0<ld and Y(la) =
—-0<Cla. We are allowed to use these operators because the states where [d and
la start are unstable, and thus DC and AC are in COMP 14y and COMP 4,
respectively. By the context-independence property this is equivalent to:

hide {Id, la} in ¥y,4)Wya) (hide I' in (S || DC || AC || R)),

Fig. 7. Like Figure[6l but now also Id and la are visible
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P’ send

>

rec

Fig. 8. The behaviour with the fairness assumption

where I’ = I — {ld,la} (this shows the usefulness of context-independence).
The inside process PT = hide I’ in (S || DC|| AC || R) after CFFD-reduction is
shown in Figure

We can now determine the CFFD-model of P’. By Proposition [ Sfail(P’) =
Sfail(P). As for Inftr, the only infinite trace of P (Figure ) is (send rec)®, and
from Figure [1 we see that this infinite trace is possible without any ld- or la-
actions. Therefore, it does not violate ¥ (Id) or ¥ (la), so Inftr(P’) = Inftr(P). As
for Divtr, there are no divergences in Figure [ so any divergences would have to
emerge in hiding from infinite traces ending in {id,la}*. However, the fairness
operators remove all such infinite traces, so Divtr(P’) = (). We can conclude that
the behaviour of P’ is as shown in Figure ] and this is clearly acceptable.

However, we can obtain an even better result. We made the assumption
that the channels can only lose a finite number of messages, during their entire
operation. We will next try the weaker assumption that the channels can only
lose a finite number of messages between passing messages through, i.e., that
the channels cannot from some point on lose all messages. Therefore, let P =
hide Ain(S || ¥y 4;rd0,ra1) DC || W 1asra0,ra1)AC || R ). As before, ¢(ld; 7d0, rd1)
means OCId = OCrd0 v OOrdl, and so on. By following the same arguments
as above, Sfail(P") = Sfail(P) and Inftr(P") = Inftr(P).

Because even infinite ld- and la-executions are now possible, for Divtr we
need a larger diagram where also rd- and ra-actions are visible. We do not show
the diagram (with 34 states) here, but it is straightforward to check from it that
all infinite traces that could turn into divergences violate either ¥ (Id;rd0,rd1)
or ¥(la;ra0,ral), so Divtr(P"”) = (. Thus, even with the weaker assumption,
the behaviour of the protocol is the LTS in Figure [S.

We would like to emphasise that although the part of the proof done by
investigating Figure [ and the corresponding 34-state LTS was itself a model
checking task, this does not mean that our approach reduces to classical model
checking. Firstly, in classical model checking, the complete state space would
have to be used instead of Figure [[1 In the example the complete state space
contains 268 states. Figure [[ can be constructed with any CFFD-preserving
reduced LTS construction method that avoids the construction of the full state
space, of which there are many. Secondly, the final result of our analysis was not
the answer “yes, the formula holds”, but the LTS in Figure[8 This LTS not only
allows us to verify all properties preserved by the equivalence, but it can also be
placed as a component in further compositional analysis.
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6 Conclusions

In this article we have been studying the use of fairness and liveness in process
algebra. We proposed intuitively reasonable requirements for a hypothetical op-
erator that would implement fairness constraints. However, we showed that there
are incompatibilities between these requirements and most well-known semantic
models. One problem is that the models do not sufficiently preserve information
on the enabledness of actions in the infinite executions of the system. We also
demonstrated that the compositionality of process algebra imposes limitations
on the use of fairness. This is because outside processes can interfere with the
actions which we use to define a fairness constraint.

However, we presented an approach where a particular class of fairness con-
straints can be used within the ordinary LTS model and our existing composi-
tional semantics. We showed that the approach is compatible with all the stated
requirements, and we used it to remove livelocks from an example protocol. To
avoid the above inconsistency with compositionality there are two possible ap-
proaches: we can restrict the set of target processes for the fairness operator,
and/or we can restrict the set of contexts within which the property of context-
independence is guaranteed. The approach we took here was the former.

Obvious topics for further research are enhancing the automated support for
the approach and extending the results to a larger set of fairness properties. It is
also important to note that our approach does not rule out finite representations
such as Biichi automata or w-regular languages, used in [7J20]. These could be
used as finite representations for certain well-defined infinite ordinary LTSs, so
that the behavioural properties of these finite representations would be proved,
rather than defined, by us.
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Abstract. Bounded model checking has been recently introduced as an
efficient verification method for reactive systems. In this work we ap-
ply bounded model checking to asynchronous systems. More specifically,
we translate the bounded reachability problem for 1-safe Petri nets into
constrained Boolean circuit satisfiability. We consider three semantics:
process, step, and interleaving semantics. We show that process seman-
tics has often the best performance for bounded reachability checking.

1 Introduction

Bounded model checking [3] has been proposed as a verification method for
reactive systems. The main idea is to look for counterexamples which are shorter
than some fixed length for a given property. If a counterexample can be found,
then the property does not hold for the system. If no counterexample can be
found using this bound, usually the result is inconclusive. The decision procedure
most often used in bounded model checking is propositional satisfiability. Given
the transition relation of the reactive system to be model checked, the property,
and the bound n, the transition relation and property are “unrolled” n times to
obtain a propositional formula which is satisfiable iff there is a counterexample
with bound n. The implementation ideas are quite similar to procedures used in
AT planning [11115].

In this work we apply bounded model checking to asynchronous systems.
More specifically, we translate the bounded reachability problem for 1-safe Petri
nets into constrained Boolean circuit satisfiability. This work can be seen as
a continuation of the work done in [9]. There we discuss using the step and
interleaving semantics for bounded reachability, while the formalism into which
the problem is translated being logic programs with stable model semantics.
The main contribution of this paper is that we show that the so called process
semantics of Petri nets [1J2] can be used to improve the efficiency of bounded
model checking. Namely, also the process semantics can be efficiently encoded
into constrained Boolean circuits.
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As an additional contribution we report on an implementation called punroll,
which uses the BCSat constrained Boolean circuit satisfiability checker to check
whether the generated constrained circuit is satisfiable, thus solving the bounded
reachability problem.

The structure of the rest of the paper is the following. First we introduce
Petri nets and the three different semantics in Sect.[2 Then we shortly introduce
constrained Boolean circuits in Sect. Bl and in Sect. H] show how the bounded
reachability problem can be translated into them. After that we discuss our
implementation and experiments in Sect.[5l and finish with conclusions in Sect. [6l

2 Petri Nets

We will now introduce Petri nets. A net is a triple (P, T, F), where P and T
are disjoint sets of places and transitions, respectively, and F is a function (P x
T)U (T x P) — {0,1}. Places and transitions are generically called nodes. If
F(z,y) = 1 then we say that there is an arc from x to y. The preset of a node
z, denoted by ®z, is the set {y € PUT | F(y,x) = 1}. The postset of x, denoted
by x°, is the set {y € PUT | F(z,y) = 1}. In this paper we consider only finite
nets in which every transition has a nonempty preset and a nonempty postset. A
marking of a net (P, T, F) is a mapping P — IN (where IN denotes the natural
numbers including 0). We identify a marking M with the multiset containing
M (p) copies of p for every p € P. For instance, if P = {p1,p2} and M(p;) = 1,
M(p2) = 2, we write M = {p1,p2,p2}. A 4-tuple X' = (P, T, F, M) is a net
system if (P,T,F) is a net and My is a marking of (P, T, F') (called the initial
marking of ). We will use as a running example the net system in Fig. [Il

2.1 Step Semantics

To save some space, we define the behavior of a net system through step seman-
tics. The (usual) interleaving semantics will then be defined later based on this
more general concept.

A step is a non-empty set of transitions S C T [ We denote a step by [S).
A marking M enables a step S if for all p € P it holds that M(p) > >, . ¢ F(p,1t).
If the step S is enabled at M, then it can fire or occur, and its occurrence leads
to a new marking M’ defined as M'(p) = M(p) + > ,cq(F(t,p) — F(p,t)) for
every place p € P. We denote this firing of a step by M[S)M’.

A (possibly empty) sequence of steps o = [So)[S1) - [Sn—1) is a step execu-
tion of the net system X = (P, T, F, My) if there exist markings M;, Ma, ...,
M,, such that My[So)M1[S1) - Mp—1[Sn—1)M,. The marking reached by the
occurrence of o is M,,. A marking M is a reachable marking if there exists a step
execution o such M is reached by the occurrence of o. A marking M is reachable
with bound n if there exists a step execution o consisting of (exactly) n steps

! We only consider a class of nets where the transitions cannot be self-concurrent.
Therefore a set suffices and multisets, i.e., bags are not needed.
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Fig. 1. Running Example

such M is reached by the occurrence o. Correspondingly we say that a marking
M is reachable within bound n if there exists an integer 0 < ¢ < n such that M
is reachable with bound 3.

In our running example the step [t1,t2) is enabled in the initial marking and
thus {p1,p2}[t1,t2){ps,pa}. The marking {ps,ps} is reachable with bound 3, as
{p1, P2} t2){p1, patlts, t3){p3, ps}te){p3, pe} is a step execution.

A marking M of a net is n-safe if M (p) < n for every place p. A net system X
is n-safe if all its reachable markings are n-safe. In this work we restrict ourselves
to net systems which are 1-safe. They are quite an interesting class, as e.g., net
systems arising from synchronization of state machines are 1-safe. Note that for
1-safe net systems all reachable markings are reachable within bound n = (2‘P I—
1). Thus the set “marking reachable within bound n” can be seen as a lower
approximation of the set of reachable markings which improves as the bound
n increases. See discussion in [3] on how to check whether a bound is sufficient
for completeness. Quite often a much smaller bound than the one discussed
above suffices for completeness. For a general discussion of the computational
complexity of verification problems for 1-safe Petri nets, see e.g., [6].

2.2 Interleaving Semantics

An interleaving execution is a step execution My[So)M1[S1) - My—1[Sn—1)M,
such that for all 0 < i < n —1 it holds that |S;| = 1. A marking is reachable in
the interleaving semantics if there exists an interleaving execution o such that
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M is reached by the occurrence of o. The bounded versions of reachability are
defined similarly to the step case.

Again in our example the marking {ps3, ps} is reachable in the interleaving se-
mantics with a bound 47 as {p17p2}[t1>{p23p3}[t2>{p3,p4}[t3>{p3vp5}[t6>{p37p6}
is an interleaving execution. Notice however, that the marking {ps,ps} is not
reachable in the interleaving semantics with bound 3.

It is well known, see e.g., [I] that for the net class used here the set of
reachable markings in the step and interleaving semantics coincide. However,
in bounded model checking using step semantics might be useful, as in many
cases markings can be reached with a smaller bound than in the interleaving
semantics.

2.3 Process Semantics

However, there is a problem with steps. Namely, there can be several step execu-
tions which intuitively represent the same “concurrent behavior”. These can in
bounded model checking introduce search space which can adversely effect the
running time of the solver used. To avoid this we will use a well known semantics
from the literature called the process semantics, see [12].

We will now recall from the literature a construction which constructs a
process from a finite step execution. The following is a modified version (simpler
because of 1-safeness) of the Construction 4.9 in [I.

For this definition we need some additional notation. For anet N = (P, T, F')
the function Maz(N) = {z € P | z* = 0}. Let L be a finite set. A labelled net is
a 4-tuple (P, T, F,l), where (P,T,F) isanet and I: P U T — L is a labelling.

Definition 1. (Derivation of process from step execution.) Let X =
(P,T,F,My) be a net system and let o = [So)[S1) -+ [Sn—1) be a sequence
of steps such that My[So) My [S1) -+ [Sn—1)M, is a step execution of X. We
associate with o a labelled net I1(c) by creating a sequence of labelled nets
N; = (B;, F;, Gy, ;) with labelling l; © B; U E; — P UT by induction on i,
where 0 < i < n.

(i=0): Ey =0, Go =0, and By contains for eachp € P such that My(p) = 1
a place b with ly(b) = p.
(i =i+ 1): Suppose that N; has been constructed.
First we require that everything in N; is also in N;41. For all x,y € B; U E;:
x€B;=>x€Biy1,z€E = x€Eiy, (x,y) € G = (x,y) € Giy1 and
liv1(z) = li(z).
Then for each t € S; do the following:
o for each p € *t find the place b(p) € Max(N;) such that 1;(b(p)) = p,
e add a new transition e to F; 11 with l;11(e) =t and add (b(p),e) to Git1
for all p € °t,
o for each p € t* add a new place V' (p) to Biy1 with li1;(b'(p)) = p and
(e,t'(p)) € Gis1-

Finally take I1(c) = Ny, = (Bp, En, Gp, ln).
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The construction above is fully deterministic (as this version is for 1-safe nets
only) and thus the result is unique up to isomorphism. This fact is well known,
see e.g., the discussion of a similar definition, Def. 3 in [12]. For simplicity, from
now on we will identify all isomorphic processes as being equivalent.

Consider now our running example in Figure [I. It has a step execution
{p1, p2}t2){p1, pa}tlts, ts){ps, p5}te){P3. pe}. Now given o = [t2)[t1,15)[te) we
can construct the process I1(o) given in Figure[2, where the labelling ! of nodes
is given in parenthesis.

b1(p2) e1(t2) b3 (pa) e3(t3) b5 (ps) ea(te) b6 (ps)
@, [ ] O [ ] O [ ] O
b2(p1) ea(t1) ba(ps)

]
O (1 O
Fig. 2. A process m = (B, E, G,1)

It is easy to see that for example also the sequences of steps o =
[tl,t2>[t3>[t6>7 o’ = [t2>[t3>[t1,t6>7 and o = [t1>[t2>[t3>[t6> will yleld the same
process, i.e., II(¢’) = II(¢") = II(¢"") = II(c). All of these step executions
“solve the arising conflicts” in the same way and lead to the same final marking
of the process m, i.e., [(Maz (7)) = {ps, ps}. Thus if we are only interested in the
final marking it should intuitively be sufficient to only generate one of them. We
will now show how this can be done in bounded reachability checking.

We present an algorithm which given a process m gives a sequence of steps
FNF (r) (for Foata normal form of w) which together with X' fully characterizes
the process 7. The Algorithm [Tl computes the Foata normal form of a process. It
is the algorithm presented on page 47 of [16] (with small notational changes). We
define some notation for the algorithm. Given a set of transitions C' C E of the
process m = (B, E,G,1), let G* be the transitive closure of the flow relation G,
and define MinE(C) ={e € C | for all ¢’ € (C'\ {e}) it holds that (¢’,e) & G*}.

Assume that we are given a Foata normal form FNF(7) = [So)[S1) - [Sn—1)
for a process 7 of a 1-safe net system Y. It is easy to prove that there are mark-
ings My, Ms, ..., M, such that in the initial state M, of X the step execution
M0[50>M1 [S1>M2 s Mn_l[Sn_1>Mn can occur.

This normal form is actually the Foata normal form from the theory of
Mazurkiewicz traces, see e.g., [3]. It is only (quite trivially) adapted to pro-
cesses of 1-safe net systems. To our knowledge it was first applied to processes of
1-safe net systems in the verification algorithm setting in [7]. (The fact that the
technique used is a Foata normal form is discussed in more detail in an extended
version [8], as well as in [16].)
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Algorithm 1 The Foata normal form of a process

input: A process 7 = (B, E, G, 1) of a 1-safe net.
output: Foata normal form of 7: A sequence of steps FNF = [So)[S1) « -+ [Sn—1).
begin
C:=E;
FNF :=¢;
while C # () do
S :=1(MinE(C));
FNF := FNF - [S);
C:=C\ MinE(C);
endwhile
return FNF;
0 end

= © 00 O Uik Wi

When run on the process 7 of Figure 2] we will get the result FNF(w) =
[t1,t2)[t3)[te). This intuitively corresponds to a step execution which is “greedy”,
i.e., it always fires transitions at the earliest possible time moment, while still
respecting the structure of the process m. Thus the step execution in Foata
normal form is always among the shortest which yield the process .

The Algorithm [ gives an easy way of generating a Foata normal form of
a process. We will in our implementation use a different definition, which is
equivalent but more suitable for the implementation techniques we use. (We have
not found this version in the literature. However, it is just a simple adaptation
of the version for traces, see e.g., [5].)

Definition 2. The sequence of steps o = [So)[S1) - [Sn—1) is a step execution
of a 1-safe net system X in Foata normal form if:

(a) 0 =€ (i.e., o is the empty step sequence), or
(b) There are markings My, Ma, ... , M, such that in the initial state My of X
the step execution Mo [So) My [S1)Ms -+ My _1[Sn—1)M,, can occur, and:
e Foreach1<i<n—1 and for each t € S; there exists a transition t' in
S;_1 such that t'* N*t # 0. (Fach transition t in step i with 1 > 1 has
some transition t' in step i — 1 which generates some part of its preset.)

Now there is a bijection between processes and step executions in Foata
normal form. Given a step execution o one can construct the corresponding
process m = II(0), and given the process m we can construct the step execution
o' = FNF(r) and in fact o/ = o iff 0 was in Foata normal form (according to
Def. ). Thus they both describe the same concurrent behavior. It is therefore
only a matter of taste whether one talks about processes or step executions
in Foata normal form. We have chosen to talk about processes and process
semantics, as that is the terminology most often used in Petri net literature [IJ
2]. Our actual implementation is, however, based on the definition of the Foata
normal form for step executions, namely Def. 2.

We thus define the process semantics as follows. A marking M is a reach-
able in the process semantics if there exists a step execution o in Foata normal
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form, such that M is reached by the occurrence of 0. The bounded versions of
reachability are again defined similarly to the step case.

To rephrase our discussion, here is the (not surprising) main result used in
bounded model checking with process semantics.

Theorem 1. Let X be a 1-safe net system. A marking M is reachable within
bound n in X iff in the process semantics M is reachable within bound n in X.

3 Boolean Circuits

This section is largely based on the presentation of [I0]. A Boolean circuit is
an directed acyclic graph where the nodes are called gates. The gates with no
outgoing edges are output gates and input gates are those gates which do not
have incoming edges nor an associated Boolean function. Each non-input gate
has a Boolean function associated with it and it “calculates” the output value
from the values of its children. Boolean circuits can be expressed with Boolean
expression systems. Given a finite set V of Boolean variables, a Boolean equation
system S over V is a set of equations of the form v = f(v1,...,vx), where
v,V1,...,0 € V and f is an arbitrary Boolean function. Boolean circuits can
now be seen as Boolean equation systems with the following two properties. (i)
Each variable has at most one equation. (ii) The equations are not recursive. (In
the sense that the variable dependency graph [10] is acyclic.)

A truth valuation for S is a function 7 : V — {true, false}. A valuation is
consistent if 7(v) = f(7(v1),...,7(v)) for each equation in S. The constrained
satisfiability problem for Boolean circuits is the following: given that variables
¢t C V must be true and variables in ¢~ C V must be false, is there a consistent
valuation that respects these constraints? We call such a truth assignment a sat-
isfying truth assignment. The constrained Boolean circuit satisfiability problem
is obviously an NP-complete problem under the plausible assumption that each
Boolean function in the system can be evaluated in polynomial time.

In the rest of this paper we use Boolean circuits where the following Boolean
functions are used as gates:

— T is always true.
— 1 is always false.
— not(v) = true iff v is not true.

— or(v,...,v;) = true iff at least one of v;, 1 <i < k is true.
— and(vy, ... ,v;) = true iff all of v;, 1 < i < k are true.
— cardj (v1,...,v;) = true iff for the cardinality ¢ of the set of variables v;

which are true it holds that L < ¢ < U. (Where L and U are fixed constants
0<L<U)

The function cardg(vl, ..., Ug) is actually a family of functions. We use in this
work only the special form cardé(vl, ..., Vk), which is true if less than two of the
variables in the set {vy,... ,v;} are true. We will show that this function is quite

useful for compactly encoding which transitions can not be fired concurrently.

2 Note the use of within instead of with. A marking may be reachable with a bound n
and only reachable with bound ¢ in the process semantics, where i < n.
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4 Translating Bounded Reachability into Boolean
Circuits

We will now present how to translate the bounded reachability problem for 1-safe
nets into constrained satisfiability problem for Boolean circuits. The Figures [3H5]
give parts of the translation for our running example of Figure[ll We suggest the
reader to consult them while reading the definition of the translation. Consider
a l-safe net system X' = (P, T, F, My) and a fixed bound n. We first construct
(in (a)-(b) below) a constrained Boolean circuit which captures the possible step
executions of X' of length < n, where n > 0.

(a) To capture the initial marking, for each place p; € P we create a gate p;j(0)
and associate T as the function if My(p,;) =1, and L otherwise.
(b) For each step 0 < i <n —1 we add the following gates:

1.

10.

For each transition t; € T we create an input gate t;(¢). If this gate is
true, it intuitively means that the transition t; fires in step i.

For each place p; € P we create an or gate gpj(i + 1) with the children
{t1(?), ... ,t(?)}, where {t1,... ,tx} is the preset of p;. The gate gp;(i+
1) will be true if some transition in step ¢ generates a token to the place
Pj-

. For each place p; € P we create an or gate rpj(i + 1) with the children

{t1(4),... ,t(9)}, where {t1,... ,t;} is the postset of p;. The gate rp;(i+
1) will be true if some transition in step ¢ removes a token from p;.
For each place p; € P we create a not gate nrpj(i + 1) with the child
rpj(2 + 1).

For each place p; € P we create an and gate fpj(¢ + 1) with the children
pj(¢) and nrpj(i+1). The gate fp;(¢ + 1) is true when a place p; contains
a token before step 7, and no transition removing tokens from it appears
in step i.

For each place p; € P we create an or gate pj(i + 1) with the children
gp;(¢ + 1) and fpj(¢ + 1). The gate pj(i + 1) is true when after step ¢ the
place p; contains a token. (Either a token was generated in step i or a
token residing on the place p; before step ¢ still remains on the place p;
after the step 1.)

For each transition t; € T we create an and gate ptj(¢) with the children
{p1(?),... ,p(i)}, where {p1,... ,pr} is the preset of ¢;. The gate pt;(i)
will be true if all the preset places of transition ¢; in step ¢ contain a
token.

For each transition ¢; € T' we create a not gate nt;j(¢) with the child t;(7).
For each transition ¢; € T we create an or gate ttj(i) and constrain it
to be true. It has two children ntj(¢) and pt;(¢). The constrained gate
ttj(i) ensures that either the transition ¢; is not fired in step ¢ or all of
its preset tokens are available.

For each place p; € P such that |p®| > 2 we create a card(l) gate

ncp;(i) and constrain it to true. It has children {t;(¢),... ,tk(¢)}, where
{t1,... ,tx} is the postset of p;. The constrained gate ncpj(i) ensures



226 K. Heljanko

Fig. 5. Example: Translation of the conflicts with respect to place ps
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that at most one of the transitions which have the place p; in preset can
appear in step 7. We say that this set of transitions is in conflict with
respect to the place p;.

The translation (a)-(b) as given above allows for “idle steps” in which no
transition occurs. Thus the program encodes all the step executions of length n
or less. We have chosen to remove the possibility of idling steps in our imple-
mentation i Thus we always add the following gates to the system:

(¢) For each step 0 <4 <n—1 add an or gate ni(¢) (for non-idle) and constrain
it to true. It has the children {t;(¢),... ,tk(¢)}, where {t1,... ,tx} = T. Thus
the gate ni(:) will be true if at least one transition fires in step i.

We denote by SC(X,n) (for step circuit) the translation given by (a)-(c).
Given a valuation 7 of the circuit SC(X,n), we can obtain the correspond-
ing sequence of markings and steps My, [So), M1, [S1), ... , Mp—_1,[Sn—1), M, by
having transition t; € S; iff tj(i) is true, and p; € M; iff pj(7) is true. Because
gates of form tj(¢) are the only input gates, the mapping from sequences of steps
to consistent truth valuations is in fact a bijection.

Lemma 1. The constrained Boolean circuit SC(X,n) has a satisfying truth as-
signment T iff Mo [So)M1[S1) -+ My—1[Sn—1)M,, is a step execution of X, where
My, [So), M1, [S1), ..., Mp—_1, [Sn—1), My, is the sequence of markings and steps
corresponding to T.

Thus we get our main result.

Theorem 2. The constrained Boolean circuit SC(X,n) encodes step executions
of length n.

4.1 The Interleaving Semantics

Sometimes we would also like to consider the interleaving semantics. It is easy to
add a set of constrained gates to the circuit which disallow non-singleton steps.

(i) For each step 0 < i < n — 1 add an card gate nc(i) (for non-concurrent)
and constrain it to true. It has the children {ti(),...,tc(¢)}, where
{t1,...,tx} = T. Thus the gate nc(i) will be true if at most one transi-
tion fires in step 1.

We call the translation given by (a)-(c),(i) the interleaving circuit IC(X,n).

Theorem 3. The constrained Boolean circuit IC(X,n) encodes interleaving ex-
ecutions of length n.

3 Here the semantics of the translation differs from the one presented in [9].
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4.2 The Process Semantics

The translation for the process semantics is the main contribution of this paper.
The main idea behind it is to modify the translation for step semantics in such a
way that all step executions which are not in Foata normal form are disallowed.

If one looks at Def. 2 it is easy to see that each transition ¢ in step .S; (not
including the initial step Sp) has to have at least one transition ¢’ in step S;_
which generates at least one token to the preset of t. It is now straightforward
to enforce this in a local way.

We change the preset of a transition in the following way. The part (b) of the
translation is replaced by (b’), which is identical to (b) except that 7 is replaced
by the 7 and 7" (see Figure [l for an example):

(b’) For each step 0 < ¢ <n — 1 we add the following gates (1-6,8-10 omitted):
7. For each transition ¢t; € T' we create an or gate dpt;(¢) (for disjunctive
preset) with the children {gp1 (%), ... ,gpk(i)}, where {p1,... ,p} is the
preset of ¢;. The gate dptj(i) will be true if a token was generated to
some preset place of transition ¢; in step ¢ — 1. (The previous step!)
77. For each transition ¢; € T' we create an and gate ptj(¢) with the children
{p1(@),... ,pk(7),dptj(z)}, where {p1,... ,pr} is the preset of t;. The
gate ptj(¢) will be true if all the preset places of transition ¢; in step ¢
contain a token and the transition is locally in Foata normal form.

Note that the child gates of gates added by 7’ already existed in the step trans-
lation as they are generated by 2. The 7” is almost identical to 7 except that
the gate created in 7’ has been added to the list of children. The gate generated
by 77 now assures that both the preset of the transition is available and the
transition is locally in Foata normal form. These local constraints on transition
enabledness together imply that the step execution will as a whole be in Foata
normal form (again according to Def. [2)).

Fig. 6. Example: Process semantics translation of t4
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As in Def. [2], the initial step is special.
(p) For each place p; € P we create a gate gpj(0) and associate T with it.

We call the translation given by (a),(p),(b’),(c) the process circuit PC' (X, n).
We say that a process m has depth n if the corresponding Foata normal form
step execution FNF () has length n. We have the following result.

Theorem 4. The constrained Boolean circuit PC(X,n) encodes processes of
depth n.

4.3 Checking Reachability

We have presented three translations which encode executions with bound n
in different semantics. We can now add any Boolean constraint on the final
marking M, as given by the syntax f :=p e P | =f1 | i V fo | fi A fa. Given
a parse tree of the formula f, we convert it to a Boolean circuit FC(f,n) of
same size by replacing each atomic proposition p € P by the gate p(n), and all
other formula types with the corresponding gates having the same children as
in the parse tree. Finally the top-level gate f is constrained to true.

Theorem 5. Let C(X,n) be one of PC(X,n), SC(X,n), IC(X,n). The con-
strained Boolean circuit RC(X, f,n) = C(X,n) U FC(f,n) has a satisfying truth
assignment iff there exists a marking M which satisfies f and is reachable in X
with bound n in (process, step, interleaving) semantics.

The size of each translation RC(X, f,n) as the sum of number of gates and
connections between them is linear, i.e., O((n - (|P| + |T| + |F|)) + |f]) A

5 Experimental Results

We have implemented the reachability translations described in the previous
section in a tool called punroll (for process unroller). We have implemented the
following optimization which simplifies away places (transitions) which can never
have a token (can never fire). For each step 0 < i <n — 1:

(i) For each transition ¢t; € T: If for some place p € °t; the gate p(i) has
function L associated with it (or alternatively in the process semantics: for
all places p € °t; the gate gp(¢) has function L associated with it), then
associate gate tj(¢) with function L.

(ii) For each place p; € T': If for all transitions t € *p; the gate t(¢) is associated
with L, then associate the gate gpj(i + 1) with L.

(iii) For each place p; € T': If both gates pj(¢) and gp;j(¢ + 1) are associated with
L, then associate pj(z + 1) with L.

4 This bound also holds if we restrict ourselves to Boolean circuits without card} gates,
because in principle each cardy gate with k children can be simulated with (a simple
ripple-carry adder style) circuit of size O(k) which contains only and and or gates.
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(iv) Simplify the circuits of step 7 by substituting 1 when associated by (i)-(iii).

The punroll tool can also add a constraint which requires that the marking
reached is a deadlock, as given by the property f = dead = —\/,cqpn A\ co, P-
As a constrained satisfiability checker for Boolean circuits we use BCSat [10]. It
operates internally on Boolean circuits, and also directly supports card(l) gates.
BCSat is available from: jhttp://www.tcs.hut.fi/“tjunttil/besat/;,.

We use a set of deadlock checking benchmarks collected by Corbett [4]. They
have been converted from communicating state machines to nets by Melzer and
Romer [13]. The BYZA4_2A example is an exception to this rule, it is from [14].
The models were picked by choosing the nontrivial ones which have a deadlock.

For each model and all three semantics we incremented the used bound n until
a deadlock was found. After that we stored the translation using that bound,
and report the time for BCSat 0.3 to find the first satisfying truth assignment. In
some cases a satisfying truth assignment could not be found within a reasonable
time in which case we report the time used to prove that there are no satisfying
truth assignments for the circuit with bound n.

The experimental results can be found in Fig. [7l The columns are:

— Problem: The problem name with the size of the instance in parenthesis.

— | P|: Number of places in the net.

— |T'|: Number of transitions in the net.

— Pr. n: The smallest integer n such that a deadlock could be found using the
process semantics / in case of > n the largest integer n for which we could
prove that there is no deadlock with that bound using the process semantics.

— Pr. s: The time in seconds to find the first satisfying truth assignment / to
prove that there is no satisfying truth assignment. (See Pr. n above.)

— St. n and St. s: same as Pr. n and Pr. s but for the step semantics.

— Int. n and Int. s: same as Pr. n and Pr. s but for the interleaving semantics.

— States: Number of reachable states of the net system, or a lower bound > nf

The times reported are the average of 5 runs as reported by the /usr/bin/time
command on a Linux PC with an AMD Athlon 1GHz processor, 512MB RAM.

The set of experiments we used is too small to say anything conclusive about
the performance of the method. There are, however, still some interesting ob-
servations to be made. In the experiments the process and step semantics often
allow to use a smaller bound to find a deadlock. This partly explains their better
performance when compared to the interleaving semantics. The process seman-
tics has better performance than step semantics on e.g., BYZA4 2A; KEY(2),
and MMGT(4). Several of the benchmarks (14 out of the 54 circuits used) were
solved “with preprocessing” by BCSat, for example DARTES(1) in all semantics.
The KEY (x) examples do not have a large number of reachable states, but seem
to be still hard for bounded model checking, the results also indicate the reverse
to be sometimes true, see e.g., BYZA4_2A with process semantics.

The punroll tool, the net systems, and the circuits used are available from:
http://www.tcs.hut.fi/ kepa/experiments/Concur2001/.

® These differ from the ones reported in [J], where there unfortunately are some errors.
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[Problem [[ TPI [ ITT J[Pr. n[Pr. s[[St. n] St. s[[Int. n[Int. s][ States|
BYZA4_2A 579| 473 8| 5.6 81179.8 >7 6.8(| >2500000
DARTES(1) 331 257 32| 0.1 32 1.5 32 1.5(| >1500000
DP(12) 72 48 1| 0.0 1| 0.0 12 1.5 531440
ELEV(1) 63 99 41 0.0 4 0.0 9 0.6 163
ELEV(2) 146 299 6| 0.0 6 0.2 12| 12.7 1092
ELEV(3) 327 783 8| 0.4 8| 2.7 15(126.5 7276
ELEV(4) 736| 1939 10 5.4 10| 67.7|| >13|560.5 48217
HART(25) 127 7 1| 0.0 1| 0.0 >5 0.3|| >1000000
HART(50) 252 152 1| 0.0 1| 0.0 >5 1.3|| >1000000
HART(75) 377 227 1| 0.0 1| 0.0 >5 3.2{| >1000000
HART(100) 502 302 1| 0.0 1| 0.0 >5 5.9|| >1000000
KEY(2) 94 92 36| 22.7|| >27| 76.0|| >27| 30.1 536
KEY(3) 129 133|| >30(179.0|| >27(198.6|| >27| 47.3 4923
KEY (4) 164 174|| >27| 32.9|| >27(221.0|| >27| 58.7 44819
MMGT(2) 86 114 6] 0.1 6 0.2 8 1.3 816
MMGT(3) 122 172 7l 0.4 7 1.0 10| 40.4 7702
MMGT (4) 158 232 8| 2.9 8(253.6|| >11|476.0 66308
Q(1) 163 194 9] 0.1 9/ 0.2|| >17/660.5 123596

Fig. 7. Experiments

6 Conclusions

We have presented how bounded reachability checking for 1-safe Petri nets can
be done using constrained Boolean circuits. For step and interleaving semantics
these translations can be seen as circuit versions of the logic program translations
in [9]. The process semantics translation is new and is based on the notion of
Foata normal form for step executions. We have created on an implementation
called punroll. We report on a set of benchmarks, where the BCSat tool is used to
find whether the constrained circuit is satisfiable or not. The experiments seem
to indicate that the process semantics translation is often the most competitive
one.

It should be quite straightforward to also use other forms of concurrency
than 1-safe net systems with process semantics. The crucial point is to be able
to encode the constraints needed for a step execution to be in a Foata normal
form in a local manner.

The close connection of bounded reachability checking to AI planning tech-
niques [ITJ15] needs to be investigated further. It might be useful to use stochastic
methods [I1] in the verification setting. Also applying process semantics for Al
planning needs to be investigated. (Step semantics has been used in [15].)

There are interesting topics for further research. We would like to extend the
tool to handle bounded LTL model checking [3]. For interleaving semantics this
is quite straightforward, but there are some subtle issues with step and process
semantics which need to be solved.

Acknowledgements. The author would like to warmly thank T. A. Junttila
and I. Niemeld for creating BCSat, and for fruitful discussions.
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Abstract. Binary decision diagrams (BDDs) have proven to be a pow-
erful technique for combating the state explosion problem. Their appli-
cation to verification is usually centered around the computation of the
transitive closure of some binary relation. The closure is usually com-
puted with a fized point algorithm that expands some set until it stops
growing. Unfortunately, the BDDs that arise during the computation are
often much larger than the final BDD. The computation may thus fail
because of lack of memory, even if the final BDD would be small. To alle-
viate this problem, this paper proposes four variations of the fixed point
algorithm. They reduce the sizes of the intermediary BDDs by “round-
ing down” the sets they represent in such a way that the final BDD does
not change. Consequently, more iterations may be required to compute
the fixed point, but the intermediary BDDs computed during the run
are smaller. The performance of the new algorithms is illustrated with a
large number of experiments.

1 Introduction

The greatest obstacle of automated verification techniques based on state explo-
ration is the state explosion problem: the number of states grows exponentially
in the number of components. One important way of attacking this problem is
to represent sets of states as binary decision diagrams (BDDs) [5] instead of
representing each state explicitly.

The use of BDDs relies on representing the individual states of the system
under analysis as bit vectors of some fixed length N. There are altogether 2V
such vectors, but usually only a small subset of them represents states that the
system can reach. We will say that the N-bit vectors represent 2 unique syntac-
tically possible states, and the reachable states are a subset of the syntactically
possible states. Any subset of the 2%V different N-bit vectors can be represented
with a BDD. The benefit of BDDs comes from the fact that a small BDD can
often represent a huge set of states, and the BDD operations that are needed in
verification are cheap as long as the BDDs are small. As a consequence, BDDs
make it possible to efficiently manipulate many state spaces with an astronomical
number of states.

Instead of the set of reachable states, BDDs can be used for representing
other sets of states that are interesting for verification. For instance, a BDD can

K.G. Larsen and M. Nielsen (Eds.): CONCUR 2001, LNCS 2154, pp. 233-247] 2001.
© Springer-Verlag Berlin Heidelberg 2001
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represent the set of states from which an undesirable situation can be reached.
One can then check whether any initial state of a system is in this set. Symbolic
model checking [8] is an advanced application of this idea.

At the heart of these applications of BDDs is a fixed point algorithm that
starts from a set of states and computes the closure of the set under some relation
by computing a sequence of supersets until the set stops growing. The standard
version of this algorithm adds new states in a breadth-first manner.

Although a small BDD can often represent a huge set of states, not all big
sets of states can be represented with small BDDs. This leads to the BDD size
explosion problem. It has been observed that breadth-first computation of the
fixed point produces intermediary sets of states that often fail to have small
BDD representations, even if the final set of states does [QT7I25/26].

In this paper we present novel algorithms that compute different intermediary
sets of states than the breadth-first method, and aim at choosing those sets so
that they have small BDD representations. This is different from most, but not
all, earlier suggestions for improving the BDD computation of the fixed point.
The relationship of our contribution to earlier work is discussed in Section [Z3]

It seems that BDDs are well suited to synchronous systems such as hardware
circuits, but have been less successful when it comes to asynchronous systems
such as Petri nets or concurrent software, as some authors have pointed out [7].
Here synchronous means that the system is driven by a common clock, so that
each subsystem makes precisely one transition per clock pulse. (It may, however,
be an idling transition.) Our new techniques are at their best with asynchronous
systems. They work by “freezing” either variables or whole processes in their
initial states while exploring the state space for the rest of the system. Initially,
most of the system is frozen and only a few variables or a single process is active.
As fixed points are reached, the restricted variables or processes are gradually
unfrozen until the entire state space has been explored. Our methods require
more iterations than the standard algorithm to reach the final fixed point, but
the intermediary BDDs produced during the computation are smaller, leading
to improved memory and runtime efficiency.

In Section Pl we discuss the context of our work and relate it to similar ap-
proaches. The new methods are explained in Sections Bland Bl and experimental
results are presented in Section Bl We offer our conclusions in Section [Gl

2 Background and Related Work

A transition system is a tuple M = (S,R,I), where S is a finite set of syn-
tactically possible states, R C S x S is the transition relation, and I C S is
the set of initial states. A transition system is defined over a set of v variables
V ={x1,22,...,2,}. For simplicity, we assume that each x; is a binary variable
taking its values from the set {0,1}. (When this does not hold, each variable
must be mapped to a set of secondary variables that store the binary encoding
of the values of the primary variable.)
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function Fixed-point(I, R)
S =1
repeat
S =5
S’ := S U Image(S, R)
until §' = S
return S’

N OOk WN

(b)

Fig.1. (a) A BDD example: (z1 Az2) V (z3 A z4)
(b) The standard method for computing the fixed point

In some cases the set of variables is partitioned into components or processes
such that 7 = {V4,Va,...,V,} (where V = Ui<i<,,V; and V; N'V; = () when
i # j). This induces a corresponding partition mr over the transition relation
such that mp = {Ro, R1, Ra,..., Ry}, where R; for i > 0 is the set of local
transitions of process/component i. We have that for i > 0

R; ={(s,s) | s and s’ differ only in the values they assign to variables in V;}

and Ry is the set of global (or synchronizing) transitions so that Ry = R— (Rq U
RoU---URy).

2.1 Binary Decision Diagrams

An (ordered) binary decision diagram or (O)BDD [f] is a data structure for rep-
resenting a set of bit vectors of equal length or, equivalently, a Boolean formula.
It is a directed acyclic graph in which every vertex has either zero or exactly two
successor vertices. Vertices with no output edges are labeled by “F” or “T”. Each
of the remaining vertices is labeled by a variable, and its output edges are labeled
by “0” and “1”. Exactly one vertex, the root, has no incoming edge. Figure [[(a)
shows a BDD that represents the set {0011,0111,1011,1100,1101,1110,1111},
or the formula (z1 A z2) V (23 A 4). A vector (z1xex324) is in the set if and
only if the corresponding path from the root down through the BDD ends with
“T”, where the “corresponding” path is the one where the output edge from
each node is selected according to the value of ;.

The ordering in which the variables occur in a BDD is fixed. Even after fixing
the ordering a set may have several BDD representations, but among them is a
unique minimal one. The size of the minimal BDD (that is, the number of nodes
in it) may depend crucially on the ordering, and it is difficult to know in advance
whether a particular ordering would be good.
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Several BDDs over the same set of variables and with the same ordering of
those variables can be represented efficiently in one data structure by sharing
identical sub-BDDs. This is useful in algorithms that manipulate BDDs.

At the heart of verification with BDDs is the computation of a fized point
according to the algorithm in Figure [{b). It takes as inputs the set of states
I and transition relation R and produces the set of states Sg C S that are
reachable from a state in I by zero or more transitions from R.

The algorithm is implemented by encoding the sets I, S and S’ and the
relation R as BDDs Z, S, &', and R, respectively. Because R is a set of pairs
(s,8') € S xS, the BDD encoding R has two BDD variables for each variable
in V, namely an old variable that corresponds to the domain of R (the “s” of
(s,s")), and the new variable that corresponds to the codomain of R (the “s’”
of (s,s")). The BDDs Z, S, and &’ all use the new variables.

The fixed point algorithm uses an Image operator. The forward image of a
set of states S with respect to a transition relation R is the set of states that
can be reached from S by precisely one transition from R:

Image(S,R) ={s' |3s € 5:(s,s') e R}.

The algorithm is called “fixed point” because S keeps on growing until no
more growth is possible. It computes a sequence Sy C S; C --- C S, of sets such
that So =1 and S,, = S, _1.

2.2 Related Work

The BDD size explosion problem has been addressed in several ways; the liter-
ature is extensive, but widely disseminated. The majority of approaches can be
classified along the following broad (not necessarily disjoint) lines:

1. Modifications to the BDD structure. A modification of the internal structure
of the BDD may lead to greater efficiency in memory and time. One class of struc-
ture modifications is the variations on traditional BDDs such as zero-suppressed
BDDs [19], algebraic decision diagrams [2], multi-valued decision diagrams [20]
29], and parity ordered BDDs [30]. These approaches enjoy varying degrees of
success, but do not solve the problem of large intermediary BDDs.

Also included in this set of techniques is the idea of variable reordering. It is
well-known that the order of variables in the BDD encoding of the state space
and transition relation can have a dramatic influence on the size of the BDD.
Rudell and others have proposed dynamic reordering of the variables [15128].

2. Alternative representation of the transition relation. Burch et al. partition
the transition relation into a set of disjuncts (or conjuncts) [6]. This has become
a standard approach to alleviate problems with the computation of the interme-
diary BDDs, but it leaves the problem of their excessive size unresolved. It has
been developed further by Cabodi et al. [9], for instance.

3. Alternative representation of states. Narayan et al. divide the set of syntacti-
cally possible states into disjoint partitions, and then represent the intersection
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of each partition with the state space of a hardware circuit as a BDD [24]. Dif-
ferent BDD variable orderings may be used for each part, so that the part-BDDs
can be small even when no ordering can make a single-BDD representation small.
A very similar approach was proposed by Cabodi et al. in [10].

Hu, York and Dill, on the other hand, store the intermediary BDDs as im-
plicitly conjoined BDDs [18]. With each iteration of the algorithm the list of
conjuncts grows larger; this makes it necessary to trim the list from time to time
by combining conjuncts according to some heuristic.

4. Alternative implementation of the Image operator. Coudert, Berthet and
Madre suggested using Image(Si, R) instead of Image(S, R), where S; is any
set between the S’ — S and S’ of the previous iteration [I4]. This may speed
up the individual iteration steps, but produces the same, potentially very big,
intermediary BDDs as the standard algorithm.

Other researchers have looked at iterative squaring: partial closures of the
transition relation are computed beforehand, and used to compute the fixed
point in fewer iterations [79]. This is possible because when the ith iterative
square R of the relation is used, the result of Image(S, R?) is the set of all those
states reachable via 1, 2, 3, ..., or 2! transitions from a state in S. Usually,
however, the size and cost of computing iterative squares preclude its use.

5. Mized breadth- and depth-first search. The fixed point algorithm in Figure[l(b)
results in a breadth-first traversal: at each iteration the set of all states reachable
via one transition is added to the current set of reachable states. The set of new
states is known as the frontier. If only a subset of the frontier set is added,
the result is a mixture of breadth-first and depth-first search, known as guided
search [27] or partial traversal [I1]. The extreme case where only a single state is
added during each iteration, and the state is selected as a neighbour of the most
recently added state results in a highly inefficient version of depth-first search.

In [26] Ravi and Somenzi investigated techniques to extract a dense subset
of the frontier. The density of a BDD is defined as the ratio of the minterms it
represents to the number of nodes it uses. When the size of the frontier exceeds a
preset limit, heuristics are applied to find and replace by F those vertices whose
removal has a (hopefully) small effect on the set represented by the BDD.

An alternative to subsetting the frontier set after the image computation,
is to restrict the transitions relation that is used in the Image operation. User-
specified constraints or hints have been suggested for this purpose [4]27].

Burch et al. also suggest a modified breadth-first search that is based on
computing the fixed point componentwise [7]. What we suggest in this paper
can be thought of as a generalisation of that idea.

This list is by no means complete. For example, instead of computing the ex-
act fixed point, it is possible to compute under- and over-approximations more
cheaply [I3J16]. Depending on where one draws the line between solving and
avoiding the problem, other approaches could include the combination of sym-
bolic verification and partial-order (that is, stubborn-set-like) reduction [IJ,
abstraction-based approaches [21], compositional verification [22], and perhaps
even using SAT-based methods to avoid the use of BDDs altogether [3].
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2.3 Contribution

Of the above-mentioned classes, our method falls primarily in class 5. Like [26]
our new methods are based on BDD subsetting. However, instead of heuristics
based on the structure of the BDD, two of them are guided by the initial state
of the system, and the other two by a division of the system into components.
Their operation can thus be intuitively understood at the level of the system
under analysis.

Some of the hints suggest by Ravi and Somenzi in [27] correspond almost
exactly to one of our proposed methods (V). However, while their approach
relies on the user to supply the hints, our techniques are fully automatic. There
are also similarities at a conceptual level between our work and that of Miner
and Ciardo [23], in that both techniques exploit locality of transitions. There are
however significant differences, both in terms of the context (they use Petri Nets
and MDDs) and in the application of these ideas.

The new methods introduced here all rely on the fact that to obtain the
correct fixed point it is not necessary to compute Image(S, R) precisely. It suffices
that (1) at each iteration step the new states Syew that are added to S are a subset
of Image(S, R); (2) at each iteration step the algorithm makes progress either by
causing S to grow, or by changing the criterion for computing Spew; and (3) the
algorithm does not terminate before it is certain that no subset of Image(S, R)
introduces new states. This fact is exploited by computing intermediary sets of
states that have a (hopefully much) smaller BDD representation than the sets
produced by the standard algorithm, while still eventually yielding the correct
final set of states. Two of our methods additionally rely on partitioning the
transition relation.

Our methods thus work by “rounding down” the intermediary BDDs. As a
consequence, the number of iteration steps is increased. However, in most of our
experiments, this effect was more than compensated for by the fact that, due to
smaller intermediary BDDs, the time spent per iteration step is reduced. Thus
our methods often save both memory and time.

3 Freezing BDD Variables

In this section two of our new methods, Vi and Vs, are presented. The basic idea
of these approaches is to “freeze” most BDD variables to their initial values and
to explore the states that involve changing only the unfrozen variables. When
a fixed point is reached, more variables are unfrozen and a new fixed point is
computed. This continues until all variables are unfrozen and a fixed point is
reached. The V; and V, methods differ only the way that the “freezing” of
variables is performed.

To explain the methods, it is necessary to first discuss the details of how the
Image operator is implemented with BDD operations. Figure Rla) shows how it
is done. In the figure, S is the BDD encoding for S, and R is the encoding for
R. S8y is a “shifted” version of S. That is, it is otherwise the same as S, but
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So := shift(S) So = shift(S) So := shift(S)
Ti =S AR T1 =SS0 AR Ti =SoARANA;
Sy :=3s: T Se:=3s: W) AN S :=3s: T
§=8VvS; §:=8VvS §=8VvS;
(a) Standard algorithm (b) V1 technique (c) V2 technique

Fig. 2. The computation of S’ := S U Image(S, R)

it uses the old variables. 77 is the subset of transitions that start at a state in
S. 8o is the set of target states of the transitions in 77, and it is obtained by
existentially quantifying away all the old variables. It represents Image(S, R).
&S’ is the encoding of the new, expanded set of reachable states; that is, S U
Image(S, R). The intermediary BDDs calculated during the computation are Sp,
Ti, S; and &'

We now consider two variable freezing techniques named V; and V.

V1 Unfreezing is accomplished by computing the new set of states and then
cutting away those states where the frozen BDD variables are not in their
initial values. In Figure @(b) this is done in the calculation of Sy. The BDD
7Z; denotes the initial state with all non-frozen BDD variables existentially
quantified, that is, Z; = 32}, : Jxj,, : ---3z;, : Z, where Z represents
the set of states with which the fixed point computation is started, and
Var = {2} 1,2}, 9, .., 2} is the set of unfrozen BDD variables. Both Z; and
Vs use the new BDD variables. When a fixed point is reached, one or more
frozen BDD variables are added to Vg, until finally it contains all BDD
variables, and the algorithm terminates.

V3 This technique is otherwise similar to V1, but it implements the freezing of
variables in a slightly different way. It uses the conjunction

def / ’ /
Ai = (r1=2) A (2 =25) A+ A (2 = x3)
where x1,...,z; are the old and 2, ..., 2} the new versions of the frozen
variables. A; is conjoined with the set of transitions in the computation of
T1 to eliminate the frozen components (see Figure Bl(c)).

Why does the freezing of variables reduce the size of intermediary BDDs?
Each BDD vertex has two children that may be other BDD vertices or the
constants F or T. If the corresponding BDD variable of a BDD vertex is frozen,
then one of the children of the vertex is F, and the BDD does not branch at that
vertex. Therefore, BDDs with many frozen variables are small.

To have an intuitive image of why the method helps also when most variables
are unfrozen, consider a program that consists of, say, ten parallel processes. In
the ordinary fixed point algorithm, after five iterations, the set of reached states
consists of those where one of the processes has taken at most five steps and the
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remaining have taken no steps, plus those where one process has taken at most
four steps and another one has taken one step, plus those where one has taken
at most three steps and either another one has taken two steps or two other
processes have taken one step each, plus ... . The corresponding BDD contains
lots of dependencies between the local states of the processes: a process may have
progressed far if and only if the other processes are close to their starting point.
On the other hand, the final state space does not contain such dependencies.

Tight relationships between variables of the types “if and only if” and “ex-
clusive or” tend to yield big BDDs, unless they hold between BDD variables
that are very close to each other in the ordering of the BDD variables. Since
all processes cannot simultaneously be close neighbours of each other in the
BDD variable ordering, big intermediary BDDs seem unavoidable when process-
ing asynchronous systems with the standard fixed point algorithm. Indeed, the
measurements in [25] and Section B] among others, confirm that the intermediary
BDDs may be much bigger than the final BDD.

The freezing and stepwise unfreezing of BDD variables correspond roughly
to keeping some of the processes at (or close to) their initial state, while letting
the others go as far as they can without getting any signals or messages from
the frozen processes. When a frozen process is finally allowed to move, its local
state is not in an “if and only if” or “exclusive or” relationship with the states
of the other processes, because those processes which were unfrozen earlier have
already reached all the states they can reach at this stage, while the others are
still frozen in their initial states. The problematic dependencies between the
values of BDD variables are thus largely avoided. Unfortunately, this beautiful
picture partially breaks down when a newly unfrozen process starts to interact
with the earlier unfrozen processes. Even so, the method gives savings in almost
every measurement of Section [5] and the savings are often significant.

4 Partially Freezing the Transition Relation

These methods make use of the partitioned transition relation. That is, the
transition relation R is represented as a disjunction R = Ry V Ry V ---V R,,.
In practice, R; may, for instance, be the set of transitions that correspond to
the atomic actions of the ith process of the system, or even a single atomic
statement. We have investigated two partition freezing techniques: P; and Ps.

P; This method cycles through the partitions trying each subset of transitions
until a fixed point is reached. The algorithm terminates when all n parti-
tions have been tried successively without any new states being added. This
algorithm is shown in Figure Bl

P, This technique is similar to P; except that when a partition is tried and
yields new states, all transitions are retried from the start.

5 S’ := SU Image(S, R;)
6 if =S theni :=1i+1 else i := 0 endif
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function Fixed-point-P1 (I, Ro, R1,..., Rn—1)
i:=0;7:=0;,8 :=1
repeat
S =9

S’ := S U Image(S, R;)

if "=Stheni:=i+1;j:=(j+1) mod (n+1) else i := 0 endif
until ¢ > n
return S’

0~ O ULk Wi

Fig. 3. The method P; for computing the fixed point

5 Experimental Results

In Table [M measurements for a series of experiments containing both academic
and also more practical examples are given. In general, time and memory con-
sumption is very sensitive to the implementation details of the BDD tool. To
have full control over the details we used a BDD implementation of our own.

The first column specifies system parameters, such as the number of compo-
nents. The other columns contain measurements for the standard algorithm and
each of the new techniques. Each column contains two figures: the total number
of iteration steps required for the computation of the final fixed point, and the
maximum number of BDD vertices required during the computation. The latter
number is the largest number of vertices ever needed to simultaneously repre-
sent the set of initial states, the transition relation (or partitions), and the most
recent intermediary BDD Sg, 71, Sz or §'.

In each row of each table, the best number of BDD vertices and the second
best number of iterations are shown in boldface. The best number of iterations is
always obtained with the standard method. Those cases where a new algorithm
needed more BDD vertices than the standard algorithm are shown in italics.

The following examples were used:

1. Dining philosophers: The system consists of a ring of n dining philosophers.
Each philosopher has two variables that model the states of his left and right
forks (up or down). A philosopher first picks up his left fork, then his right, then
puts down his left, and finally his right, returning to his initial state. A fork can
only be picked up if the neighbour that shares the fork is not using it.

2. m-Bit counters: An array of n counters of m bits each that have been ini-
tialised to zero. During each transition one of the counters is incremented.

8. Sort: An array with n elements containing the numbers 0, ...,n — 1 shuffled
according to a fixed formula. Each transition consists of an exchange of any two
elements that are in the wrong order. The system terminates when the elements
are arranged in ascending order.

4. Network of communicating processors: This model is an abstraction of a set
of processors that communicate via a shared network. A processor non-deter-
ministically issues a request via the network and increments a local counter of
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Table 1. Iterations and maximum intermediary BDD size for various models

n Std VvV, Vo Py Py
Dining 1 2 14 4 14 2 14 2 14 2 14
philosophers 2 4 75 11 73 8 73 9 67 11 67
3 7 192 18 177 14 177 20 158 27 158
4 10 379 25 300 20 300 37 260 52 256
5 13 708 32 433 26 433 60 385 88 357
10 28 4092 67 1098 56 1098 | 265 1508 503 952
20 58 19432 | 137 2428 | 116 2428|1125 8206 3308 2592
50 | 148 133852 | 347 6418 | 296 6418|7305 101564 | 45523 11112
100 - -| 697 13068 | 596 13068 - - 1348548 37312
200 - -1 1397 26368 1196 26368 - - - -
500 - -1 3497 66268 | 2996 66268 - - - -
1000 - - 6997 132768 | 5996 132768 - - - -
n 3-bit 1 8 31 10 31 8 31 8 31 8 31
counters 2 15 176 19 89 16 89 17 80 23 80
5 36 1685 46 299 40 299 44 281 110 281
10 71 7172 91 649 80 649 89 796 395 796
20 | 141 29147 | 181 1349| 160 1349 | 179 2501 1490 2501
n 4-bit 1 16 47 18 47 16 47 16 47 16 47
counters 2 31 395 35 129 32 129 33 114 47 114

5 76 4749 86 420 80 420 84 387 230 387

10 | 151 20835 | 171 900 | 160 900 | 169 1082 835 1082

301 85535 | 341 1860 | 320 1860 | 339 3372 3170 3372
2 2 1

n-Element 1 3 2 1 2 1 2
sort 2 43 6 43 3 43 2 43 2 43

3 147 9 146 5 146 5 156 5 156

5 1248 13 1235 8 1235 10 1590 11 1590

6 2133 16 2066 10 2066 13 2945 18 2945

8 6356 21 4842 14 4999 19 5819 29 5819

10 15768 25 8930 17 9143 24 10410 43 10410

13 98686 30 43946 21 46713 33 64220 64 65261

14 160977 33 61282 23 61282 36 91540 86 91540

16 663058 39 167817 28 202764 44 180142 114 183168

Network of 3 54 7 54 4 54 6 55 5 55
communicat. 7 722 19 663 14 663 16 527 23 531
processors 10 4933 37 3674 30 3674 29 2237 61 2202
13 32795 61 20327 52 20327 46 10289 125 10144

- 91 103937 80 103937 67 46803 221 44044
- -| 127 474640 114 474640 92 190629 355 182832

Tree arbiter

Solitaire 3 494 15 496 9 496 15 616 17 616
3 545 11 545 6 545 6 611 7 611
4 684 17 684 9 683 23 869 23 869
4 716 12 716 7 716 7 801 9 801

14 17810 32 15865 18 17189 59 7549 110 7159
19 155893 52 143040 35 169904 99 64906 373 55690
19 126707 52 112093 33 115495 75 56507 182 48557
23 777273 65 678756 41 773689 | 116 383244 394 288113

XX X X XXX X[obsnooewowrESoow-ao ok wn =S

NGNS N U E RS
O UL RO W T W

outstanding requests. When a server acknowledges the request, the processor
can remove the acknowledgment from the network and decrement its counter.
Each network slot stores the address (number) of the processor that posted the
request, an empty/occupied flag, and a request/acknowledge flag.

5. Tree arbiter: The tree arbiter is a full binary tree of 2n — 1 cells. The n
leaves of the tree can asynchronously request a shared resource. The other cells
in the tree arbitrate the requests. When an arbiter cell sees that one or both of
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its children requests the resource, the cell (unless it is the root cell) requests the
resource from its parent, grants the resource to its requesting children, and then
releases the resource to its parent. If both children request the resource, it is
granted to the favourite child, and, after it releases it, to the other child. After a
child has been granted the resource, the other child becomes the favourite. Each
cell has a request flag (indicating that the cell is requesting the resource), a grant
flag (indicating that the cell has been granted the resource), and a favourite flag
(indicating which child the cell will favour next).

6. Solitaire: The solitaire game is played on a rectangular board with = x y
holes. A peg may jump over a neighbouring peg into an empty hole, after which
the neighbour is removed. Initially, all holes contain pegs, except for the hole
closest to the center. The game ends when no further jumps are possible.

In most of our measurements, the best algorithm is either V, or Ps. The
results obtained with V; are close to those of Vo, which is not surprising, because
the two are very similar. Even the second least successful algorithm needs fewer
BDD vertices than the standard algorithm in most of the experiments, and often
the advantage is significant. The results were best with the counter and dining
philosophers examples. In them, V; and V5 reduced the maximum BDD size to
linear. Although V; and V4 compute almost the same thing, they yield somewhat
different results. This points out that algorithms and measurements like the ones
in this paper are sensitive to seemingly small differences in computation order.
The figures in this paper are thus indicative rather than the final truth.

The performance of BDDs is sensitive also to the ordering of the BDD vari-
ables. We did not experiment much with different orderings, because the first
ordering we tried always proved better than our later attempts.

Our methods introduce yet another ordering: that in which BDD variables are
unfrozen or components of a partitioned transition relation applied. In the few
cases where we tried to modify the “unfreeze” ordering, no ordering was clearly
superior over another, with the exception of the dining philosophers system.
Reversing the unfreeze ordering of dining philosophers significantly increases
the number of iterations while keeping the number of BDD vertices the same.

Figures [ and [l depict the growth of the intermediary BDD sizes for the
dining philosophers example with 10 philosophers, and the tree arbiter example
with 4 leaves cells. The Vi and V5 methods are shown on the left, and the Py
and P2 methods on the right. The data for the standard method is the same in
the left- and right-hand graphs, but the scales are different. It is clear that the
size of the intermediary BDDs are drastically reduced in most cases, but it is
equally clear that the number of iterations are drastically increased.

Table [ shows the results of a further experiment to measure the cost of
the increased number of iterations. Here we compare the V; method to the
standard algorithm for computing the fixed point. The set of reachable states of
the dining philosophers model was computed with both algorithms for various
values of n. The number of vertices of the resulting BDD, the number of iterations
needed to reach the fixed point, the number of BDD vertex records created,
the computation time in seconds and the memory consumption in Megabytes
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Table 2. Standard algorithm versus V; for n dining philosophers model

standard alg. Vi
n|BDD vertices|iterations created time memory|iterations created time memory
5 35 13 1702 1.4 14 31 1833 0.6 14
10 85 28 9437 1.3 1.8 66 9548 1.2 1.8
20 185 58 40117 4.5 3.3 136 35808 3.5 3.3
30 285 88 50608 72.8 3.9 206 36119 6.4 3.4
40 385 118 92613 288 6.0 276 40480 11.6 3.6
50 485 — 346 44016 17.3 3.6
100 985 696 45241 71.7 3.7
200 1985 1396 50675 347 3.9
500 4985 3496 79738 4790 5.1
700 6985 4896 111694 11700 6.1
f 10n — 15| 3n—2 ™ —4
BDD nodes
40924 e e S e,

2000 -

10 20 30 40 50 60 100 200 300 400 500

20007

Iterations Iterations
Fig. 4. Growth of intermediary BDDs for the 10 dining philosophers model

BDD nodes
41881

41881

20007 2000+

10 20 30 40 25 50 75 100 125

Iterations Iterations

Fig. 5. Growth of intermediary BDDs for the tree arbiter with 4 leave cells
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(105, not 22) were recorded. For some columns a formula that matches all the
experimental figures in the column is given in the bottom row. This experiment
was run on a Pentium 100 MHz processor and 16 Mbytes of memory.

The number of BDD vertex records created during the computation includes
the vertices needed to represent the initial marking and the transition relation,
and it also includes garbaged vertices. It is thus very much affected by the details
of the triggering of garbage collection. The size of the final BDD, given in the
second column, does not include any of these.

Although the time and memory consumption figures are only indicative, the
superiority of Vi over the standard algorithm in the dining philosophers system
is beyond doubt.

6 Conclusions

We suggested four modifications to the standard fixed point algorithm that uses
BDDs for computing the set of states reachable from a given set of states by
repeated applications of a given binary relation.

BDDs have been reported to not work very well with asynchronous systems,
such as communication protocols or Petri nets. We discussed a possible intuitive
reason for this, and pointed out that our new methods attack that reason. And
not entirely without success: in the biggest experiments where we were able to
complete the standard algorithm, the best maximum BDD size with our new
methods was 4.8% (philosophers), 11%, 4.6%, 2.2% (counters), 25% (sort), 31%
(network), 16% (arbiter), and 37% (solitaire) of the maximum BDD size with
the standard method. In certain academic examples, like the dining philosophers,
our best method worked like a dream, but, as is usual with enhanced verification
methods, the results with more realistic examples were less spectacular.

Because V; and V3 operate at the level of the BDD variables, they can be
used without having any other information than the set of initial states and
transition relation. They can thus be implemented within a BDD verification
library and hidden totally from the user.

Several matters bear further investigation: the order in which variables and
processes are unfrozen, and the number of variables unfrozen in each step. On
the other hand, unfreezing BDD variables one process at a time is a natural
heuristic for reducing the number of iterations (and we used it in Section [).
In this way extra information from the user can be useful, although it is not
mandatory. The algorithms P; and Ps require that the transition relation has
been partitioned by the user or someone/something else, and there has been
some work done on the automatic decomposition of (synchronous) systems [12].

Because of its good performance and ease of use we believe that Vo would be
a valuable addition to BDD-based verification tools for asynchronous systems.

Acknowledgements. The work of J. Geldenhuys was funded by the Academy
of Finland, project UVER.
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Abstract. Algebra offers an elegant and powerful approach to under-
stand regular languages and finite automata. Such framework has been
notoriously lacking for timed languages and timed automata. We in-
troduce the notion of monoid recognizability for data languages, which
include timed languages as special case, in a way that respects the spirit
of the classical situation. We study closure properties and hierarchies in
this model, and prove that emptiness is decidable under natural hypothe-
ses. Our class of recognizable languages properly includes many families
of deterministic timed languages that have been proposed until now, and
the same holds for non-deterministic versions.

1 Introduction

The class of regular languages can be characterized in various ways: finite au-
tomata, rational expressions, monadic second order logic, extended temporal
logics, finite monoids... [RS97]. All these characterizations constitute not only
one of the cornerstones of theoretical computer science but also form the funda-
mental basis for much more practical research on verification (see e.g. [CGP99]).
Among all these equivalences, the simplest is undoubtedly the purely algebraic
one claiming that a word language is regular if and only if it is monoid rec-
ognizable i.e. it is the inverse image by a morphism of some subset of a finite
monoid.

In the framework of timed languages, very useful to specify and verify real-time
systems, the situation is far from being so satisfactory. The original class of
timed automata, proposed by Alur and Dill [AD94] has a decidable emptiness
problem, but is not closed under complement. Several logical characterizations
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[Wil94/HRS98] or even Kleene-like theorems [ACM97/Asa98BP99/BPO1] have
been proposed for the whole class of timed automata but no purely algebraic
one. Interesting subclasses of timed automata, closed under complement, have
been proposed and often logically characterized. For instance, (recursive) event
clocks automata [AFH94] are closed under complement and can be characterized
in a nice logical way [HRS98]. But once again, even if a related notion of counter-
free timed languages has been defined, no algebraic characterization exists.

For the first time, at least to our knowledge, we propose in this paper a purely
algebraic characterization for timed languages. In fact, we deal with a more gen-
eral framework than timed languages, the so-called data languages. We consider
a finite alphabet of actions X' and a set of data D (this set of data could be some
time domain but also anything else). A data word is thus a sequence of pairs
(a,d) where a € ¥ and d € D.

We propose to use a finite fixed number of registers to store the data. When a
new letter (a,d) is read, the data is kept or not depending only on the letter
a and on the value of the current computation in the finite monoid M. Then
the new value of the computation is calculated from the previous value, the
current letter a and some finite and bounded information from the registers.
Hence, the precise values of the registers are never used by the monoid. Only a
finite bounded amount of information is needed to decide whether a data word
is in the language or not.

We obtain in this way, for any set of actions X' and set of data D, a class of so-
called “monoid recognizable” data languages. This class is closed under boolean
operations. As first result, which shows the interest of our approach, the choice
of the monoid is fundamental. More precisely, we prove that, like in the formal
language case, if two monoids are such that none of them divides the other, then
the corresponding class of data languages are incomparable. We then study the
exact power of the number of registers.

We next define a notion of deterministic data automata and, as one of our two
main theorems, we prove that a data language is monoid recognizable if and
only if it is accepted by some data automaton. Note that the translation from
monoid to automaton and vice versa is simple and very close to what happens in
formal language theory, which emphasizes once more the elegance of the proposed
approach.

We then focus on the problem of deciding emptiness of languages recognized
by data automata, or equivalently, monoid recognizable. We propose a simple
and nice condition related to the registers and the data domain under which
emptiness is decidable. More precisely, under this condition, we propose our
second main result: an algorithm to transform a data automaton A into a finite
automaton recognizing the classical formal language of those words of X* that
can be obtained from a data word accepted by A by erasing the data. The idea
of this construction is similar to the region automaton construction of Alur and
Dill [AD94].
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If the set of data D is a time domain, our recognizable data languages contain
all the timed languages recognized by deterministic timed automata [AD94] or
their deterministic extensions [DZ98JCGO00]. But our class also contains a lot
of timed languages which cannot be recognized by any timed automata (even
non-deterministic ones).

We also briefly study two possible extensions of our model. First, we consider
non-deterministic data automata (or equivalently a non-deterministic notion of
monoid recognizability). Then we get a larger class of data languages, still closed
under union and intersection but not anymore by complementation. On the con-
trary, this new class is closed by concatenation and iteration. Once again, empti-
ness can be decided, by an algorithm similar to the one used in the deterministic
case. Second, we show that if we extend the power of the registers and allow
computations to be performed on them, then what monoid is used to recognize
the language becomes essentially irrelevant.

This paper contains only sketches of proofs. The complete proofs are available
in the technical report [BPTO1].

2 Basic Definitions

If Z is any set, Z* denotes the set of finite sequences of elements in Z. We consider
throughout this paper a finite alphabet X~ and an unrestricted set of data D.
Among the elements of D, we distinguish a special initial value, denoted by L.
A data word over X and D is a finite sequence (a1,d1) ... (ap,dp) of (X x D)*.
A data language is a set of data words. If k& > 1 is the number of registers, a
register update, or simply an update, up, is defined by a subset of {1, ..., k}. This
update induces a function up from D¥ x D into D¥ mapping ((d;)i=1.x,d) to
((d})i=1..) where d; = d if i € up and d} = d; otherwise. In the sequel, we will
simply write ((d})i=1..1) = up((d;)i=1..x,d). If ~ is an equivalence defined on D*
and if 8 € D*, we denote 6 the class of § modulo ~.

3 Monoid Recognizability

A first naive attempt to define a notion of monoid recognizability for data
languages could simply consider a morphism from the free monoid (X x D)*
to some finite monoid M. But the corresponding class of languages would be
very restricted. Since the image of X x D would be finite, the simple language
{(a,d)(a,d") | d # d’'} would not be monoid recognizable as soon as D is infi-
nite. Similar unsuccessful attempts have been studied in details [ABB80] in the
framework of formal languages over an infinite alphabet. We thus need to have
a finite mechanism to take into account the data. But, in order to maintain the
relevance of the monoid, this mechanism should be very simple and in particular
unable to perform any computation. We propose to use, as mechanism, a finite
fixed number of registers to store the data. These registers are used through a
notion of updates as defined in the previous section. Note that such updates
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decide to store or not a data independently of this data or of the values of the
registers.

Definition 1. Let L be a data language over X and D, let M be a finite monoid.
We say that M recognizes L if there exists a subset P of M, an integer k, for
each pair (m,a) € M x X an update upy,,, over k registers, an equivalence of
finite index ~ on D*, and a morphism ¢ : (X x DX.)* — M such that: a
data word (a1,d1) ... (an,d,) is in L if and only if the sequences (0;)i=o... and
(m;)izo..n defined by:

Oy = L* and mo = 1y
mi41 =My So(ai+1;0i+1)

9i+1 = UPm;,a;41 (013 di+1)

satisfy m,, € P.

When a new letter (a;y1,d;4+1) is read, the data is kept or not (as determined
by Upmm;,a;.,) depending thus only on the letter a;4; and on the value m; of the
current computation in the finite monoid M. Then the new value m;; of the
computation is calculated from the previous value m;, the current letter a;1q
and some finite and bounded information, 6;,1, from the registers. Hence, the
precise values of the registers are never used by the monoid. Only a finite bounded
amount of information is needed to decide whether a data word is in the language
or not. Note that, the sequences (6;);—o..., and (m;);—o...» associated with a given
data word are unique. A data language is said to be monoid recognizable if there
exists some finite monoid recognizing it.

Note that the definition proposed in [KF94], also based on registers, is much more
restrictive than ours. In particular their languages have the following property,
if (a1,d1) ... (an,dy) is in the language then for any bijection v from D into D,
(a1,v(dy)) ... (an,v(d,)) has also to be in the language. We do not require at all
such a property.

Ezample 1. The data language L = {(a,d)(a,d") | d # L,d # d'} over {a}
and D is recognized by the finite monoid M = {1,y,y? 0} with y> = 0 and
0z = 20 = 0 for any € M. We use two registers and we define two classes
over D% 0, = {(d,d’) | d # d'} and 6— = D?\ .. We define a morphism
o ({a} x {0£,0-})* — M by ¢(a,0,) =y, ¢(a,0=) = 0. Our updates are
up1,q = {1} and if z € M\ {1}, up, o = {2}. With these definitions, L is accepted
by M (with P = {3?}). As an example of computation, consider the data word
(a,d)(a,d") with d # L and d # d'.

In the monoid M 1 Z Y 5/ y2

. L d d
Two registers (J_) (L) (d’)
Equivalence classes 0— (2 0

We must notice that the registers do not compute anything. For example, taking
D = Q, with only one register we could have computed the difference d’ — d
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instead of putting the data d’ in a second register. But this is not allowed in our
model.

Ezample 2. The data language {(a,d1)...(a,dn)(a,d) | d & {d1,...,dp}} over
{a} and D (where D is infinite) is not recognized by any finite monoid. Intuitively,
an unbounded number of data should be stored, which is not allowed.

Remark 1. This definition of monoid recognizability is a quite natural extension
of the monoid recognizability in formal language theory. Namely, if D reduces to
{L}, then ¥ and X' x D are in bijection and a formal language is recognizable
if and only if its image is a monoid recognizable data language. It can also be
shown that if D is finite and if L C (X x D)* is a monoid recognizable data
language, then L is also a recognizable formal language.

If M is a finite monoid and k an integer, the set of data languages over X' and D
recognized by M using k registers, is denoted by Las (X, D), or simply Las k.
We also set Lar = Uy, Lax and Ly = Uy, Lar,x- The set of recognizable data
languages has many interesting closure properties.

Proposition 1. The set Ly, is closed under complementation. If Ly € Ly, x,
and Ly € Lpg, gy, then Ly U Ly and L1 N Ly are in Ly, x Mo, kq+ko -

From the algebraic point of view, the soundness of our definition is assessed by
the following result. It shows essentially that increasing the number of registers
cannot help if the monoid is not powerful enough. Hence the structure of the
monoid is really fundamental and plays a role similar to what happens in the
framework of formal languages.

If M and M’ are monoids, recall that M divides M’ if M is a quotient of a
submonoid of M’ [Pin86].

Proposition 2. If M and M’ are finite monoids such that neither M divides
M' nor M' divides M, then Ly # Lagr.

Proof. Let L be a language on X and define

Lp ={(a1,d1)...(an,dy) |ay...a, € L and d; € D}
Let M be a finite monoid. Then, we will prove that

L is recognized by M <= Lp is recognized by M

This will establish the result as the hypothesis on M and M’ implies that the
class of formal languages they respectively recognize are incomparable.

We prove the two implications separately:

Assume that L is recognized by M. There exists a morphism ¢ : X* — M and
some P C M such that L = ¢~ !(P). Taking k = 0, it is easy to see that M
recognizes Lp.
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Assume that Lp is recognized by M with k, ~, ¢ as in Definition 1. In particular,
ifar ...a,isin Z*, the image of the data word (a1, L)... (an, L) in (XxDE)* is
(a1, L*)...(apn, L*). We define a morphism ¢ : * — M by ¥(a) = p((a, L*)).
Then, ay...an € L < (a1,1)...(an,L) € Lp

— o((a1, LF)... (an,LF) e P

<~ Y(ay...a,) €P

Thus, M recognizes the language L and the conclusion easily follows. O

The following statements make precise the relative role of the monoid and of
the registers. For example, each additional register strictly increases the class of
languages being recognized, as in timed automata each additional clock increases
also the power of the automata [HKWT95]. On the other hand, if the monoid
and the alphabet are fixed, then the hierarchy on registers collapse.

Proposition 3. 1. If M is a fized finite monoid, the sequence (Lyr1(X, D))k
collapses, more precisely, Ly g1zxmi_y = Ly g1mxm).

2. The sequence (L (X, D))y, is strictly monotonic.

3. Let My be the finite monoid {1,0,z} with z*> = z. For each integer k,
there exists a finite alphabet Xy and a language Ly over Xy such that
Ly € EMo,k(Eka D) \ Uk’<k L.

Proof (Sketch).

1. Updates are parameterized by a pair of M x X, thus, considering a data
language recognized by a finite monoid M with k registers, we define the
function

Ai{l.. .k} — {upmea | (Mm,a) € M x X}
i = {upma | (Mma) € M x X and i € upy, o}

and the equivalence i 2 j <= A(i) = A(j). Intuitively, if i 2 j, the registers
i and j play the same role, in that they are updated exactly at the same
steps. Thus, we can keep only one register for each class. Moreover, the class
of registers i such that A(z) = () is not useful.

2. The datalanguage Ly = {(a,d1) ... (a,dy) |t =j mod (k—1) = d;, =d;}
over {a} and D (D is supposed to be infinite) is recognized by a finite monoid
with k registers, but is recognized by no finite monoid with strictly less than
k registers.

3. We define Xy, = {ag,a1,...,ax—1} and for each i = 1...k — 1, we define a
function y; such that for each data word u € (X x D)*, p;(u) is the data d
(if it exists) such that u = v’ (a;,d) "’ where v does not contain any a;. If
this data does not exists, u;(u) is L. We define the data language

Ly, = {u (a0, dy) - .. (a0, dy,) | w e (Zk \ {ao}) x D)*
and for each j, d; € UM pi(uw)} )

The language L), is recognized by My using k registers but is recognized by
no finite monoid using strictly less than k registers. a
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4 Data Automata

In this section, we define a notion of recognizability by data automata and prove
its equivalence with monoid recognizability.

Definition 2. A data automaton over X' and D is a tuple A = (Q, qo, F, k,~,T)
where @ is a finite set of states, qo € Q s the initial state, F C @ is the set of
final states, k is an integer, ~ is an equivalence relation of finite index defined
on D* and T C (Q x DX/ x X xU x DXL, x Q) is a finite set of transitions
(U is a set of updates) such that the following determinism hypothesis holds: for
each tuple (q,g,a) € Q x DX/ x X, there is a (unique) update up such that any
transition (q,g,a,up’, g, q") € T satisfies up’ = up and if (q,9,a,up,q’,q}) and
(¢,9,a,up,g’,q%) are in T, then q] = ¢j.

A data word (aq,d;) ... (an,dy) is accepted by the data automaton A if there
exists a path in A

g g1,01,up1,9] 7 g2,a2,up2,95 ¢ Gn+@n, UPn G, p
0 1 2
dy da dn

such that the sequence (6;);—o..., defined by
0o=L1% and Oip1 = upis1(0;,dit1)

satisfies 0,1 = g; for 1 <i<n, 0, =g, for 1 <i<nandg, €F.
The set of data words that are accepted by A is denoted by L(A).

Exzample 3. The data language described in Example [Tl
L={(a,d)(a,d)|d# L, d#+d'}

is recognized by the following data automaton (f— and 6 are defined in Exam-

ple [):

Z?’ ’0_ 0_77 70_

We claim that this notion of recognizability by data automata is equivalent to
the notion of monoid recognizability in the following sense:

Theorem 1. Let L be a data language over X and D. Then L is recognized by
a data automaton if and only if it is recognized by a finite monoid.

We thus have a result similar to the formal language case. As it appears below,
the transformations from monoids to automata and from automata to monoids
are very close to the ones used in formal languages. We believe that this similarity
emphasizes the appropriateness of our approach.
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Proof (Sketch). If Implication. First, assume that L C (X x D)* is recognized
by a finite monoid M, with the notations of Definition [ We construct a data
automaton over X' and D, A = (Q, qo, F, k,~,T), as follows:

— k and ~ comes from the monoid recognizer,
- Q=M,q =1) and F =P,
- T= {(m7g7aaup’m,aag,7m/) | m E M7 gagl S DIVN7 ac 27 m/ = m(p(aag,)}'

One can prove that A is a valid deterministic data automaton and that the
language accepted by A is precisely L.

Only If Implication. Now, assume that L C (X x D)* is recognized by the
data automaton A = (Q,qo, F,k,~,T). We define M as the set of functions
from Q x D%/ into itself. We claim that L is recognized by M. The morphism

@ : (¥ x D%L)* — M is induced by the function (a, g') — {(q,g) — (q’,g')}
where ¢’ is the unique state for which there exists a transition (g, g, a,up,g¢’,q")
in A (the unicity of ¢’ comes from the determinism of A). For any m € M,

suppose m((qo,90)) = (q,9) (go is the equivalence class of LF). Because of
determinism again, for any a, there is a unique wup such that there exists

a transition (¢,g,a,up, —, —) and we define up,,, = up. We finally define
P ={m|m((qo, L*)) € F x DX/_}. It is then possible to prove that L(M) = L.
The equivalence between monoids and automata is thus proved. O

We can notice that the translations from monoids to automata and vice-versa
do not change neither the set of updates, nor the number of registers and the
equivalence.

We say that a data language is recognizable if it is recognized by some data
automaton (which is equivalent to being recognized by a finite monoid).

5 Decidability of the Emptiness Problem

We first note that the general class of recognizable data languages is undecidable:
we can easily simulate a two counter machine [Min67] using a data automaton.
We propose a condition that determines a class of data automata for which the
emptiness problem is decidable.

As a preliminary, given a register update up, we define a relation on DK/,
denoted by —=2— | in the following way:

0—L50 iff wed, IdeD, up(v,d) €@
In order to capture decidability in our model, we define the following condition:
CONDITION (1): § —2— ¢ iff Yv €8, 3d € D, up(v,d) € 0’

We will prove that this simple condition ensures the decidability of the emptiness
problem. The principle of the proof of this result is very similar to the one of
region construction as defined by Alur and Dill [AD94].
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Theorem 2. Let L be a recognizable data language over X and D. Assume L is
recognized by the finite monoid M with an equivalence and updates that satisfy
the condition (1). Then the emptiness of L is decidable in complezxity PSPACE.

Proof (Sketch). Let L C (X x D)* be a recognizable data language. We assume
that M is a monoid which recognizes L and that k, ~, ¢ and up,, , satisfy the
condition (}) and are correctly defined in order to recognize L. As in the proof
of Theorem [T, we construct a data automaton A whose transitions are

g, a, Upm,a, g’
m ———"""" mep(a,q’)

Of course, L = L(A). From A, we construct a finite automaton B = (Q,I,F,T)
where Q = M x D&, I = (157, L¥), F = P x D%/, and T is defined by

g, @ Upm.,a; g’
%

((mvg)va’a (m,,g/)) GT <~ m m/ and g UPm,a g,

We can prove that, as condition (1) holds, this finite automaton accepts

UNDATA(L) = {a1 oAy | E'dl, Ce 7dn, (Cl1, dl) - (an, dn) S L}

It remains to study the decidability of condition ().
We first define

{up( ={v'|Jveh, IdeD, v =up(v,d)}
YO ={v|3d e D, up(v,d) €0’}

With these definitions, it is obvious that
CONDITION (1) <= |@p@)n& £0 = wp "(F)Nf = 9}

Since our updates do not compute anything, from a given equivalence class 6, the
sets up(f) and @71(5) can be obtained “easily”. Indeed, up has just for effect
to put in all the registers of up any value in D and ﬂ]\o*l is just a projection on
the registers which are not updated by up. Therefore, as soon as we are able to
decide both the emptiness of up(f) N # and the equality up 1) N6 =9, the
condition (f) becomes decidable.

Note that it is in particular the case when the equivalence ~ is given by a set of
linear inequations.

6 Extensions of the Model

6.1 Non-deterministic Models

Up to now, we only considered models that are deterministic, ¢.e. for each data
word, there is a unique possible execution on it. Now, we will consider a non-
deterministic version of the models. We thus define non-deterministic data au-
tomata as in Definition 2, but without the determinism condition. We also say
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that a finite monoid M non-deterministically recognizes a data language L when-
ever there exists, k, ~, o as in Definition [T], but for each (m,a) € M x X, there
exists a finite set of updates U, , (instead of a unique update upy, ) such that
the conditions in Definition [[] hold. Some properties which are true for deter-
ministic data automata are also true for non-deterministic data automata:

Proposition 4. Let L be a data language over X and D. Then,

— L is non-deterministically recognized by a finite monoid if and only if it is
recognized by a non-deterministic data automaton.

We say that L is nd-recognizable whenever L is accepted by some non-
deterministic data automaton.

— Condition (1) ensures the decidability of the emptiness problem, i.e. if L is
recognized by a non-deterministic data automaton that satisfies the condition
(1), then we can test for its emptiness.

— The class of nd-recognizable data languages is strictly more expressive than
the class of recognizable data languages.

Proof (Sketch for the last point). Consider the data language L accepted by the
following non-deterministic data automaton:

a 1L # 72, a, {r2} a

a, {r}, m#1L TL="T2, @

/

We have that L = {(a,d1)...(a,dyn) | 31 < i < j <n, di =d; # L}. Moreover,
one can prove that L is not recognized by any (deterministic) data automaton.
O

Corollary 1. The class of recognizable data languages is not closed under con-
catenation.

Proof. Consider the previous data language L. Although it is not recognizable,
this language is the concatenation of the two following recognizable data lan-
guages:

{(a,d1)...(a,dp) | di € D} and {(a,dp)...(a,d,) | I <j<n, dj =do}
which are recognized by the following data automata:

(a1 7& r2, a, {TQ} a

a
. a, {r1}, m# L TL="T2, G
RO O G
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Proposition 5. The class of nd-recognizable data languages is closed under
union, ntersection, concatenation and finite iteration. It is not closed under
complementation.

6.2 More General Updates

The updates used in the model are very simple, we can only “write a data in a
memory”, but we cannot perform any calculation. So, the question is: does all
what precedes generalizes to models in which updates can perform calculations.
In this section, an update is now a general function up : D¥ x D — D*.

Considering the simple updates of registers, we showed that the monoid played
a very important role: “different” monoids do not recognize the same data lan-
guages. Extending the updates, the relevance of the monoid is lost.

Proposition 6. Let L be a language over the finite alphabet X. Assume that L
1s recognized by a finite monoid M. Then the data language

Ly ={(a1,m1) ... (an,myp) |ar...a, € L}
over X and M is recognized by the monoid N = {1, x,y} with zx = x and zy = y.

Proof. We assume that L C X* is recognized by M. There exists a morphism
@ X* — M, a subset P C M such that L = ¢~ 1(P). Let us now define
k = 1 (there is only one register) and D = M. Then, for each z € N, for each
a € X, we define up, o : M x M — M by up, o(m,d) = mp(a). We define also
a morphism ¢ : (X' x M)* — N by:

rxitmeP
w(a’m){yifmeM\P

Then, using this construction, we can prove that IV recognizes the data language
L. O

However, allowing more general updates like functions D* x D — DF, the
results on equivalence between monoids and automata and on decidability are
always true, because these results do not depend on the updates.

7 Comparison with Timed Automata

One of the main motivation of this work was to find an algebraic characterization
of timed languages. It is clear that if we consider as data domain D a classical
time domain, then our data languages reduce to timed languages (since we can
easily handle the monotonicity condition on time).

Proposition 7. Let A be a (deterministic) timed automata with n clocks. There
exists a (deterministic) data automaton with 2n + 2 registers which recognizes
the same language.
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Proof (Sketch). We assume that the definition of a (deterministic) timed au-
tomaton is known, otherwise, we refer to [AD94].

Let us consider a deterministic timed automaton A with n clocks, {z1,...,2,}.
Without loss of generality, we can assume that there exists an equivalence on
D", namely =, such that if g is a guard appearing in A, then g is an equivalence
class of =. A clock z¢ is added to the set of clocks and represents the universal
time, i.e. g is never reset in A. We construct a (deterministic) data automaton
B with 2n + 2 registers in the following way:

The set of states of B is @ x F where () is the set of states of A and F is the
set of functions f : {zg,...,2n} — {0,...,2n + 1} such that for all 0 < i < n,
f(zi) € {i,n + 1+ i}. Intuitively, the value of the clock z; will be alternatively
kept by the two registers ¢+ and n + 1 + 4.

The equivalence ~ in B is defined by:

(0i)o<i<on+1 ~ (05)o<i<on+1

!

VfeF, (af(wu) - of(m))lsién = (9}(3:0) - 0;‘(xi))15i§"’
(6o < Ony1 = 6, <0,.,),
(60 > Ony1 <= 6, >0.,_,)

Consider a transition in A:

(D=2

For each function f in F, we construct transitions in B in the following way:

0, a, «a, ¢

¢.f q,f

where

— 6 is any equivalence class of ~,

a={0,1,....2n+ 1} \ {f(z0),..., f(zn)},
— f’ € F is such that

/ 0 iff($0)=n+1
f<x0):{n+l if f(zo) =0
fllx))=¢n+1+i ifx; €Cand f(z;) =14
1 ifx; € Cand f(z;)=n+141

— 6’ is any equivalence class of ~ such that

(Bi)oci<on+1 € 0" = (Bpr(ay) = Brten)i<icn € g and Bpi(ag) > Br(ay)
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The timed automaton B that we just constructed is deterministic and recognizes
the same timed language as A. |

Hence any timed language accepted by some deterministic timed automaton
(as defined by [AD94]) is also recognized by a data automaton with the timed
domain as data domain.

Conversely, data automata allow to recognize a much larger class of languages.
Indeed all the languages accepted by the extension of timed automata proposed
in [CGOQ] are also recognized by data automata. And even, for example, the
language {(a,7)(a,27)...(a,n7) | 7 € Q4} is recognized by a data automa-
ton whereas it is known that this language cannot be recognized by a timed
automaton, even in the extension proposed by [DZ98].

We can also define more exotic languages which are monoid recognizable as for
instance the set {(a,t1) ... (a,t,) | Vi, t; is a prime number}. Namely, it suffices
to consider a monoid with 2 elements, 1 register and an equivalence relation of
index 2. The first class contains all the prime numbers and the second class all
the others. Note that the condition () holds.

8 Conclusion

We have proposed in this paper a notion of monoid recognizability for data
languages. We also gave an automaton characterization of this notion. Hence,
the picture for data languages is rather close to the one for classical formal
languages. As an instance of our results, we can deal with timed languages.
This theory has now to be developed. For instance, a notion of aperiodic data
language can naturally be defined and has to be studied.

In the timed framework, any timed language recognized by deterministic timed
automata is monoid recognizable. But the exact relations with the numerous sets
of timed languages that have been proposed in the literature, see for instance
[HRS98]|, have to be investigated.

Another interesting direction will also consist in understanding the exact relation
between the power of the monoid and the power of the updates. In this paper, we
have investigated the two extreme cases. If updates on registers can only choose
to store or to skip a data, then the structure of the monoid is crucial. On the
contrary, if the updates can do heavy computations, then the monoid is nearly
useless. All cases in between have still to be studied.
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Abstract. This paper introduces a novel (bi)simulation—based faster—
than preorder which relates asynchronous processes with respect to their
worst—case timing behavior. The studies are conducted for a conservative
extension of the process algebra CCS, called TACS, which permits the
specification of maximal time bounds of actions. The most unusual con-
tribution is in showing that the proposed faster—than preorder coincides
with two other preorders, one of which considers the absolute times at
which actions occur in system runs. The paper also develops the seman-
tic theory of TACS, addressing congruence properties, equational laws,
and abstractions from internal actions.

1 Introduction

Process algebras [5] provide a widely studied framework for reasoning about the
behavior of concurrent systems. Early approaches, including Milner’s CCS [15],
focused on semantic issues of asynchronous processes, where the relative speeds
between processes running in parallel is not bounded, i.e., one process may be ar-
bitrarily slower or faster than another. This leads to a simple and mathematically
elegant semantic theory analyzing the functional behavior of systems regarding
their causal interactions with their environments. To include time as an aspect of
system behavior, timed process algebras [4] were introduced. They usually model
synchronous systems where processes running in parallel are under the regime of
a common global clock and have a fixed speed. A well-known representative of
discrete timed process algebras is Hennessy and Regan’s TPL [I1] which extends
CCS by a timeout operator and a clock prefix demanding that exactly one time
unit must pass before activating the argument process. Research papers on timed
process algebras usually do not relate processes with respect to speed; the most
notable exception is work by Moller and Tofts [1'7] which considers a faster-than
preorder within a CCS-based setting, where processes are attached with lower
time bounds. In practice, however, often upper time bounds are known to a sys-
tem designer, determining how long a process may delay its execution. These can
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be used to compare the worst—case timing behavior of processes. The assump-
tion of upper time bounds for asynchronous processes is exploited in distributed
algorithms and was studied by the second author [6J13[1220/21122] in settings
equipped with DeNicola and Hennessy’s testing semantics [9]. We re—emphasize
that, in our context, “asynchronous” means that the relative speeds of system
components are indeterminate.

In this paper we develop a novel (bi)simulation—based approach to compare
asynchronous systems with respect to their worst—case timing behavior. To do so,
we extend CCS by a rather specific notion of clock prefixing “c.”, where o stands
for one time unit or a single clock tick. In contrast to TPL we interpret o.P as
a process which may delay at most one time unit before executing P. Similar
to TPL we view the occurrence of actions as instantaneous. This results in a
new process algebra extending CCS, to which we refer as Timed Asynchronous
Communicating Systems (TACS). To make our intuition of upper bound delays
precise, consider the processes ¢.a.0 and a.0, where a denotes an action as in
CCS. While the former process may delay an enabled communication on a by
one time unit, the latter must engage in the communication, i.e., a is non—
urgent in ¢.a.0 but urgent in a.0. However, if a communication on a is not
enabled, then process a.0 may wait until some communication partner is ready.
To enforce a communication resulting in the internal action 7, a time step in
TACS is preempted by an urgent 7. This is similar to timed process algebras
employing the mazimal progress assumption [I1] where, however, in contrast
to TACS, any internal computation is considered to be urgent. For TACS we
introduce a faster—than preorder which exploits upper time bounds: a process is
faster than another if both are linked by a relation which is a strong bisimulation
for actions and a simulation for time steps.

The main contribution of this paper is the formal underpinning of our pre-
order, justifying why it is a good candidate for a faster—than relation on pro-
cesses. There are at least two very appealing alternative definitions for such a
preorder. First, one could allow the slower process to perform extra time steps
when simulating an action or time step of the faster process. Second is the ques-
tion of how exactly the faster process can match a time step and the subsequent
behavior of the slower one. For illustrating this issue, consider the runs acob
and oacb which might be exhibited by some processes. One can argue that the
first run is faster than the second one since action a occurs earlier in the run and
since action b occurs at absolute time two in both runs, measured from the start
of each run. Accordingly, we define a second variant of our faster—than preorder,
where a time step of the slower process is either simulated immediately by the
faster one or might be performed later on. As a key result we prove that both
variants coincide with our faster—than preorder. Subsequently, this paper devel-
ops the preorder’s semantic theory: we characterize the coarsest precongruence
contained in it, demonstrate that TACS with this precongruence is a conserva-
tive extension of CCS with bisimulation, and axiomatize our precongruence for
finite sequential processes. We also study the corresponding weak faster—than
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preorder which abstracts from internal computation. All proofs can be found in
a technical report [14].

2 Timed Asynchronous Communicating Systems

The novel process algebra TACS conservatively extends CCS [IH] by a concept
of global, discrete time. This concept is introduced to CCS by including the clock
prefixing operator “o.” [II] with a non-standard interpretation: a process o.P
can at most delay one time unit before having to execute process P, provided
that P can engage in a communication with the environment or in some internal
computation. The semantics of TACS is based on a notion of transition system
that involves two kinds of transitions, action transitions and clock transitions.
Action transitions, like in CCS, are local handshake communications in which
two processes may synchronize to take a joint state change together. A clock
represents the progress of time which manifests itself in a recurrent global syn-
chronization event, the clock transition. As indicated before, action and clock
transitions are not orthogonal concepts, since time can only pass if the process
under consideration cannot engage in an urgent internal computation.

Syntax. Let A be a countable set of actions not including the distinguished
unobservable, internal action 7. With every a € A we associate a complementary
action @. We define A =q4¢ {@|a € A} and take A to denote the set AU AU {7}.
Complementation is lifted to A U A by defining @ =gt a. As in CCS [I5], an
action a communicates with its complement @ to produce the internal action 7.
We let a,b,... range over AU A and «, 3,... over A and represent (potential)
clock ticks by the symbol o. The syntax of TACS is then defined as follows:

P :=0|z|aP|oP|P+P|PP|P\L| P | paP

where z is a variable taken from a countably infinite set V of variables, L C
AN\{7} is a restriction set, and f : A — Ais a finite relabeling. A finite relabeling
satisfies the properties f(7) = 7, f(a) = f(a), and [{a| f(a) # a}| < co. The
set of all terms is abbreviated by P, and we define L =4¢ {@|a € L}. Moreover,
we use the standard definitions for the semantic sort sort(P) C AU A of some
term P, open and closed terms, and contexts (terms with a “hole”). A variable
is called guarded in a term if each occurrence of the variable is within the scope
of an action prefix. Moreover, we require for terms of the form px.P that z is
guarded in P. We refer to closed and guarded terms as processes, with the set
of all processes written as P.

Semantics. The operational semantics of a TACS term P € P is given by
a labeled transition system (P, AU {oc}, —, P), where P is the set of states,
AU {c} the alphabet, — C P x AU{o} x P the transition relation, and P the
start state. Before we proceed, it is convenient to introduce sets U(P), for all
terms P € 73, which include the urgent actions in which P can initially engage,
as discussed in the introduction. These sets are inductively defined along the
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structure of P, as shown in Table [[] Strictly speaking, U(P) does not necessarily
contain all urgent actions. For example, for P = 7.040.a.0 we have U(P) = {7},
although action a is semantically also urgent, because the clock transition of P is
preempted according to our notion of maximal progress. However, in the sequel
we need the urgent action set of P only for determining whether P can initially
perform an urgent 7. For this purpose, our syntactic definition of urgent action
sets suffices since 7 € U(P) if and only if T is semantically urgent in P.

Table 1. Urgent action sets

U(o.P) =ar 0 U©) =U(x) =ar 0 UP\ L) =atU(P)\ (LUL)
U(a.P) =a{a} UP+Q) =acU(P)UUQ) U(P[f]) =at {f(e) | €UP)}
U(pz.P) =as U(P) U(P|Q) =ar U(P)UU(Q) U{T [U(P) NU(Q) # I}

Now, the operational semantics for action transitions and clock transitions
can be defined via the structural operational rules displayed in Tables 2l and B]
respectively. For action transitions, the rules are exactly the same as for CCS,
with the exception of our new clock—prefix operator. For clock transitions, our
semantics is set up such that, if 7 € U(P), then a clock tick o of P is inhibited.
For the sake of simplicity, let us write P — P’ instead of (P,~, P') € —s, for
v € AU {c}, and say that P may engage in v and thereafter behave like P’.
Sometimes it is also convenient to write P — for 3P’. P - P’.

Table 2. Operational semantics for TACS (action transitions)

% i (o3 /
Act ——p— Pre ﬂ Rec 11_>P
a.P— P o.P — P’ px. P — P'[ux.P/x]
« ’ @ ’
Suml — P Sum2 — 99
P+Q— P P+Q — @
@ , o ’ a / a ’
Coml PT>7P Com?2 Qai Com3 P PT @—0Q
PlQ — P'|Q PlQ — PlQ PlQ — P|Q
[e% / o /
Rel Pﬂi Res Pai a¢ LUL
P(f] X Py PAL = P\L

The action—prefiz term a.P may engage in action « and then behave like P.
If a # 7, then it may also idle, i.e., engage in a clock transition to itself, as
process 0 does. The clock-prefix term o.P can engage in a clock transition to P
and, additionally, it can perform any action transition that P can, since o rep-
resents a delay of at most one time unit. The summation operator + denotes
nondeterministic choice such that P + @ may behave like P or ). Time has to
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proceed equally on both sides of summation, whence P+ () can engage in a clock
transition and delay the nondeterministic choice if and only if both P and @ can.
Consequently, e.g., process 0.a.0 + 7.0 cannot engage in a clock transition; in
particular, a has to occur without delay if it occurs at all. The restriction opera-
tor \ L prohibits the execution of actions in LU L and, thus, permits the scoping
of actions. P[f] behaves exactly as P where actions are renamed by the relabel-
ing f. The term P|Q stands for the parallel composition of P and @Q according to
an interleaving semantics with synchronized communication on complementary
actions, resulting in the internal action 7. Again, time has to proceed equally on
both sides of the operator. The side condition ensures that P|Q can only progress
on o, if it cannot engage in an urgent 7. Finally, yx. P denotes recursion, i.e.,
ux. P behaves as a distinguished solution to the equation x = P.

Table 3. Operational semantics for TACS (clock transitions)

. — pP—= P P-= P
tNil — tRec ~ tRes ———F——
0—0 ux.P — P'[pz.P/x] P\L— P'\L
tAct ————— tSum P—=r > Q=0 tRel PU;P
a.P — a.P P+Q— P +Q P[f] — P'[f]
— P P 7 Q'
tPre ———— tCom — L T ¢ U(P|Q)

o.P -5 P P|lQ %> P'|Q

The operational semantics for TACS possesses several important proper-
ties [I1]. First, it is time—deterministic, i.e., processes react deterministically to
clock ticks, reflecting the intuition that progress of time does not resolve choices.
Formally, P -~ P’ and P -2 P” implies P’ = P”, for all P, P',P" € P. Sec-
ond, according to our variant of mazimal progress, P > if and only if 7 ¢ U(P),
for all P € P.

3 Design Choices for Faster—than Relations

In the following we define a reference faster—than relation, called naive faster—
than preorder, which is inspired by Milner’s notions of simulation and bisimula-
tion [I5]. Our main objective is to convince the reader that this simple faster—
than preorder with its concise definition is not chosen arbitrarily. This is done
by showing that it coincides with two other preorders which formalize a notion
of faster—than as well and which are possibly more intuitive.

Definition 1 (Naive faster—than preorder). A relation R C P x P is a
naive faster—than relation if, for all (P,Q) € R and a € A:

1. P-% P implies 3Q". Q =+ @’ and (P',Q') € R.
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2. Q % Q' implies IP'. P %5 P" and (P, Q') € R.
3. P -Z P implies 3Q". Q = Q' and (P', Q') € R.
We write P J Q if (P,Q) € R for some naive faster-than relation R.

Note that the behavioral relation 2 , as well as all other behavioral relations
on processes defined in the sequel, can be extended to open terms by the usual
means of closed substitution [I5]. It is fairly easy to see that 2 is a preorder,
i.e., it is transitive and reflexive; moreover, 7 is the largest naive faster—than
relation. Intuitively, P 2 @ holds if P is faster than (or as fast as) @, and if both
processes are functionally equivalent (cf. Clauses (1) and (2))). Here, “P is faster
than Q" means the following: if P may let time pass and the environment of P has
to wait, then this should also be the case if one considers the slower (or equally
fast) process @Q instead (cf. Clause (). However, if @ lets time pass, then P is
not required to match this behavior. Observe that we use bounded delays and,
accordingly, are interested in worst—case behavior. Hence, clock transitions of
the fast process must be matched, but not those of the slow process; behavior
after an unmatched clock transition can just as well occur quickly without the
time step, whence it is catered for in Clause (2]).

As the naive faster—than preorder is the basis of our approach, it is very
important that its definition is intuitively convincing. There are two immediate
questions which arise from our definition.

Question I. The first question concerns the observation that Clauses () and (B)
of Def. [l require that an action or a time step of P must be matched with just
this action or time step by Q. What if we are less strict? Maybe we should allow
the slower process @ to perform some additional time steps when matching the
behavior of P. This idea is formalized in the following variant of our faster—

+ . e
than preorder. Here, — and 7" stand for the transitive and the transitive
reflexive closure of the clock transition relation ——, respectively.

Definition 2 (Delayed faster—than preorder). A relation R CP x P is a
delayed faster—than relation if, for all (P,Q) € R and a € A:

1. P % P implies 3Q". Q SN N, Q" and (P',Q") € R.
2. Q - Q' implies 3P". P %5 P' and (P',Q') € R.
3. P -5 P’ implies 3Q".Q %" Q' and (P',Q’) € R.
We write P 2 ,Q if (P,Q) € R for some delayed faster-than relation R.

As usual one can derive that J , is a preorder and that it is the largest delayed
faster—than relation. In the following we will show that both preorders 2 and 2,

coincide; the proof of this result is based on a syntactic relation > on terms.

Definition 3. The relation = C P x P is defined as_ the smallest relation satis-
fying the following properties, for all P, P’,Q,Q’ € P.

Always: (1) P> P (2) P>o.P
If PP>Pand Q = Q: (3) P'|Q > PlQ (4) PP+Q ~P+Q
253 P'\L>P\L (6) P'[f] = P[f]
7

If P' >~ P and z guarded in P: P'lux. P/z] ~= px. P



268 G. Liittgen and W. Vogler

Note that relation - is not transitive and that it is also defined for open terms. Its
essential properties are: (a) P —~+ P’ implies P’ = P, for any terms P, P’ € P,
and (b) >~ satisfies the clauses of Def.[Il, also on open terms; hence, =pxp C 2 .
Crucial for this are Clauses (2) and (7) of the above definition. For (a) we
clearly must include Clause (2). Additionally, Clause (7) covers the unwinding
of recursion; for its motivation consider, e.g., the transition uz.o.a.c.b.x ——
a.0.b.ux.0.a.0.b.x.

Theorem 4 (Coincidence I). The preorders 2 and 2, coincide.

Question II. We now turn to a second question which might be raised regarding
the definition of the naive faster—than preorder 3 . Should one add a fourth
clause to the definition of 2 that permits, but not requires, the faster process P
to match a clock transition of the slower process @7 More precisely, P might
be able to do whatever ) can do after a time step, or P might itself have to
perform a time step to match Q. Hence, a candidate for a fourth clause is

(4) QL)Q/ implies <P,Q/> c€R or 3P. P %5 P and <P/,Q/> cR.

Unfortunately, this requirement is not as sensible as it might appear at first sight.
Counsider the processes P =4¢ 0™.a4.0] 4.0 |@.0 and @ =4¢ 0™.a.0 | 0™.a.0|@.0, for
n > 1. Obviously, we expect P to be faster than ). However, () can engage in a
clock transition to Q" =4¢ 0" 1.a.0| 6" 1.a.0|a@.0. According to Clause (4) and
since P—2+, we would require P to be faster than @Q’. This conclusion, however,
should obviously be deemed wrong according to our intuition of “faster than.”

The point of this example is that process P, which is in some components
faster than @), cannot mimic a clock transition of ( with a matching clock
transition. However, since P is equally fast in the other components, it cannot
simply leave out the time step. The solution to this situation is to remember
within the relation R how many clock transitions P missed out and, in addi-
tion, to allow P to perform these clock transitions later. Thus, the computation
Q=" a0 |a.0|@.0 % 0|a.0|@.0 % 0|0|a.0 of Q, where we have no clock
transitions between the two action transitions labeled by a, can be matched by P
with the computation P %+ ¢".4.0|0|@.0 2" 4.0 |0]a@.0 % 0|0]|@.0. This
matching is intuitively correct, since the first a occurs faster in the considered
trace of P than in the trace of (), while the second a occurs at the same absolute
time, measured from the start of each computation.

Definition 5 (Family of faster—than preorders). A family (R;);en of rela-
tions over P, indexed by natural numbers (including 0), is a family of indexed—
faster—than relations if, for all i € N, (P,Q) € R;, and a € A:

1. P -2 P’ implies 3Q". Q =+ Q' and (P',Q') € R;.

2. Q % Q' implies 3P". P % P" and (P', Q') € R;.

3. P -5 P implies (a) 3Q".Q %+ Q" and (P',Q’) € R, or
(b)i>0and (P,Q) € R;—1.
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4. Q@ % Q' implies (a) IP. P -2 P and (P',Q') € R, or
(b) (P, Q') € Rit1.
)

We write P2, Q if (P,Q) € R; for some family of indexed-faster-than rela-
tions (R;)ien-

Intuitively, P 2, Q) means that process P is faster than process ) provided that P
may delay up to ¢ additional clock ticks which @ does not need to match. Observe
that there exists a family of largest indexed—faster—than relations, but it is not
clear that these relations are transitive. We establish, however, a stronger result
by showing that our naive faster—than preorder 3 coincides with J. The proof
of this result uses a family of purely syntactic relations =;, for ¢ € N.

Definition 6. The relations >; C P x 73, for i € N, are defined as the smallest
relations such that, for all P, P",Q,Q’, P1,... ,P, € P and i,j € N:

Always: (1) P >=; P
fP =Py~ =P, (2a) P, =; 07.P,
If P’ =; P and Q/ > QZ (Zb) o.P' =i+l P
3) P|Q = PlQ 4) PP+Q = P+Q
(5) PNL=iP\L  (6) Plf] = Plf]
If P’ ~; P, x guarded in P: (7a) P'[ux.P/x] »; ux. P
If P'~; P, x guarded in P’: (7b) px. P’ =; Plux. P'/x]

Our syntactic relations satisfy the following useful properties:

1. =; C >4, forall i € N.
2. = C>q;in partlcular P % P implies P’ = P, for any P, P’ € P.
3. P’ = P (whence, P -+ P’) implies P =; P’, for all i > 0 and any P, P' € P.

For the proof of the following theorem, a series of further lemmas is needed,
which show in particular that the family of relations >; satisfies the conditions
of an indexed—faster—than family.

Theorem 7 (Coincidence IT). The preorders 3, and 2, coincide.

~n

4 Semantic Theory of Our Faster—than Relation

A shortcoming of the naive faster—than preorder 2 , as introduced above, is
that it is not compositional. As an example, consider the processes P =4 0.a.0
and @ =4 a.0, for which P J @ holds according to Def.[Il Intuitively, however,
this should not be the case, as we expect P = ¢.Q) to be strictly slower than Q.
Technically, if we compose P and @) in parallel with process R =4 @.0, then
P|R %+ 4.0[a.0, but Q|R-Z+, since any clock transition of Q|R is preempted
due to 7 € U(Q|R). Hence, PIR 2 Q|R, i.e., 2 is not a precongruence.

The reason for P and @ being equally fast according to 2 lies in our oper-
ational rules: we allow @ to delay arbitrarily since this might be necessary in a
context where no communication on a is possible. As R shows, we have to take
a refined view once we fix a context. In order to find the largest precongruence
contained in 7} we must take the urgent action sets of processes into account.



270 G. Liittgen and W. Vogler

Definition 8 (Strong faster—than precongruence). A relation R C P x P
is a strong faster—than relation if, for all (P,Q) € R and « € A:

1. P-% P implies 3Q". Q = Q' and (P',Q') € R.
2. Q % @ implies IP". P % P' and (P, Q') € R.
3. P -Z P implies U(Q) CU(P) and 3Q’.Q % Q" and (P, Q') € R.

We write P 2 Q if (P,Q) € R for some strong faster—than relation R.

Again, it is easy to see that I is a preorder, that it is contained in J , and

that 2 is the largest strong faster—than relation. We also have that P is strictly
faster than o.P, for all P € P, which is to be expected intuitively.

Theorem 9 (Full abstraction). The preorder 3 is the largest precongruence
contained in 2, .

We conclude this section by showing that TACS is a conservative extension of
CCS. As noted earlier, we can interpret any process not containing a o—prefix as
CCS process. Moreover, for all TACS processes, we can adopt the equivalence
strong bisimulation [15], in signs ~, which is defined just as J when omitting the
third clause of Def. Bl Additionally, we denote the process obtained from some
process P € P when deleting all o’s by o—strip(P).

Theorem 10 (Conservativity). Let P, Q € P.

1. Always P 2 Q implies P ~ Q.

2. If P and @ do not contain any o-prefizes, then P 2 Q if and only if Q 2 P
if and only if P ~ Q.

3. Always P ~ o—strip(P); furthermore, P -+ P’ implies P ~ P’.

This shows that our strong faster-than preorder refines strong bisimulation.
Moreover, if no bounded delays occur in some processes, then these processes
run in zero—time, and our strong faster—than preorder coincides with strong
bisimulation. That the bounded delays in TACS processes do not influence any
“functional” behavior, is demonstrated in the third part of the above result.

Axiomatization. Next, we provide a sound and complete axiomatization of our
strong faster-than precongruence 2 for the class of finite sequential processes.
According to standard terminology, a process is called finite sequential if it does
neither contain any recursion operator nor any parallel operator. Although this
class seems to be rather restrictive at first sight, it is simple and rich enough
to demonstrate, by studying axioms, how exactly our semantic theory for 2
in TACS differs from the one for strong bisimulation in CCS [15].

The axioms for our strong faster—than precongruence are shown in Table H]
where any axiom of the form ¢t = u should be read as two axioms t O wu and
w J t. Wewrite ¢ J wift J wcan be derived from the axioms. Axioms (A1l)-
(A4), (D1)—(D4), and (C1)—(C5) are exactly the ones for strong bisimulation in
CCS [15]. Hence, the semantic theory of our calculus is distinguished from the
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one for strong bisimulation by the additional Axioms (P1)—(P5). Intuitively,
Axiom (P1) reflects our notion of maximal progress or urgency, namely that a
process, which can engage in an internal urgent action, cannot delay. Axiom (P2)
states that, if an action occurs “urgent” and “non—urgent” in a term, then it is
indeed urgent, i.e., the non—urgent occurrence of the action may be transformed
into an urgent one. Axiom (P3) is similar in spirit, but cannot be derived from
Axiom (P2) and the other axioms. Axiom (P4) is a standard axiom in timed
process algebras and testifies to the fact that time is a deterministic concept
which does not resolve choices. Finally, Axiom (P5) encodes our elementary
intuition of o—prefixes and speed within TACS, namely that any process t is
faster than process 0.t which might delay the execution of ¢ by one clock tick.

Table 4. Axiomatization for finite sequential processes

(A1) t+u = u+t (D1) 0[f] =0

(A2) i+ (u+v) = (L+u)+o (D2)  (at)[f] = fla).(t[f])

(A3) t+t =t (D3)  (o.B)[f] = o.(t[f])

(Ad) t+0 =t (D4) (t+w)[f] = t[f]+ ulf]

(P1) ot4+7u =t+7u (C1) O\L =0

(P2) at+oc.au = at+au (C2) (at)\L =0 a€LUL
(P3) t+ot =t (C3) (at)\L = a.(t\L) ag¢ LUL
(P4) o.(t+u) = ot+ou (C4) (ot)\L = o.(t\ L)

(P5) t 3 ot (C5) t+u)\L = (¢\ L)+ (u\L)

The correctness of our axioms relative to 3 can be established as usual [I5];
note that all axioms are sound for arbitrary processes, not only for finite sequen-
tial ones. To prove the completeness of our axiomatization for finite sequential
processes, we use a fairly involved notion of normal form; see [14] for details.

Theorem 11 (Correctness & completeness). For finite sequential processes
t and u we have: -t Ju if and only if t D u.

How to extend our axiomatization to cover parallel composition, too, is non—
trivial and still an open problem. The difficulty lies in the lack of a suitable ex-
pansion law: observe that 0.a.0|0.b.0 is strictly faster than ¢.a.0.b.0 + 0.b.0.4.0.
However, since o is synchronized, a more sensible expansion law would try to
equate 0.a.0|0.b.0 with 0.(a.0|b.0). But this law does not hold, since the latter
process can engage in an a—transition to 0]b.0 and is therefore strictly faster.
Thus, our situation is the same as in Moller and Tofts’ paper [I7] which also
considers a bisimulation—type faster—than relation for asynchronous processes,
but which deals with best—case rather than worst—case timing behavior. It turns
out that the axioms for the sequential sub—calculus given in [I7] are all true in
our setting; however, we have the additional Axioms (P1) and (P2) which both
are valid since o is just a potential delay that can occur in certain contexts. Note
that also Moller and Tofts do not treat parallel composition completely.
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Abstracting from internal computation. The strong faster—than precon-
gruence requires that two systems have to match each others action transitions
exactly, even those labeled with the internal action 7. Instead, one would like
to abstract from 7’s and develop a faster—than precongruence from the point of
view of an external observer, as in CCS [I5].

We start off with the definition of a naive weak faster—than preorder which
requires us to introduce the following auxiliary notations. For any action a we
define & =q¢ €, if @« = 7, and & =q4¢ «, otherwise. Further, we let = =y i>*
and write P == Q if there exist R and S such that P == R - § == Q.

Definition 12 (Naive weak faster—than preorder). A relation R C P x P
is a naive weak faster—than relation if, for all (P,Q) € R and « € A:

1. P -% P implies 3Q". Q =% @’ and (P, Q) € R.

2. Q % Q' implies IP'. P == P’ and (P',Q’) € R.

3. P-Z P implies 3Q",Q",Q".Q == Q" - Q" == @’ and (P',Q') € R.
We write P £ Q if (P,Q) € R for some naive weak faster—than relation R.

Since no urgent action sets are considered, it is easy to see that %n is not a
precongruence (cf. Def. B).

Definition 13 (Weak faster—than preorder). A relation R C P x P is a
weak faster—than relation if, for all (P, Q) € R and a € A:

1. P % P implies 3Q". Q =% @’ and (P, Q) € R.

2. Q % Q' implies IP". P =% P’ and (P, Q') € R

3. P -% P implies 3Q',Q",Q".Q == Q" -%» Q" == @', U(Q") C U(P),
and (P, Q') € R.

We write P 2 Q if (P,Q) € R for some weak faster—than relation R.

Hence, £ is the largest weak faster—than relation and also a preorder. However,
~ is still not a precongruence for summation, but the summation fix used for

other bisimulation—based timed process algebras proves effective for TACS, too.

Definition 14 (Weak faster—than precongruence). A relation R C P x P
is a weak faster—than precongruence relation if, for all (P, Q) € R and a € A:

1. P - P implies 3Q". Q == Q' and P' 2 Q"
2. Q = Q' implies IP'.P == P’ and P’ 2Q.
3. p% p implies U(Q) CU(P), and 3Q". Q o, Q' and (P, Q') € R.

We write P2 Q if (P, Q) € R for a weak faster—than precongruence relation R.

Theorem 15 (Full-abstraction). The relation Z is a precongruence for all

operators except summation, and it is the largest such one contained in %n
Moreover, the relation 2 is the largest precongruence contained in 2 , and hence
the largest one contained in Z, .
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5 Example: A 2—Place Storage

We demonstrate the utility of TACS by means of a small example dealing with
two implementations of a 2—place storage in terms of an array and a buffer,
respectively. Both can be defined using some definition of a 1-place buffer, e.g.,
B, =q4r px.o.in.out.z, which can alternately engage in communications with the
environment on channels in and out [15]. Observe that we assume a communi-
cation on channel out to be urgent, while process B, may autonomously delay
a communication on channel in by one clock tick. Finally, subscript e of pro-
cess B, should indicate that the 1-place buffer is initially empty. On the basis
of B, one may now define a 2—place array 2ARR and a 2—place buffer 2BUF as
follows: 2ARR =qf B, | B, and 2BUF =g (B.[c/out] | Be[c/in]) \ {c}. While 2ARR
is simply the parallel composition of two 1-place buffers, 2BUF is constructed
by sequencing two 1-place buffers; i.e., by taking the output of the first 1-place
buffer to be the input of the second one. Intuitively, we expect the array to be-
have functionally identical to the buffer, i.e., both should alternate between in
and out actions. However, 2ARR should be faster than 2BUF since it can always
output some of its contents immediately. In contrast, 2BUF needs to pass any
item from the first to the second buffer cell, before it can output the item [I5].

Fig. 1. Semantics of the array variant (left) and the buffer variant (right).

The semantics of the 2—place array 2ARR and our 2—place buffer 2BUF are
depicted in Fig. [ on the left and right, respectively. For notational convenience
we let B, stand for the process in.out.B, and B ¢ for out.B.. Moreover, we leave
out the restriction operator \{c} in the terms depicted for the buffer variant.
The highlighted 7—transition indicates an urgent internal step of the buffer.
Hence, process (B¢|B,) \ {c} cannot engage in a clock transition. The other 7—
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transition depicted in Fig. [[lis non—urgent. As desired, our semantic theory for
TACS relates 2ARR and 2BUF. Formally, this may be witnessed by the weak
faster—than relation given in Table Bl whence 2ARR & 2BUF. Moreover, since
both 2ARR and 2BUF do not possess any initial internal transitions, they can
also easily be proved to be weak faster—than precongruent, according to Def. T4l
Thus, 2ARR = 2BUF, i.e., the 2-place array is faster than the 2-place buffer in
all contexts, although functionally equivalent, which matches our intuition.

Table 5. Pairs in the considered weak faster—than relation

((Be[Be), (Be[Be) \ {ch)  ((Be[Be), (Be[Be) \ {c})  ((Be|Bs), (Br[Be)\ {c})
((Br[Be), (Be|Br) \ {e})  ((Br[Bo), (Be|Bo) \ {c})  ((Be[Br), (Br|Br) \ {c})
((Bt|Bo), (Bo[Br)\{c})  ((Be[Bo), (Be[Be)\{c})  ((Bos[Be), (Be|Be)\ {c})
((Bo|Br), (Be|Br) \ {c})  ((Bt[Bo), (Be|Br) \{c})  ((Be|Br), (Be|Br) \ {c})
((Br[Bo), (Br[Be) \ {c})  ((Bo|Br), (Be|Be) \ {c})  ((Bs[Be), (Bo|Be) \ {c})
((Bs|Bs) , (Bo[Bo)\{c})  ((Bo|Br), (Bt[Bo)\ {c})  ((Bos[Br), (Bo|Br)\ {c})
((Be[Bo) , (Bo|Be) \ {c})

6 Discussion and Related Work

The literature includes a large number of papers on timed process algebras [4].
We concentrate only on those which consider faster—than relations.

Research comparing the worst—case timing behavior of asynchronous systems
initially centered around DeNicola and Hennessy’s testing theory [9]; it was first
conducted within the setting of Petri nets [GJT320021] and later for a TCSP-
style [19] process algebra, called PAFAS [12J22]. The justification for adopting a
testing approach is reflected in a fundamental result stating that the considered
faster—than testing preorder based on continuous—time semantics coincides with
the analogue testing preorder based on discrete—time semantics [12]. This result
depends very much on the testing setting and is different from the sort of dis-
cretization obtained for timed automata. In PAFAS, every action has the same
integrated upper time bound, namely 1. This gives a more realistic embedding of
ordinary process terms, while a CCS—term in TACS runs in zero-time. In con-
trast, TACS allows one to specify arbitrary upper time bounds easily by nesting
o—prefixes. Also, the equational laws established for the faster—than testing pre-
order of PAFAS are quite complicated [22], while the simple axioms presented
here provide a clear, comprehensive insight into our semantics.

Regarding other research of faster-than relations, our approach is most closely
related to work by Moller and Tofts [I7] who developed a bisimulation—based
faster—than preorder within the discrete-time process algebra ¢TCCS [16]. In
their approach, asynchronous processes are modeled without any progress as-
sumption. Instead, processes may idle arbitrarily long and, in addition, fixed
delays may be specified. Hence, their setting is focused on best—case behavior, as
the worst—case would be that for an arbitrary long time nothing happens. Moller
and Tofts present an axiomatization of their faster—than preorder for finite se-
quential processes and discuss the problem of axiomatizing parallel composition,
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for which only valid laws for special cases are provided. It has to be mentioned
here that the axioms and the behavioral preorder of Moller and Tofts do not
completely correspond. In fact, writing o for what is actually written (1) in [I7],
a.0.b.0 + a.b.0 is equally fast as a.b.0, which does not seem to be derivable from
the axioms. Also, the intuition behind relating these processes is not so clear,
since a.a.0.b.0 + a.a.b.0 is not necessarily faster than or equally fast as a.a.b.0.
Since the publication in 1991, also Moller and Tofts noticed this shortcoming of
their preorder [priv. commun.]. The problem seems to lie in the way in which a
transition P —=+ P’ of the faster process is matched: For intuitive reasons, the
slower process must be allowed to perform time steps before engaging in a. Now
the slower process is ahead in time, whence P’ should be allowed some additional
time steps. What might be wrong is that P’ must perform these additional time
steps immediately. We assume that a version of our indexed faster—than relation,
which relaxes the latter requirement, would be more satisfactory. It would also
be interesting to study the resulting preorder and compare it in detail to our
faster—than precongruence.

A different idea for relating processes with respect to speed was investigated
by Corradini et al. [§] within the so—called ill-timed-but—well-caused approach [}
10]. The key of this approach is that components attach local time stamps to
actions; however, actions occur as in an untimed algebra. Hence, in a sequence
of actions exhibited by different processes running in parallel, local time stamps
might decrease. Due to these “ill-timed” runs, the faster—than preorder of Cor-
radini et al. is difficult to relate to our approach.

Other research compares the efficiency of untimed CCS-like terms by count-
ing internal actions either within a testing framework [7lI8] or a bisimulation—
based setting [2/3]. Except in [7] which does not consider parallel composition,
runs of parallel processes are seen to be the interleaved runs of their component
processes. Consequently, e.g., (7.a.0|7.a.b.0) \ {a} is as efficient as 7.7.7.0.0,
whereas in our setting (0.a.0]0.a.b.0) \ {a} is strictly faster than 0.0.7.5.0.

7 Conclusions and Future Work

To consider the worst—case efficiency of asynchronous processes, i.e., those pro-
cesses whose functional behavior is not influenced by timing issues, we defined
the process algebra TACS. This algebra conservatively extends CCS by a clock
prefix which represents a delay of at most one time unit, and it takes time to
be discrete. For TACS processes we then introduced a simple (bi)simulation—
based faster—than preorder and showed this to coincide with two other variants
of the preorder, both of which might be intuitively more convincing but which
are certainly more complicated. We also developed a semantic theory for our
preorder, including a coarsest precongruence result and an axiomatization for
finite sequential processes, and investigated a corresponding “weak” preorder.

Regarding future work, we intend to extend our axiomatization to larger
classes of processes and also to our weak faster—than preorder, as well as to
implement TACS in an automated verification tool.
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Abstract. In this paper we discuss the role of labels in transition sys-
tems with regard to bisimilarity and model checking problems. We sug-
gest a general reduction from labelled transition systems to unlabelled
ones, preserving bisimilarity and satisfiability of p-calculus formulas.
We apply the reduction to the class of transition systems generated
by Petri nets and pushdown automata, and obtain several decidabil-
ity /complexity corollaries for unlabelled systems. Probably the most
interesting result is undecidability of strong bisimilarity for unlabelled
Petri nets.

1 Introduction

Formal methods for verification of infinite-state systems have been an active
area of research with a number of positive decidability results. In particular,
verification techniques for concurrent systems defined by process algebras like
CCS, ACP or CSP, pushdown systems, Petri nets, process rewrite systems and
others have attracted a lot of attention. There are two central questions about
decidability (complexity) of equivalence and model checking problems:

— Equivalence checking (see [Mol96]):
Given two (infinite-state) systems, are they equal with regard to some equiv-
alence notion?

— Model checking (see [BE9T7)):
Given an (infinite-state) transition system and a formula ¢ of some suitable
logic, does the system satisfy the property described by ¢?

Both these problems have an interesting and unifying aspect in common. They
can be defined independently on the computational model by means of labelled
transition systems. All the models mentioned above give rise to a certain type
of (infinite) labelled transition system and this is considered to be their desired
semantics. Equivalence and model checking problems can be defined purely in
terms of these transition systems.

In the first part of the paper we discuss the role of labels of such transition
systems. There are two aspects of the branching structure described by a labelled
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transition system T'. First, given a state of T', there can be several outgoing edges
with different labels. Second, given a state of T and a label a, there can be several
outgoing edges under the same label a. We claim that for our purposes only the
second property is the essential one. In other words, given a labelled transition
system, we can construct another transition system where all edges are labelled
by the same label, i.e., the labels are in fact completely irrelevant. We call such
systems unlabelled transition systems. What is important is the fact that our
construction preserves the answers to both the questions we are interested in
— equivalence checking (and we have chosen strong bisimilarity as the notion
of equivalence) and model checking with action-based modal p-calculus as the
chosen logic for expressing properties of labelled transition systems.

In the second part we focus on two specific classes of infinite-state systems,
namely Petri nets and pushdown systems. Petri nets are a typical example of fully
parallel models of computation, whereas pushdown systems can model sequential
stack-like process behaviours. Both Petri nets and pushdown systems generate
(in general infinite) labelled transition systems. The question is whether the
transformed unlabelled transition systems (given by the construction mentioned
in the previous paragraph) are still definable by the chosen formalism of Petri
nets resp. pushdown automata. The answer is shown to be positive for both our
models — there are even polynomial time transformations. This implies several
decidability /complexity results about bisimilarity and model checking problems
for unlabelled Petri nets and pushdown systems.

Probably the most interesting corollary is the application of the transforma-
tion to Petri nets. We prove that strong bisimilarity for unlabelled Petri nets
(where the set of labels is a singleton set) is undecidable. This is stronger result
than undecidability of strong bisimilarity for labelled Petri nets given by Jan-
car [Jan95]. The undecidability for unlabelled Petri nets contrasts to a positive
decidability result for the subclass of Petri nets which are deterministic [Jan95]
Vog92], i.e., for any marking M and a label a there is at most one outgoing
transition from M labelled by a. This again demonstrates that the role of labels
is not important for decidability questions and what is crucial is the branching
structure induced by transitions with the same label.

Note: full and extended version of this paper appears as [Srb01].

2 Basic Definitions

Definition 1 (Labelled transition system). A labelled transition system is
a triple T = (S, Act,—) where S is a set of states (or processes), Act is a
set of labels (or actions) such that SN Act = 0, and —C S x Act x S is a
transition relation, written o = 3 for (o, a, ) €—s.

In what follows we assume that Act is a finite set. As usual we extend the
transition relation to the elements of Act*. We also write « —* 3 iff Jw € Act*
such that o — 3. A state (3 is reachable from a state «, iff &« —* 3. Moreover,
we write o -4+ for a € S iff there is no § € S and a € Act such that a % £.
We call a labelled transition system normed iff Vs € S. 3s' € S: s —* ¢’ /.
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Definition 2. Let T = (S, Act,—) be a labelled transition system and s € S.
By Ts we denote a labelled transition system restricted to states of T reachable
from s. More precisely, Ts = (Ss, Act,—>5) where Sy = {s' € S| s —* s’} and
S1 —5¢ So iff S1 —> So and s1,59 € Ss.

Now, we introduce the notion of (strong) bisimilarity.

Definition 3 (Bisimulation). Let T = (S, Act,—>) be a labelled transition
system. A binary relation R C S x S is a relation of bisimulation iff whenever
(o, B) € R then for each a € Act:

—ifa - o then B - (' for some (' such that (o/,3') € R
—if B -2 B then a % o for some o' such that (o/, ') € R.

Two states a,, 8 € S are bisimilar in T, written o ~7 B, iff there is a bisimulation
R such that (o, 8) € R.

Bisimilarity has also an elegant characterisation in terms of bisimulation games
[Tho93lSti95]. A bisimulation game on a pair of states o, 3 € S is a two-player
game of an “attacker” and a “defender”. The attacker chooses one of the states
and makes an ——-move for some a € Act. The defender must respond by making
an —-move from the other state under the same label a. Now the game repeats,
starting from the new processes. If one player cannot move, the other player wins.
If the game is infinite, the defender wins. States a and § are bisimilar iff the
defender has a winning strategy (and non-bisimilar iff the attacker has a winning
strategy).

Definition 4 (Unlabelled transition system). Let T = (5, Act,—) be a
labelled transition system. We call T unlabelled transition system whenever Act
is a singleton set, i.e., |Act| = 1.

Remark 1. If it is the case that | Act| = 1 then (for our purposes) we simply write
— instead of ——. We also forget about the second component in the definition
of a labelled transition system, i.e., we can denote an unlabelled transition system
by T = (S,—) where —C S x S.

We define a powerful logic for labelled transition systems — modal p-calculus.

Definition 5 (Syntax of modal p-calculus). Let Var be a set of variables
and Act a set of action labels such that Var N Act = (). The syntazx of modal
p-calculus is defined as follows:

pu=tt [ X | ¢1Ad2 | =9 | ()¢ | pX.¢

where tt stands for “true”, X ranges over Var and a over Act. There is a stan-
dard restriction on the formulas: we consider only formulas where each occur-
rence of a variable X is within a scope of an even number of negation symbols.

Given a labelled transition system T = (.9, Act,—), we interpret a formula ¢
as follows. Assume a valuation Val : Var — 2.
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[ttlvai,r =S
[[XﬂVal,T = VGZ(X)
(o1 A d2llvar,r = [é1]var,r N [P2]var,T
[[_'QSHVLLI,T =95\ [[¢]]Val,T
[a)olyar = {s| 3. (s 5" A & € [dlvarr)}
(X @]va,r = (WS €S| [Plvars /x;r €S}

Here Val[S’/X] stands for a valuation function such that Val[S'/X]|(X) = 5’
and Val[S'/X|(Y) = Val(Y) for X # Y. We say that a formula ¢ is satisfied in a
state s of T, and we write T', s |= ¢, if for all valuations Val we have s € [¢]vai -

Remark 2. The logic defined above without the fixed-point operator pX.¢ is
called Hennessy-Milner logic [HMS85].

3 From Labelled to Unlabelled Transition Systems

In this section we present a transformation from labelled transition systems to
unlabelled ones, preserving bisimilarity and satisfiability of p-calculus formulas.

Let T = (S, Act,—) be a labelled transition system. We define a trans-
formed unlabelled transition system T = (§ ,—). We reuse the relation symbol
— without causing confusion, since in the system T it is a ternary relation
and in T it is a binary relation. W.l.o.g. assume that Act = {1,2,... ,n} for
some n > 0. We define the system T = (§, —) as follows:

3 =SLJ{7“E€ ,)|0§k§a/\si>s’}U{d’§|s€S/\0§k:§n}

s,a,s

= (S7T?S7G7S'))’ (T(Os,a,s’)7sl) | s i> Sl} U

{(Téﬂsas’)’rﬁjals/))HLS' ANO<Ek<a}u
{(s,d0) | s € S}U{(dL,df*!) [s €S A 0O<k<n}

For a better understanding of the transformation take a look at Figure [I] where
a way how to transform a transition s — s’ is drawn. The idea consists in
splitting each transition s — s’ labelled by a € Ny with an intermediate state
(the T(Os,a,s’) state) out of which goes a newly added linear path of length a. The
ds states add a linear path of length n + 1 to each state from S and serve for
distinguishing the r-states from the original ones.

Notice that if T is a finite-state system then the size of T is polynomially
bounded by the size of T'. In fact, we could add only one linear path of length
n~+1 with appropriate links into the path starting in the states from S and in the
rO-states. However, for technical convenience in Section [, we use the previously
described construction.

Remark 3. Tt is an easy observation that T is a normed transition system.
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(D
&ﬂ“ﬁ@

2 .. re ,
(s,a,s’) (s,a,s’)

Fig. 1. Transformation of a transition s — s’

3.1 Bisimilarity

Let T = (S, Act,—) be a labelled transition system and let s € S. We define
a set of finite norms of s by N(s) = {Jw| | 3s’ € S : s = ' -/} where |w| is
the length of w. The following proposition is a standard one.

Proposition 1. Let T = (S, Act,—) be a labelled transition system and
s1,80 € S. Then s1 ~r so implies that N(s1) = N (s2).

Our aim is to show that for a pair of states s; and s, of a labelled transition
system 1" holds that s; ~7 s3 if and only if 51 ~5 s2.

Lemma 1. Let T = (S, Act, —) be a labelled transition system and s1,s2 € S
be a pair of states. If sy ~1 s3 then s; ~5 s3.

Proof. We can naturally define a wining strategy for the defender in T under
the assumption that sy ~7 $5. Details can be found in [Srb01]. |

Before showing the other implication, we prove the following property.

Property 1. The attacker in T has a winning strategy from any pair of states
$1,82 € S such that s;1 € S and sy € S, or s1 € S and 59 &€ S.

Proof. Assume w.l.o.g. that s; ¢ S and s3 € S. The other case is symmetric.
There are three possibilities if s; &€ S.

— Let 51 = dfj for some s € S and 0 < k < n, or s1 = (Saé,) for some
s,8 € 8,a € Act and 0 < k < a. In both these cases n +1 & N (s1) and
n+ 1 € N(sz2). Because of Proposition [1l we get s; 76? so and the attacker

in T has a winning strategy.

— Let 51 = r?s a,5') for some s,s’ € S and a € Act. Now the attacker has

’I"l

the following winning strategy in T. He makes a move r(() (5,0,5')"

s,a,s’)
Assume a defender’s answer s, —» sh for an arbitrary s € S. Obviously
either n € N'(sh) or n+2 € N(s}) and max [N(r(ls a,s1)] < n. Again, using
Proposition[d], the attacker has a winning strategy. O
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Lemma 2. Let T = (S, Act,—) be a labelled transition system and s1, 82 € S
be a pair of states. If s1 ~z s2 then sy ~7 sa.

Proof. Knowing that the defender has a winning strategy in T from s1 and sg,
we establish a winning strategy for the defender in T' from s; and ss. Suppose
that the attacker’s move in T is s; — s, for 4 € {1,2}. Then it is possible to

perform a series of two moves s; — 7’?9 — &5 in T'. Because of Property [
22

a,s’)
the defender in T has a response to this series of moves only by performing

. 0 / y /
83—i T T(eu_ibisy_ ) 7 S5 for some b € Act and s5_, € S where

1 ~g sh. (1)

Notice that a = b, otherwise the attacker has a winning strategy in T from
r?si,a,s;) and r?s:s_i,b,sg,,-) by performing a move r?si,a,s;) — r(lsi,a,s;)' Using

0
(83—i5b,85_;)

ever, the attacker has a winning strategy now since a —1 € N (r(lsi a,sy) and
a—1¢ /\/(7’(133 b )) whenever a # b — Proposition [[l This implies that the
—i:9,83_5

Property [0l the defender must answer with 7 — r(lga bt ) How-
$3—1i,0,83_

i

defender in T can perform s3_; — s4_, and because of (), the defender in T
has a winning strategy from s} and s}. Thus s; ~r so. O

By Lemma [[l and Lemma 2l we can conclude with the following theorem.

Theorem 1. Let T = (S, Act,—) be a labelled transition system and s1,s2 € S
be a pair of states. Let T' be the corresponding unlabelled transition system. Then

s1 ~r sz if and only if s1 ~5 s2.

3.2 Model Checking

We turn our attention to the model checking problem now. We show that there
is a polynomial time transformation of any p-calculus formula ¢ into ¢ such that
T,s E ¢ iff T,s = ¢. When interpreting a p-calculus formula on an unlabelled
transition system f, we write ¢ instead of (a), since a € Act is the only label
and hence it is irrelevant. We also define a dual operator [J as (¢ = =¢—¢ and
ff as ff = —tt.

Let T = (S5, Act,—>) be a labelled transition system such that Act =
{1,2,... ,n} and let T= (§, —) be the corresponding unlabelled system. First
of all, we write a formula £(a) such that

[[E(a)]]val,j = {T(()s,%s/) | 3s,s' € S:5 2 s’} (2)

for any valuation Val’' : Var — 25 We define L(a) = 0"t A Q(OFAO Ltt)
where 0°¢ = ¢ and O**t1¢p = 0(0%¢), and similarly 0°¢ = ¢ and OFH1g =
O(0%¢). Let T, 51 = L(a). The left subformula in £(a), namely (" *1tt, ensures
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that the state s; is not of the form r?s bsy for k> 0, nor of the form d¥ for
k > 0. The second subformula in the conjunction says that there is a one step
transition from s, reaching a state s} of the form r(ls bsry — should sy € 5, or 5

be of the form r{_, o)1 OF st be of the form d?, then the formula (J%ff can never
be satisfied. Moreover, the formula (J%ff guarantees that there are at most a — 1
transitions from 7‘(15 bs and the formula (%~ 'tt finally ensures that at least a —1

transitions can be performed from r} s.b,s7)- Hence a = b and (@) is established.
Let us now consider another formula defined by State = Ott A OO"tt.

Obviously, [State],,,,, 7 = S for any valuation Val' : Var — 95, We are now

ready to define qZAJ for a given p-calculus formula ¢. The definition follows:

tt = tt A State
X = X A State

b1 A b2 = b1 A 2 A State
“$ = —¢ A State
m = (uX. QAS) A State
(@) = O(L(a) A OP) A State.

Theorem 2. Let T = (S, Act,—>) be a labelled transition system and s € S.
Let ¢ be a p-calculus formula. Then

T,s=¢ if and only if f,s|:$

Proof. By structural induction on ¢ it is provable that
[0]va,r = [9]yur 7

for arbitrary valuations Val : Var — 2 and Val’ : Var — 25 such that Val (X) =
Val'(X)N S for all X € Var. Full proof can be found in [Srb01]. O

Remark 4. Let us consider temporal operators EF¢ and EG¢ defined by
EF¢ = pX.¢ vV (—)X and EGp = —~uX.—¢ V (=(— >ﬁX/\< )tt) such that

(=)0 =V,e Act $0)9 (a)¢. We define the transformed formulas EFqb (using only EF
operator) and EG¢ (using only E'G operator) as follows:

E/F\QS:EF(;AS A State
EG\(b:EG ((State\/\/aeAct L(a)) A State = 5) A State.

Note that still [[a]]‘}al, 7 € 8 for any formula ¢ and any valuation Val’ : Var —

25 Let s € S. Then T,s = EF¢ iff f,s = m If moreover T satisfies
condition

Vs' € 8,. 35" € S,. Ja € Act : 5" % 8" (3)
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then T, s = EG¢ iff T,s = E/(Zb This enables to transform formulas of even
weaker logics than modal u-calculus (such as Hennessy-Milner logic, possibly
equipped with the operator EF, respectively EG) into unlabelled formulas of
the same logic. Hennessy-Milner logic with the operators EF and EG is called
unified system of branching-time logic (UB) [BAMPS83] and the fragments of UB
containing only the operator EF'¢ (EG¢) are referred to as EF-logic (EG-logic).

Similarly, the until operators E [¢pU1)] and A [¢pU1)] of CTL [CE81] — defined
by E [pU4] = uX.4V (6 A (—)X) and A [U4] = pX.4pV ($ A (=)t A~(=)~X)
— can be transformed:

— -~ ~

E [¢Uy] = E [(State = ¢) U ¢] A State

—

AU = X7 where XAV = ~(E [+ U (=6 A ~0)] V EG(-v)).
In the case of A [pU)] we use the equivalence A [pUv] <= x4V from [CESS6].
Again, for any s € S it holds that T, s = E [pU)] iff f, s &= E [¢Uv]. Moreover

T,s = A [pUd] iff T, s = A [¢Ut] under the assumption of condition (3). This
enables to transform also the logic CTL.

4 Applications

In this section we show how the previous results can be applied to bisimilar-
ity /model checking of infinite-state systems. We focus in particular on a typical
representative of parallel models — Petri nets (see e.g. [Pet81]) — and sequen-
tial processes — pushdown systems (see e.g. [Mol96]). We have to show that
the class of transition systems generated by these models is closed under the
transformation from labelled to unlabelled systems as presented in the previous
section.

First of all, we remind the reader of the fact that our transformation works
immediately for finite-state transition systems. In the following corollary we
consider the model checking problem with these logics: Hennessy-Milner logic,
EF-logic, EG-logic, UB, CTL and modal p-calculus.

Corollary 1. Let T = (S, Act,—) be a finite-state labelled transition system,
i.e., |S], | Act] < oo. There is a polynomial time reduction from the bisimilarity
(model) checking problem for T to the bisimilarity (model) checking problem for
f, where T is an unlabelled (and finite-state) transition system.

Proof. Immediately from Theorem [I] Theorem Pland Remark Bl In the case of
EG-logic, UB and CTL we can ensure the validity of condition (3)) of Remark H]

by adding a self-loop s — s (u is a fresh action) to every state s € S such that
s —4+. This does not influence satisfiability of EG, UB and CTL formulas. O

4.1 Petri Nets

It is a well known fact that the bisimilarity checking problem is undecidable
for labelled Petri nets [Jan95]. The technique of the proof is based on a reduc-
tion from the counter machine of Minsky and the labelling is essential for the
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reduction. It is also known that bisimilarity is decidable for the class of Petri
nets which are deterministic up to bisimilarity [Jan95], i.e., F-deterministic nets
of Vogler [Vog92|. Bisimilarity between a labelled Petri net and a finite-state
system is decidable [JMI5IJKMO98| and EXPSPACE-hard (see e.g. comments in
[May00]).

Model checking of even weak temporal logics on labelled transition systems
generated by Petri nets is quite pessimistic. The only decidable logic is (trivially)
Hennessy-Milner logic. The E'F-logic is undecidable [Esp97] and model checking
with EG is also undecidable, even for BPP [EK95] — BPP is a strict subclass
of labelled Petri nets where each transition has exactly one input place.

Definition 6 (Labelled Petri net). A labelled Petri net is a tuple N =
(P,T,F,L,\), where P is a finite set of places, T is a finite set of transitions
such that TNP =0, F C(PxT)U(T x P) is a flow relation, L is a finite set
of labels and A\ : T — L is a labelling function.

A marking M of a net N is a mapping M : P — Ny, i.e., each place is assigned
a nonnegative number of tokens. We define *t = {p | (p,t) € F} and t* = {p |
(t,p) € F} for a transition ¢ € T. We say that ¢t € T is enabled in a marking
M iff Vp € *t. M(p) > 0. If ¢ is enabled in M then it can be fired, producing a
marking M’ such that:

— M'(p)=M(p) forallpe (P~ (tUt®))U(tNt*)

— M'(p)=M(p)—1 forallpe*t~t®

— M'(p)=M(p)+1 forallpet®~"*t.
Then we write M [t)M’. W.l.o.g. we assume that if M[t;) M’ and M[to) M’ then
A(t1) # A(t2) for any pair of markings M, M’ and transitions ¢y, ts.

Definition 7 (Labelled transition system T'(N)).

Let N = (P, T,F,L,\) be a labelled Petri net. We define a corresponding la-
belled transition system T(N) as T(N) = ([P — Ngl, L, —) where M —*> M’
whenever M[tYM' and a = A(t) for M,M' € [P — No|] andt € T.

Now, we define unlabelled Petri nets.

Definition 8 (Unlabelled Petri net). An unlabelled Petri net is a labelled
Petri net N = (P,T,F,L,\) such that |L| = 1.

Remark 5. Whenever |L| = 1, let us say L = {a}, we omit L and X from the
definition of the net N and instead of M —*+ M’ in T(N) we simply write
M — M.

Let N = (P,T,F,L,\) be a labelled Petri net. W.l.o.g. assume that L =
{1,...,n} for somen > 0. We construct an unlabelled Petri net N’ = (P',T", F")

o —

and a mapping ¢ : (P — Ng) — (P" — Np) such that T'(N) s, and T(N') ()
are isomorphic unlabelled transition systems for any marking M; of N. Let us
recall that T'(N)y, is the transition system restricted to markings reachable

from My and T'(N')y(ar,) is restricted to markings reachable from v(M;) — see
Definition 2 The net N’ is defined as follows:
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Fig. 2. Transformation of a transition ¢

P =PU{pf|teT ANO<k<AXt)}U{plU{d*|0<Ek<n}
T ={tm o | te TYU{F|[teT A 0<k<AX®}U{F|0<k<n}

F'=A{(p,t™) | (p.t) € F}U{(t*",p) | (t,p) € F} U
{(tm,pt) (ptyt"“t) |[teT} U
{(F 1), (o) [teT A 0<k <A} U
{(pe; t”‘) (t(’“t,pc) |[teT}U
{(pe, 1)} U{(F, d%), (d*, 1"+ 1) | 0 < k < n}U{(I",d")}.

In this construction each transition ¢ with input places pi,... ,pg, and output
places q1, .. . , g, is transformed into a set of transitions shown in Figure[2 Now,
we give the mapping ¢. Let M € (P — Np). Then ¢)(M) : P — Ny is defined
by

1 if p=pc
Y(M)(p)=4qM(p) ifpeP
0 otherwise.

Lemma 3. Let N = (P,T,F,L,)\) be a labelled Petri net and N' = (P, T', F")

the unlabelled Petri net defined above. Then T( )a, and T(N')yar,) are iso-
morphic unlabelled transition systems for any My € [P — Ny].

Proof. Assume that T(T\l)\M1 = (S1,—1) and T'(N')y(ar,) = (S2, —>2). Recall
that S1 C [P — NoJ U {r{y; \oyary | MM A 0 <k < A$)}U{dy, | M €
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[P—Ng] A 0<k<n}and Sy C [P — Ny|. We define a mapping f : S; — S5
by
w(sl) if 517 € [P — No]

fs1)=q¢ M if 1 = TECM A(t).arry Such that M([t) M

M if 51 = d%; such that M € [P — Ny]

where
M ifpe P *t
MEP; it M(p) ifpeP
— — 1 —
M(p) = P ) P . and M(p)=«1 if p=dF
1 if p = p; .
. 0 otherwise.
0 otherwise

Let s1 —»1 s} for some s1,s] € S1. It can be easily seen that f(s1) —2 f(s).
On the other hand, let My —o M) and My = f(s1) for some s; € S; and
My, M} € So. Then there exists 8§ € Sy such that Mj = f(s}) and s3 —1 s.
Tgs\implies that f is surjective and moreover f is trivially injective. Hence,
T(N)n, and T(N')yar,) are isomorphic unlabelled transition systems. O

Theorem 3. Let N be a labelled Petri net, and My, My a pair of markings in
N and ¢ a p-calculus formula. There is a polynomial time reduction producing
an unlabelled and normed Petri net N', a pair of markings (M), (Mz) in N’

and a p-calculus formula qAﬁ such that

My ~pny My if and only if  (My) ~pnvy w(M2)
and R
T(N),Mi ¢ if and only if T(N'),y(M) = ¢.
Proof. By Lemma [3] and Theorems [I] and 21 Normedness is by Remark Bl O

Since the bisimilarity checking problem and model checking problems with EF-
logic and EG-logic are undecidable [Jan95|Esp97EK95| for labelled Petri nets,
we obtain the following undecidability results for unlabelled and normed Petri
nets. In the case of model checking problems we use Remark H] and the fact
that undecidability of model checking with EG-logic can be proved by standard
“weak” simulation of a 2-counter machine and we can easily ensure the validity
of condition (B)) for the Petri net simulating the 2-counter machine.

Corollary 2. Bisimilarity checking problem for unlabelled and mormed Petri
nets is undecidable.

Corollary 3. Model checking problems with EF-logic and EG-logic for unla-
belled and normed Petri nets are undecidable.

Since the bisimilarity checking problem between a labelled Petri net and a finite-
state system is EXPSPACE-hard (see comments e.g. in [May00]), we get also
the following corollary.

Corollary 4. Bisimilarity checking problem between an unlabelled and normed
Petri net and a finite-state system is EXPSPACE-hard.
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4.2 Pushdown Systems

It is known that the bisimilarity checking problem for pushdown processes is
decidable [Sén98] and PSPACE-hard [May00]. PSPACE-hard is also the bisim-
ilarity checking problem between a pushdown process and a finite-state system
[May00] — this problem is moreover in EXPTIME [JKMO98].

Model checking pushdown processes with modal p-calculus is decidable and
EXPTIME-complete [Wal96]. This means that the model checking problem with
EF-logic, EG-logic and CTL is also in EXPTIME. The model checking prob-
lems with these logics are PSPACE-hard — see e.g. [May98]. Moreover, model
checking with EF-logic and CTL is known ([Wal00]) to be PSPACE-complete
and EXPTIME-complete, respectively. The exact complexity of model check-
ing with EG-logic is unknown, however, it seems to be EXPTIME-complete by
modification of arguments from [Wal00].

Definition 9 (Pushdown system). A pushdown system A is a tuple A =
(Q, I, Act,—> A) where Q is a finite set of control states, I' is a finite stack
alphabet such that Q N I' = (), Act is a finite input alphabet, and —AC
Qx I x Act x Q x I'* is a finite (|— | < o0) transition relation, written
pA -5 A qa for (p, A,a,q,a) E— 4.

Definition 10 (Labelled transition system 7'(A)).
Let A = (Q, I, Act,—> ) be a pushdown system. We define a corresponding
labelled transition system T(A) as T(A) = (S, Act,—) where S = {p8 | p €

Q A BeT*} and pB -2 qy iff B= AB', v = aB' and pA - 4 qa.

Our aim is to transform A into an unlabelled pushdown system such that bisim-
ilarity and model checking are preserved. For technical convenience, we assume
from now on that I' contains a distinct “dummy” symbol Z such that pZ —/
for any p € Q. Then trivially

p161 ~ra) p2B2  if and only if  p151Z ~pia) 222 (4)

T(A),p1p1 E ¢ ifandonlyif T(A),p1/ZE¢ (5)

for any p1,p2 € @, B1,02 € I'* and a p-calculus formula ¢. In particular, all
reachable states from p3Z are of the form g3’ Z where p,q € Q and 8,5 € I'*.

Definition 11 (Unlabelled pushdown system). An unlabelled pushdown
system is a pushdown system A = (Q, I, Act,—> A) such that |Act| = 1.

Remark 6. Whenever |Act| = 1, let us say Act = {a}, we omit Act from the
definition of the pushdown system A and instead of pA = A ga we simply write
pA — A qa where A" = (Q, I, —a/) and — A C Q X ' x Q x T
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pABZ qaBZ
pD"ABZ < pD°ABZ U qD%aBZ > qD"apBZ
A A
PABZ ——> pX(pa a.qu)BZ —> qapZ

pX(lpA,a,qa)BZ - pX(ZpA,a,qa)/gz > pX?pA.a,qa)ﬂZ
Fig. 3. Transformation of a transition pASZ — qa3Z

Let A = (@, I, Act,—> ) be a pushdown system such that Z € I is the
“dummy” stack symbol. W.l.o.g. assume that Act = {1,... ,n} for some n > 0.
We construct an unlabelled pushdown system A’ = (Q, ', — /) where I C I

such that T(Z)-pl\a1 z and T(A’)p, o,z are isomorphic unlabelled transition sys-
tems for any p; € @ and a3 € I'*. Again, see Definition ] for the notation of
transition systems restricted to reachable states from p;a1Z. The system A’ is
defined as follows:

I’ :FU{X(’“pAaqaﬂpAi)Aqa/\ngga}U{Dk|O§k§n}

— A = {(va pv pAaqa)) (va&Aﬂ’qa)aqva) |pA L>A qO[} U
{(p, pAaqa) p7X(kpf41aqa)|pAi>Aqa/\O§k<a}U
(0. Ap DOA) [pe@ N Aeryu
{(»

,D*,p, DMY [ peQ A 0<k<n).

Notice that in particular pXElpA " qa)ﬁZ —+ and pD"3Z /= for any B € I'"".

Graphical representation showing the transformation of pA3Z - qo3Z where
B eI'* and pA %5 4 ga can be seen in Figure Bl

Lemma 4. Let A = (Q, I, Act,—> ) be a pushdown system containing Z € T .
Let A" = (Q,I"",— /) be the unlabelled pushdown system defined above. Then

T(A)prarz and T(A')p,a, 7z are isomorphic unlabelled transition systems for any
p1€Q and oy € T'*.

Proof. Immediately from the construction. Notice that it is important that any
reachable state in T'(A’)p, «, z ends with Z. In particular, from any state of the
form pBZ where p € Q and 8 € I'* (even if § = €) the following transition is
possible in T(A"): pBZ — pD°BZ. O

Theorem 4. Let A be a pushdown system, and p11,p202 a pair of states in
T(A) and ¢ a p-calculus formula. There is a polynomial time reduction producing
an unlabelled and normed pushdown system A', a pair of states ¥(p151), ¥ (p22)
in T(A") and a p-calculus formula & such that

p1B1 ~ray P22 if and only if  Y(p1B1) ~r(ary Y(p2P2)
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and

T(A),pibi ¢ if and only if T(A),%(mB) = ¢.

Proof. Directly from Lemmald together with (@) and (H) — producing the map-
ping ¢ such that ¥ (pB8) = ppZ for p € Q and § € I'* — and from Theorems [
and [2I Normedness is because of Remark Bl O

Since the bisimilarity checking problem between a pushdown system and a finite-
state system is PSPACE-hard [May00] (this is trivially also a lower bound for two
pushdown systems), and because the model checking problems with CTL and
Hennessy-Milner logic are EXPTIME-complete resp. PSPACE-complete [Wal00,
May98|, we obtain the following corollaries. In the case of CTL we use Remark Hl
and the fact that we can easily ensure the validity of condition (@) similarly as
in the proof of Corollary I

Corollary 5. Bisimilarity checking problem between an unlabelled and normed
pushdown system and a finite-state system (or another unlabelled and normed
pushdown system) is PSPACE-hard.

Corollary 6. Model checking problems with CTL and Hennessy-Milner logic
for wunlabelled and normed pushdown systems are EXPTIME-complete and
PSPACE-complete, respectively.

The bisimilarity checking problem between a pushdown system and a finite-state
system is in EXPTIME [JKM98] and PSPACE-hard [May00]. In order to estab-
lish its containment in e.g. PSPACE, it is enough to show it for unlabelled and
normed pushdown systems.

Acknowledgements: I would like to thank Mogens Nielsen for his kind super-
vision and Daniel Polansky for his comments and suggestions.
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Abstract. This paper presents some new results on barbed equiva-
lences for the m-calculus. The equivalences studied are barbed congru-
ence and a variant of it called open barbed bisimilarity. The difference
between the two is that in open barbed the quantification over contexts
is inside the definition of the bisimulation and is therefore recursive. It
is shown that if infinite sums are admitted to the m-calculus then it is
possible to give a simple proof that barbed congruence and early con-
gruence coincide on all processes, not just on image-finite processes. It
is also shown that on the m-calculus, and on the extension of it with in-
finite sums, open barbed bisimilarity does not correspond to any known
labelled bisimilarity. It coincides with a variant of open bisimilarity in
which names that have been extruded are treated in a special way, sim-
ilarly to how names are treated in early bisimilarity.

1 Introduction

This paper presents some new results on barbed equivalences for the m-calculus.
The equivalences studied are barbed congruence [9] and a variant of it [5] here
called open barbed bisimilarity. Both equivalences are obtained via kinds of
bisimulation that use reduction and a notion of observation, and both are con-
textual in the sense that their definitions involve quantification over contexts.
Most importantly, both relations are congruences, and therefore allow composi-
tional reasoning about processes. The difference between the two is that in open
barbed the quantification over contexts is inside the definition of the bisimula-
tion and is therefore recursive.

Equivalences whose definitions involve just notions of reduction and obser-
vation and quantification over contexts are useful because they can be applied
to a wide variety of calculi and languages. This is important because it is some-
times far from clear how to define appropriate equivalences by other means,
for instance based on the actions that processes can perform according to some
labelled transition rules. The main difficulty with definitions that involve quan-
tification over contexts is that they are often awkward to work with directly.
It is therefore important to look for more tractable characterizations of the
equivalences.

The aims of the paper are to contrast the two barbed equivalences and to
show that a simple proof of a characterization theorem for barbed congruence
can be given that with the addition of infinite sums applies to all processes.

K.G. Larsen and M. Nielsen (Eds.): CONCUR 2001, LNCS 2154, pp. 292-[304] 2001.
© Springer-Verlag Berlin Heidelberg 2001
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State of the art. Barbed congruence has been used on a variety of concur-
rent calculi and languages (imperative, object-oriented, functional, etc.). On
languages akin to the m-calculus, a number of results that characterize barbed
congruence in terms of early congruence have been shown; examples are [3]7]
13]. Typically, these results are for image-finite processes only. The only results
we are aware of that do not assume image-finiteness are in [I1] and [4]. Their
proofs are complex, however, and they cover only specific dialects of the -
calculus. In [TT] the 7-calculus is extended with infinite sums and with infinitely
many mutually recursive definitions, and moreover each recursive definition can
have an infinite number of name parameters. In [4] the calculus is a form of
asynchronous m-calculus.

Open barbed bisimilarity has been applied to several variants of the -
calculus and to higher-order calculi; examples are [BJ6//T]. The main advantage of
open barbed bisimilarity over barbed congruence is that a characterization re-
sult can often be proved, using an appropriate form of labelled bisimilarity, that
applies to all processes, not just image-finite processes. We are not aware of any
characterization result for open barbed bisimilarity on the standard m-calculus,
however. Such a result would be useful, beyond its significance for the m-calculus,
because it would shed light on the robustness of open barbed bisimilarity, and
in particular on the relationship between it and barbed congruence.

Contributions. The main contributions of this paper are as follows.

1. We show that if we admit infinite sums to the m-calculus, then we can give
a simple proof that barbed congruence and early congruence coincide on all
processes, not just on image-finite processes. (It remains an open question
whether the equivalences coincide on the 7-calculus.)

2. We show that, perhaps surprisingly, on the m-calculus (and on the extension
of it with infinite sums) open barbed bisimilarity does not correspond to
any known labelled bisimilarity. It coincides with a variant of open bisimi-
larity [12] in which names that have been extruded are treated in a special
way, similarly to how names are treated in early bisimilarity.

The structure of the proof of (1) is similar to that in [I3] for image-finite pro-
cesses. As a corollary of (2), open barbed bisimilarity is different from barbed
congruence on the m-calculus. Compared to [11], the result (1), besides having a
much simpler proof, does not use infinitely many mutually recursive definitions.
This is significant because infinitely many mutually recursive definitions cannot
be encoded using replication; only finitely many mutually recursive definitions,
each with a finite number of name parameters, can be so encoded; see [§].

The results in this paper do not tell us whether the new labelled bisimilarity
introduced in (2) is interesting. Its mixture of features from open bisimilarity
and early bisimilarity seems hard to justify observationally, however.

This paper treats the weak equivalences, which abstract from internal action.
Analogous results for strong equivalences are easily obtained by simplifying the
proofs. We believe that the results in the paper hold also for other dialects
of the m-calculus that have the matching operator (which is fundamental to
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the proofs of the characterization results), for instance the Asynchronous -
calculus. The calculus we work with in this paper has guarded sums. If we were
to admit unguarded sums, as in CCS, then the clause for 7 transitions in the
characterization of open barbed bisimilarity would have to be modified along
the lines of dynamic bisimilarity [10].

Other related work. A distinctive feature of open barbed bisimilarity is that
it is both a bisimulation and a congruence. Montanari and Sassone [IU] first
used relations that by definition are both bisimulations and congruences, in
CCS. These relations are defined like CCS bisimulation, but with an additional
requirement similar to closure of an open barbed bisimulation under contexts;
see Definition[2(4). On the m-calculus, the largest relation so obtained is different
from (early) bisimilarity because bisimilarity is not a congruence. Honda and
Yoshida [5] applied similar ideas in the setting of reduction-based bisimilarities,
where 7 transitions, or reductions, are the only relevant transitions of processes.
The relation defined is essentially what we call open barbed bisimilarity, although
the formulation and the calculi are rather different. In particular, a significant
difference is that [5] distinguishes between names and variables, whereas this
paper is about the m-calculus where there are only names.

2 Background

In this section we briefly recall some definitions and notations for the m-calculus.
We assume a countably infinite set N of names, ranged over by lower-case
letters, x,y, z, . ... The prefizes are given by

T ou= Y | 2(2) | 7| [x=yl7.

Note that we take matches to be parts of prefixes. The processes and the sum-
mations of the m-calculus are given respectively by

P 2= M| P|P |vzP | P
M = 0| mP | M+M.

We abbreviate x(z).0 to . A context is obtained when in some P given by the
grammar above, the hole [] replaces an occurrence of 0 that is not the left or
right term in a sum M + M’. A non-input context is a context in which the hole
does not occur underneath an input prefix.

In each of z(z). P and vz P, the displayed occurrence of z is binding with
scope P. We write fn(E1, Fa, . ..) for the set of names that occur free in at least
one of the entities Fq, Fs, .... A substitution is a function o on the set of names
that has finite support, that is, is such that {z | zo # x} is finite. We write Eo
for the application of a substitution ¢ to an entity FE.

The actions are given by

a n= Ty | wy | T(2) | T
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We write Act for the set of actions. We write bn(«) for the set of names bound
in «, which is {z} if a is T(z) and () otherwise, and n(«) for the set of names
that occur in . The (early) transition relations, {~| a € Act}, are defined by
the rules in Table [[l. Elided from the table are four rules: the symmetric form
SUM-R of SUM-L, which has @ 4+ P in place of P 4+ @, and the symmetric forms
PAR-R, COMM-R, and CLOSE-R of PAR-L, COMM-L, and CLOSE-L, in which the
roles of the left and right components are swapped. We adopt rules REP-ACT,
REP-cOMM, and REP-CLOSE so that the transition relations are image-finite.
Other rules could be used, however [§]. We write = for the reflexive and

transitive closure of —, and = for =>-—s== for o € Act. Further, = is =,

and == is = for o # 7. We write P |, if P can perform an action of the form
xy, and P |z if P can perform an action of the form Ty or Z(z). Further, for u
a name T or a co-name T, we write P |, if there is () such that P = @ and
Q.

We identify processes that are a-convertible. Moreover, in any discussion, we
assume that the bound names of any processes or actions under consideration
are chosen to be different from the names free in any other entities under consid-

eration, such as processes, actions, substitutions, and sets of names. This con-

vention is subject to the limitation that in considering a transition P —>x(z) Q,

the name z that is bound in Z(z) and in P can occur free in Q.

Definition 1 (Barbed bisimilarity and congruence).
A relation S is a barbed bisimulation if whenever (P, Q) € S,

1. P |, implies @ {,
2. P 5 P’ implies Q = Q' for some Q' with (P',Q’) € S
3. the variants of (1) and (2) with the roles of P and @ swapped.

P and Q are barbed bisimilar, P ~ Q, if (P, Q) € S for some barbed bisimulation
S. P and Q are barbed congruent, P =¢ Q, if C[P] ~ C[Q)] for every context
C. a

For two processes to be barbed congruent, the systems obtained by plac-
ing them into an arbitrary context must be barbed bisimilar. In open barbed
bisimilarity, on the other hand, the context enclosing the processes being tested
can be changed at any point during the bisimulation game: an open barbed
bisimulation is required to be closed under contexts.

Definition 2 (Open barbed bisimilarity). A relation S is an open barbed
bisimulation if whenever (P, Q) € S,

1. P, implies Q |,

2. P -5 P’ implies Q = Q' for some Q' with (P',Q’) € S

3. the variants of (1) and (2) with the roles of P and @ swapped
4. (C[P],C[Q]) € S for every context C.

P and Q are open barbed bisimilar, P =, Q, if (P,Q) € S for some open barbed
bisimulation S. a
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Table 1. The transition rules

our ———— Inp =7
Ty. P 2L P x(z). P 2% P{y)z}

a /
TAU —_— MAT M
T.P—P [x=z|r.P — P’

P = P
SUM-L —
P+Q— P
<] ’
Pary — T n(a) Nn(Q) = 0

PSP QL@
PlQ =P |Q

P z(z) P Q£>Q/

CLOSE-L —
PlQ —vz(P[Q)

z ¢ f(Q)

P @ P/ P Tz P/
RES ji z & n(w) OPEN — 1= g
vzP — vz P ve P 22 pr
P = P

REP-ACT ———F———
'P — P’ |IP

p2p pZp

REP-cOMM —
P — (P"| P")|IP

z(2) ’ Tz Z
P——P P—7P
REP-CLOSE - z & fn(P)
P — (vz (P | P"))|'P

Definition 3 (Early bisimilarity and congruence).
A relation S is an early bisimulation if whenever (P, Q) € S,

1. P % P’ implies Q N Q' for some Q' with (P’,Q’) € S
2. the variant of (1) with the roles of P and @ swapped.

P and Q are early bisimilar, P ~ @Q, if (P,Q) € S for some early bisimulation
S. P and @ are early congruent, P =° Q, if Po =~ Qo for every substitution
o. O
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A process P is image-finite if for each derivative @ of P and each action «,

there are n > 0 and Q1, ..., Q,, such that Q = Q' implies Q' = Q; for some i.
We recall the following result for the m-calculus; see [BI13] for proofs of closely
related results.

Theorem 1 (Characterization Theorem). Suppose that P and @ are
image-finite. Then P =€ @Q iff P =° Q. ]

3 Infinite Sums

In this section we show that if we admit sums in which the number of summands
is infinite, then Theorem [ can be extended to all processes of the enriched
language, that is, the assumption of image-finiteness can be removed.

The only caveat for allowing infinite sums is that the possibility of «-
converting names into fresh names must be maintained. To ensure this we as-
sume that the set of names has cardinality wy, the first uncountable cardinal,
and require sums to have only countably many summands. (Similar results can
be obtained when w; is replaced by an arbitrary uncountable regular cardinal
and sums can have only fewer than x summands.) Accordingly, we replace the
form M + M’ in the grammar for summations by

YierM;

where [ is a countable set. We write o4 for the resulting calculus. The modi-
fications required to the transition rules are straightforward.

Lemma 1. The set of processes of m+ has cardinality w;.

Proof This is an instance of a standard result about inductively defined sets.
See for instance Section 1.3 of [2]. O

Lemma 2. For any process P of m., and action a, the set {P’ | P == P’} is
countable.

Proof The proof uses repeatedly the fact that a countable union of countable
sets is countable. First one shows that for any P and a, {P' | P % P'} is

countable. Then one shows by induction that for n < w, {P’ | P (—)" P’} is
countable. From this it follows that {P’ | P = P’} is countable, and hence
that {P’| P =5 P’} is countable. |

Definition 4 (Transfinite stratification of bisimilarity).

1. & is the universal relation on 7oy
2. For § an ordinal, the relation ~541 is defined by: P =541 @ if

a) P -2 P’ implies Q ==~5 P’
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b) Q % Q' implies P =a>%5 Q.
3. For v a limit ordinal, P ~, @ if P =5 @ for all § < . o

Lemma 3. On 7oy, P~ Q iff P =5 @ for every ordinal 4.

Proof First, by induction on § we have that P ~ @ implies P =5 @ for
every ordinal §. For the converse first note that if § < ¢’ then ~4 is included
in ~z5. Since by Lemma [I] the cardinality of the set of processes of Tyt is wy,
the universal relation =2y has cardinality w;. Hence there is ¢ of cardinality w;
such that =51 coincides with =z5. This is so because otherwise ~5; would
be strictly included in a5 for each § < ws (the second uncountable cardinal),
contradicting that ~zg has cardinality w;. Suppose § is the smallest ordinal such
that a541 coincides with ~z5. Then ~; is an early bisimulation, so P x5 P’
implies P =~ P’, and ~ coincides with ~4 for all §' > 4. o

Theorem 2 (Characterization Theorem on 7). Suppose P and @ are
processes of moot. Then P =° Q iff P =° Q.

Proof We recall that processes P and ) are barbed equivalent, P = @, if
C[P] = C[Q] for every context C' of the form [] | R. We show that P = Q
iff P =~ @. The conclusion P =¢ @ iff P =¢ @ follows since =¢ is the largest
congruence included in = and =° is the largest congruence included in ==.

That P ~ @ implies P = @ follows from the facts that ~ is a barbed
bisimulation and a non-input congruence (that is, is preserved by all non-input
contexts), and that = is the largest non-input congruence included in ~.

The main claim needed to show that P = () implies P ~ @ is the following.

Claim. Suppose that P %5 @ where ¢ is an ordinal. Then there is a
summation M such that for any z C fn(P, @) and any fresh name s, one
of the following holds:
1. (v2)(P' | (M+3s)) # (v2)(Q | (M+s5)) for all P’ such that P = P’
2. Wz2) (P | (M+5)) # v2) (Q" | (M + s)) for all Q" such that
Q=Q".
Proof If 4 is a limit ordinal and P %5 (), then P %, @ for some y < 4,
and the result follows immediately by induction.
Suppose 6 = v + 1. Then there are a and P’ such that P - P’ but

P" 3., Q' for all Q' such that @ SN Q' (or vice versa, when the argument

is the same). By Lemma 2, {Q' | Q = Q'} = {Q; | i € I} for some
countable set I. We prove that assertion (2) of the Claim holds (in the
case when the roles of P and Q are swapped, one would prove assertion
(1)):

Appealing to the induction hypothesis, for each ¢ € I let M; be a sum-
mation such that either (1) or (2) of the Claim holds for P’, @;, and
M;. There are four cases, one for each form that a can take. We give the
details only for the case when « is an input action. The other cases are
similar, and for them we just indicate the main point in the construction.
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Case 1 Suppose that a is zy. Let s; (i € I) and s’ be fresh names, and
set
M def zy. (8/ 4+ Xier T. (‘1\4z + Sl)) .

Suppose that 2 C fn(P, Q) and s is fresh, and let Q' be any process such

that Q = Q'. Let A % (WZ)(P | (M+s)) and B Y (v3)(Q' | (M+3)),

and suppose, for a contradiction, that A ~ B. We have
AD AL WR) (P (s + Sier 7. (M; +57)))

and A’ |y but not A’ ||,. Since A =~ B there is B’ such that B =
B’ = A’. In particular it must be that B’ |}y but not B’ |},. The only
way this is possible is if I # () and

B % (w2) (Q; | (5" + Zier 7. (M + 55)))

for some j € I (a derivative of @’ under = is also a derivative of Q).
Now either (1) or (2) of the Claim holds for P, @Q;, and M;. Suppose
that (2) holds. We have

AT A (WE) (P ] (M + 55)

and A7 |5, but not A} {y. Then B’ = B} with B} ~ A7, and we
must have et

B = (v2) (Q] | (M; + s5))
for some @} such that Q; = Q. But A ~ B} contradicts that (2) of
the Claim holds for P’, Q;, and M;.
Dually, if (1) of the Claim holds for P’, Q;, and M;, then we obtain a
contradiction by considering how A’ can match the transition

B T B! € (2) (Q; | (Mj +55)) -

Case 2 Suppose that o is Ty. Let s; (i € I) and s’ and w be fresh
names, and set

M z(w). (8 + Zier [w=y]r. (M; + s;)) .

Case 3 Suppose that « is Z(z). Suppose that fn(P, Q) = {a1,...,ax}.
Let s; (i € I) and t and s’ and w be fresh names, and set

def

M x(w).(s'+2§=1[w:ah]t+ﬂiel T. (M¢+Sz‘)) .

Case J Suppose that a is 7. Let s; (¢ € T) be fresh names, and set

MdZefEiE[ T. (MZ—FSZ) .

This completes the proof of the Claim. a

To complete the proof of the theorem, suppose that P % @. Then by Lemma B]
P %5 @ for some 6. Then let M be as given by the Claim for P and Q, let s be

fresh, and set C' %' [[]] (M + s). Then C[P] % C[Q], and so P % Q. O
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4 Characterization of Open Barbed Bisimilarity

In this section we show a characterization theorem for open barbed bisimilar-
ity on the full m-calculus. The theorem holds both for the w-calculus and for
its extension with infinite sums, m.. The labelled bisimilarity that charac-
terizes open barbed bisimilarity is similar to open bisimilarity; indeed on the
subcalculus without restriction it coincides with open bisimilarity. On the full
calculus, however, the relations treat extruded names differently. To highlight
the difference, we recall the definition of open bisimilarity.

Open bisimilarity is usually defined using the late transition relations. One
of the significant features of open bisimilarity is that when comparing two pro-
cesses, it suffices to consider only input actions and bound-output actions whose
object is a single fresh name. This can be important in reducing the amount of
work needed to determine whether processes are equivalent. Here, however, it
is convenient to cast the definition using the early transition relations.

A distinction is a finite symmetric and irreflexive relation on names. A sub-
stitution o respects a distinction D if (z,y) € D implies zo # yo. Given sets of
names Y and Z, we write Y ® Z for the distinction that contains all pairs (y, 2)
and (z,y) such that y € Y, z € Z, and y # z.

Definition 5 (Open bisimilarity). An open bisimulation is a family of rela-
tions {Sp | D a distinction} such that whenever (P, Q) € Sp,

1. if P % P’ and « is not a bound output, then Q = Q' for some @’ with
(P, Q") eSp

2. it P 2% P’ then Q @), Q' for some Q' with (P',Q') € Spr where
D'=DU({z}®f(P,Q))

3. the variants of (1) and (2) with the roles of P and @ swapped

4. (Po,Qo) € Sp, for every o that respects D.

We write {~L | D a distinction} for the pointwise union of all open bisimula-
tions, and refer to ~2 as open D-bisimilarity. In particular, we write ~,, for zg,

and refer to it as open bisimilarity. a

The definition of quasi-open bisimilarity involves a family of relations in-
dexed by finite sets of names, rather than by distinctions. We need the analogue
of the notion that a substitution respects a distinction. Suppose z is a finite
set of names. A substitution o respects z if whenever z € z and y # z, then

Yo # zo.

Definition 6 (Quasi-open bisimilarity). A quasi-open bisimulation is a
family of relations {S* | Z C N finite} such that whenever (P, Q) € S?,

1. if P2 P and « is not a bound output, then @ 2 Q' for some Q' with
(P, Q') € §*

2. if P 29 P then Q =2 ( for some Q' with (P', Q') € S?V{:}

3. the variants of (1) and (2) with the roles of P and @ swapped
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4. (Po,Qo) € 8% for every o that respects Z.

We write {z§| Z C N finite} for the pointwise union of all quasi-open bisimula-
a
for zg, and refer to it as quasi-open bisimilarity. O

tions, and refer to ~7 as quasi-open z-bisimilarity. In particular, we write

In open bisimilarity, when a name z is sent in a bound-output action, the
distinction is enlarged to ensure that z is never identified with any name that
is free in the processes that send it. In quasi-open bisimilarity, in contrast, at
no point after the scope of z is extruded can a substitution be applied that
identifies z with any other name. Roughly, quasi-open bisimilarity treats names
that are extruded in the same way that early bisimilarity treats all names.

Lemma 4. Quasi-open bisimilarity, ~, is a congruence.

Proof (Outline) The proof involves showing that = is preserved by each oper-
ator of the calculus. This is done by exhibiting appropriate quasi-open bisimula-
tions. Due to the special treatment of extruded names, the case of composition
needs special care. O

Quasi-open bisimilarity, like open bisimilarity, is more discriminating than
early congruence: the union over z of the relations ~ is an early bisimulation;
and for instance P = @ but P %, @ where

PYrata+a [y=z]x

Q e +x.
The reason why P %, Q is that [y=2z]z 2, = and [y=z]z %, 0, as can be
seen by considering the effects of applying the identity substitution and the
substitution {Y/2} respectively.
Moreover, quasi-open bisimilarity is strictly weaker than open bisimilarity.

Lemma 5. =, is strictly included in =~

a
Proof For Z a finite set of names define S? by setting (P, Q) € S* if there is a
distinction D such that P ~2 @ and for each pair (z,y) € D, either = € Z or
y € Z. Then {S% | Z C N finite} can be shown to be a quasi-open bisimulation.
So in particular, if P ~, Q then (P,Q) € S? and so P ~g Q-

To show that the inclusion is strict we can take

Py 32 (z(w) + z(w). z + z(w). [w=z]z)

Q Y. 72 (z(w) + z(w). z) .
Then P 2, 2w, pr d&f [w=2z]z and, where D = {(z,2),(z,2)}, we have
P’ %P 0 because {#w} respects D, while P’ #2 2 because the identity respects

D, so P #, Q. On the other hand, P’ zé‘f} 0 because {#w} does not respect
{z}, and so P~ Q. O

To prove the characterization result we need that open barbed bisimilarity
is preserved by arbitrary substitution.
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Lemma 6. P =, Q implies Po ~, Qo, for all o.

Proof Suppose o = {¥1---Yn/zy...2,} where {z1,...,x,} is the support of o.
Let a be a fresh name and set

Pl d:ef va (Elll- ~-~-ayn I a’(xl)' a(xn)P)
Q1 def va(ayy. ....ay, | a(z1). ....a(z,). Q) .

By clause (@) of Definition Bl P; ~, Q1. Using some simple properties of 7, we
have
Py ... 1. Po &=, Po,
~—

n

and similarly, Q1 ~, Qo. Hence by transitivity, Po ~, Qo. O

The following result holds for the 7-calculus and for its extension with infinite
sums.

Theorem 3 (Characterization Theorem for open barbed bisimilarity).

For any processes P and Q, P ~, Q iff P ~, Q.

Proof The implication from left to right holds because ~, is an open barbed
bisimulation. This follows from the definitions and the fact that ~ is a congru-
ence, by Lemma [
For the other implication, we define a family of relations {R® | Z C N finite}
such that &, is included in R?, and show that it is a quasi-open bisimulation.
Suppose T = {z; | i € I}. Set (P,Q) € R® if there is @ = {a; | i € I} (with
a; # aj for i # j) such that aNfn(P,Q,7) =0 and

vT (Uzellaizxz | P) éo vT (HieI!aﬁxi | Q) . (1)
We consider clauses (4), (1), and (2) in Definition [ the argument for clause
(3) is similar to those for (1) and (2).
Suppose (P, Q) € R®. Let P, def vi(Icr'a;z; | P) and Q4 dof v (Ierla;z; |
Q) be as in equation (IJ).
Clause (4) Suppose o respects . Choose b = {b; | i € I} such that b; # b;

for 7 # j and bN fn(P,Q, 7, Po,Qo,70) = (). Let § = {b/a}. Then by applying
Lemma [0 to equation () with the substitution 6,

v@ (Iier'biz; | P) ~q vT (Iier'biz; | Q) (2)

Let p be the substitution that agrees with o except that b;p = b; for each . Then
by applying Lemma [fl to equation (2)) with the substitution p, where § = To we
have

vy (Iie1'biy; | Po) %o vy (ILier'biy; | Qo) .
Hence (Po, Qo) € RY, as required.
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Clause (1) We give just the argument for input actions. Those for free-output
and 7 actions are of a similar nature.

Suppose P 2+ P’. We have to find @’ such that Q == Q' and (P',Q’) €
RE. There are four cases, determined by whether or not 2 € & and whether or
not z € . We give just one case. The arguments for the others are variations of
it.

Suppose x € T, say = x;, and z € T. Let s, s', and u be fresh names, and
consider the context

C df (s—i—ai(u).(s' +az)) 1]
We have ot
C[Pﬂ:>P2 ZGO|V§(HZE]'CTZ$1|P/)

and it holds that not P5 s and not P, . Since P; ~, Q1, there is Qs such
that C[Q1] = Q2 ~, P», so in particular it holds that not Q> | and not
Q2 5. The only possibility is that

Q2 =0 | vT (Ierlaz; | Q')
for some @’ such that Q == Q'. Since P, ~, Q> we have
v (Iier'aga; | P') o vZ (Iicr'aiz; | Q')
and so (P',Q') € R”.
(2)

Clause (2) Suppose P 2, P’ where z is fresh. We have to find Q" such that

Q EICON Q' and (P, Q') € R*™/1#}, There are two subcases. We give one; the

argument for the other is a variation of it.
Suppose x € T, say x = z;. Let s, s, t, u, and a be fresh names, and consider
the context

C (s 4 ailu) (s + u().(1az | Heempay[z=ct)) | [

We have

op] = P, %, (!Ez | Hoctn(poylz =t | vE (e '@ | P'))

and it holds that not P, |ls and not P, |y and not P, | t. Since P; =, Q1,
there is Q2 such that C[Q] = Q2 ~, P, so in particular it holds that not
Q2 s and not Qs |5 and not Qs | t. The only possibility is that

Q2 = vz (!52 | Hectn(p) [z =clt | vT (Iicr'aiz; | Q'))

for some @’ such that Q & Q'. Since P, =, Q; we have, using axioms of
structural congruence and the property

vy ([y=bM | R) o vy R  ify#b,
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that

P, &, vz VT (!Ez | Tier'a;z; | P’))

and

Qs ~o V2 VT (!Ez | ITicrlazx; | Q/)) .

Hence (P, Q") € R*™{#} as required.

This completes the outline of the proof of the theorem. O
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Abstract. It has long been recognised that standard process algebra
has difficulty dealing with actions of different priority, such as for in-
stance an interrupt action of high priority. Various solutions have been
proposed. We introduce a new approach, involving the addition of “pri-
ority guards” to Milner’s process calculus CCS. In our approach, priority
is unstratified, meaning that actions are not assigned fixed levels, so that
the same action can have different priority depending where it appears
in a program. Unlike in other unstratified accounts of priority in CCS
(such as that of Camilleri and Winskel), we treat inputs and outputs
symmetrically. We introduce the new calculus, give examples, develop
its theory (including bisimulation and equational laws), and compare it
with existing approaches. We show that priority adds expressiveness to
both CCS and the 7-calculus.

1 Introduction

It has long been recognised that standard process algebra [I3J9J2] has difficulty
dealing with actions of different priority, such as for instance an interrupt action
of high priority. Various authors have suggested how to add priority to process
languages such as ACP [1JI0], CCS [43] and CSP [8l[7]. We introduce a new
approach, involving the addition of “priority guards” to the summation opera-
tor of Milner’s process calculus CCS. In our approach, priority is unstratified,
meaning that actions are not assigned fixed levels, so that the same action can
have different priority depending where it appears in a program. We shall see
that existing accounts of priority in CCS are either stratified [4], or else they
impose a distinction between outputs and inputs, whereby prioritised choice is
only made on inputs [3/5]. This goes against the spirit of CCS, where inputs and
outputs are treated symmetrically, and we contend that it is unnecessary. We
introduce the new calculus, give examples, develop its theory (including bisimu-
lation and equational laws), and compare it with existing approaches. We show
that priority adds expressiveness to both CCS and the m-calculus.

We start with the idea of priority. We assume some familiarity with CCS
notation [13]. Consider the CCS process a + b. The actions a and b have equal
status. Which of them engages in communication depends on whether the en-
vironment is offering the complementary actions @ or b. By “environment” we

* Partially funded by EPSRC grant GR/K54663

K.G. Larsen and M. Nielsen (Eds.): CONCUR 2001, LNCS 2154, pp. 305320, 2001.
© Springer-Verlag Berlin Heidelberg 2001
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mean whatever processes may be placed in parallel with a 4+ b. We would like
some means to favour a over b, say, so that if the environment offers both, then
only a can happen. This would be useful if, for instance, a was an interrupt ac-
tion. We need something more sophisticated than simply removing b altogether,
since, if @ cannot communicate, it should not stop b from doing so. This brief
analysis points to two features of priority: (1) Priority removes (“preempts”)
certain possibilities that would have existed without priority. Thus if a can com-
municate then b is preempted. (2) Reasoning about priority in CCS has to be
parametrised by the environment.

We now explain the basic idea of priority guards. Let P be a process, let a
be an action, and let U be some set of actions. Then we can form a new process
U :a.P, which behaves like a.P, except that the initial action a is conditional on
the environment not offering actions in U, the CCS “complement” of U. We call
U a priority guard in U:a.P. All actions in U have priority over a at this point
in the computation. We call our calculus CPG (for CCS with Priority Guards).

As a simple example, if we have a CCS process a.P + b.QQ and we wish to
give a priority over b in the choice, we add a priority guard to get a.P + a:5.QQ
(we omit the set braces around a). Priority is specific to this choice, since the
guard affects only the initial b, and not any further occurrences of b there may
be in Q.

Let us see how this example is handled in two existing approaches to priority.
Cleaveland and Hennessy [4] add new higher priority actions to CCS. They
would write our example as a.P 4+ b.Q (high priority actions are underlined).
In their stratified calculus, actions have fixed priority levels, and only actions
at the same priority level can communicate. In this paper we are interested in
an unstratified approach, and so our starting point of reference is Camilleri and
Winskel’s priority choice operator [3]. In their notation the example becomes
a.PH)b.Q). They make the priority of a over b specific to the particular choice,
so that b might have priority over a elsewhere in the same program. We shall
compare our approach with these two existing ones in Sect. [2

A striking by-product of adding priority guards to CCS is that we can encode
mixed input and output guarded summation using priority guards and restricted
parallel composition. As a simple example, a.P+b.Q can be encoded with priority
guards as newc(c:a.(P|é)|c:b.(Q|¢)) (where ¢ is a fresh action). This expresses in
a natural way the preemptive nature of 4+, whereby pursuing one option precludes
the others. The same effect can be achieved in Camilleri and Winskel’s calculus
(but only for input guards): a.P + b.Q) can be encoded as

new ¢ ((cHa.(Ple)|(cHb.(Ql)))

but of course here we are exchanging one form of choice for another. We shall
return to this encoding of summation in Sect. [l

To end this section, we give an example, involving handling of hidden actions
and the scoping of priority. We wish to program a simple interrupt. Let P be a
system which consists of two processes A, B in parallel which perform actions a,
b respectively, while communicating internally to keep in step with each other.
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P also has an interrupt process I which shuts down A and B when the interrupt
signal int is received.

P &L new mid, inta, intg (A|B|I) A L inty:a.mid.A + inta
I Lint.(int4.ints + intg.inta) B Lintg:b.mid.B + ints

Without the priority guards in A and B, P could receive an int and yet A
and B could continue with a and b. Actions int4, intg have priority over a, b,
respectively. This only applies within the scope of the restriction. We can apply
the usual techniques of CCS (including removing 7 actions) and get

P=aP,+bP+int PL=bP+int P,=a.P+int

which is what we wanted. We consider this example more precisely in Sect.

Notice that in the system as a whole, once the high-priority interrupt action
is restricted, we have regained a standard CCS process without priority. Thus
priority can be encapsulated locally, which we regard as an important feature
when programming larger systems, where different priority frameworks may be
in use in different subsystems.

The rest of the paper is organised as follows: First we compare our approach
with related work (Sect. 2)). Next we define the language of processes (Sect. ).
Then we look at reactions (Sect.H) and labelled transitions (Sect. B). We then
look at bisimulation and equational theories for both the strong (Sect. B) and
weak cases (Sect. [7). We then return to our interrupt example (Sect. B)), and
look at the extra expressiveness afforded by priority guards (Sect.[d). The paper
is completed with some brief conclusions.

2 Comparison with Related Work

We refer the reader to [5] for discussion of the many approaches taken by other
authors to priority. Here we restrict ourselves to comparison of our work with
that of Camilleri and Winskel [3] (referred to as CW for short) and Cleaveland,
Liittgen and Natarajan [5] (CLN for short).

2.1 Camilleri and Winskel (CW)

As we have seen, CW’s CCS with a prioritised choice operator P+ @ allows
priority to be decided in a way which is specific to each choice in a system.
The idea of a priority choice between processes is interesting and natural. The
authors present an operational semantics via a labelled transition relation, and
define a bisimulation-based equivalence. They also give an axiomatisation of this
equivalence which is complete for finite processes (i.e. those not using recursion).
They do not show how to hide the 7-actions resulting from communications
(though this is treated in [I1]).

As we saw in the Introduction, reasoning about priority has to be
parametrised on the environment. The CW transition relation is parametrised
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on a set of output actions R. Thus Fr P = P’ means that, in an environment
which is ready to perform precisely the actions R, the process P can perform an

action a to become P’. For example, Fr a-b 5 0 (any R), while g a-Hb )
provided a ¢ R.

We have borrowed the idea of parametrisation on the environment for our
labelled transition system for CPG. For us P <y P’ means that, in an environ-
ment which offers no action in the set U, process P can perform a to become
P’. Our most basic rule is essentially U:a.P ¢ P, provided a ¢ U.

Note that the CW syntax shows the environment only in the prioritised
choice a.PHb.Q, and does this implicitly, in that b.Q’s “environment” is a.P,
while a.P says nothing about the actual environment. In CPG the environment
is represented in the syntax directly.

There is a difference in expressiveness between CPG and CW’s calculus, in
that the latter cannot express cycles of priority, whereas we can in CPG. CW
consider the paradoxical example new a, b ((a+)b)|(b+)a)). The problem is that
there is a circularity, with a having priority over b, as well as vice versa. Can the
system act? They decide to sidestep this question by breaking the symmetry in
CCS between inputs and outputs, and only allowing prioritised choice on input
actions. We feel that this complicates the syntax and operational semantics,
and should not be necessary. There seems to be no essential reason for CW not
to allow the system with circular priorities, since their environmental transition
relation should be able to handle it. In our approach the example is admitted, and
results in a deadlock, which would seem to be in keeping with CW’s approach.
We consider this example again at the end of Sect. Bl

Another reason why CW disallow priority choice on output actions is to
assist in obtaining the normal form they use for proving the completeness of
their equational laws for finite processes. However this normal form is still quite
complicated (consisting of a sum of priority sums of sums). In our calculus CPG
we have only one form of choice, and so completeness is technically simpler.

2.2 Cleaveland, Liittgen, and Natarajan (CLN)

In CLN’s basic approach [5], which is derived from earlier work of Cleaveland
and Hennessy [4], actions have priority levels. Mostly they consider just two
levels—ordinary actions and higher priority, underlined actions. Only actions
at the same level of priority can communicate, which is really quite restrictive
when one considers that two actions which are intended to communicate may
have quite different priorities within their respective subsystems. Silent actions
resulting from communication have preemptive power over all actions of lower
priority. The authors present both strong and weak bisimulation-based equiva-
lences (drawing on [T5]), and axiomatise these for finite processes.

In our unstratified calculus CPG, by contrast, actions do not have priority
levels—each priority guard operates independently, in the spirit of [3].

We referred in the Introduction to the desirability of encapsulating priorities
locally. This encapsulation is present in Camilleri and Winskel’s calculus (and in
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our own), but not in Cleaveland and Hennessy’s, since a high priority 7 is treated
differently from a standard 7. However, the development in [5] goes beyond the
basic Cleaveland and Hennessy calculus to consider distributed priorities, where
preemption is decided locally rather than globally. Consideration is also given
to extending the distributed priority calculus to allow communication between
actions at different levels. The authors identify a problem with associativity of
parallel composition. Consider the system

(a+b)(b+c)e

where communication is allowed between complementary actions at different
levels. If this associates to the left, then a is preempted by b; however if it
associates to the right then b is preempted by ¢, and so a is not preempted. A
similar problem is encountered when extending the distributed calculus to allow
more than two levels. CLN’s proposed solution is to follow CW by only allowing
priorities to be resolved between input actions, while treating all output actions
as having equal priority. We have already mentioned our reservations about
this. Nevertheless the distinction between inputs and outputs gives a workable
“mixed-level” calculus (distributed, multi-level, with communication between
different levels). It is particularly nice that CLN show that the CW calculus can
be translated faithfully and naturally into this mixed-level calculus.

It is striking that both CW and the mixed-level calculus of CLN adopt the
same syntactic restriction on inputs and outputs, and also that only strong equiv-
alence (7 actions not hidden) is presented for the mixed-level calculus. We shall
present a weak equivalence for CPG.

3 The Language CPG

We shall denote our augmentation of CCS with priority guards by CPG (CCS
with Priority Guards). First we define the actions of CPG. In standard CCS [I3]
Part I] there is a set of names N and a disjoint set of co-names N, together
with a single silent action 7. To these standard names N we shall add a new
disjoint set of names &/ and a dual set . These are the actions which can be
used in priority guards; they can also be used in the standard way. They need to
be kept separate from standard actions, since we have to be careful with them
in reasoning compositionally about processes.

To see why we take this approach, consider the law P = 7.P, which is valid
for CCS processesﬂ In CPG, if a can be a priority guard then a # 7.a since
there is a context in which the two sides behave differently. Indeed, ala:b cannot
perform b (since, as we shall see, b is preempted by the offer of a), whereas
T.ala:b can perform b initially, as a is not offered until 7 has occurred. However
if we know that a is a standard name then we do have a = 7.a. So we can retain
CCS reasoning when processes only involve standard names.

! We are following the formulation of CCS in [I3] rather than that of [12]. Processes
such as P + (Q|R) are not allowed, only guarded choices Y «;.F;.
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We define Std = N'UN, Pri = L/ UU, Vis = StdUPri and Act = VisU{7}. We
let w,v,... range over Pri, a,b,... over Vis and «, 3,... over Act. Also S,T,...
range over finite subsets of Vis, and U,V ... over finite subsets of Pri. If S C Vis,
let S denote {a: a € S}, where if a € N UU then a = a.

Now we define processes:

Definition 1. (cf [13, Definition 4.1]) P is the smallest set such that whenever
P, P; are processes then P contains

1. Ziel S; t ;.P;  (guarded summation: I finite, each \S; finite)
2. Pi|P, (parallel composition)

3. newa P (restriction)

4. Aay,..,a,) (identifier)

P is ranged over by P,Q, R, ... We let M, N,... range over (guarded) summa-
tions. We assume that each identifier A(by,..,b,) comes with a defining equation

Alay, .., an) & P, where P is a process whose free names are drawn from a1, .., a,.
We will tend to abbreviate a1, ..,a, by @. We write the empty guarded sum-
mation as 0 and abbreviate S:«a.0 by S:«. It is assumed that the order in a
summation is immaterial. We abbreviate () : o by «. Definition [T is much as in
standard CCS except for the priority guards S;. The meaning of the priority
guard S : « is that « can only be performed if the environment does not offer
any action in S N Pri. Clearly, any names in S — Pri have no effect as guards,
and can be eliminated without changing the behaviour of a process. We allow
them to occur in the syntax, since otherwise we could not freely instantiate the
parameters in an identifier. We write u : a instead of {u} : . Restriction is a
variable-binding operator, and we write fn(P) for the free names of P.
Two sublanguages of CPG are of interest:

Definition 2. Let Psyy be the sublanguage of standard processes generated as
in Definition[dl except that all names are drawn from Std (i.e. we effectively take
U =10 and S; = 0 in clause (1)). Let Pyg be the sublanguage of unguarded
processes generated as in Definition [l except that all priority guards are empty
(i.e. S; =0 in clause (1)).

Clearly Pstg € Pug € P. Note that Psyq is effectively standard CCS. The un-
guarded processes Pyg differ from Psq in that they may contain names in Pri.
Such processes cause no problems for strong equivalence (Proposition Hl), but
care is needed with weak equivalence (Sect.[q), since e.g. u and 7.u (u € Pri) are
not weakly equivalent, as remarked above.

4 Offers and Reaction

Structural congruence is the most basic equivalence on processes, which facili-
tates reaction by bringing the subprocesses which are to react with each other
into juxtaposition. It is defined as for CCS:
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Definition 3. (c¢f [13, Definition 4.7]) Structural congruence, written =, is the
congruence on P generated by the following equations:

1. Change of bound names (alpha-conversion)

2. Pl0= P, PIQ = QIP, PI(QIR) = (PIQ)|R

3. newa (P|Q) = Plnewa @ if a & fn(P);
new a 0 = 0, new anew b P = new bnew a P

4 A ={D /P it A@)LPp

Recall that a guarded action S:a is conditional on other processes in the en-
vironment not offering actions in S N Pri. Before defining reaction we define for
each process P the set off(P) C Pri of “higher priority” actions “offered” by P.

Definition 4. By induction on P € P:

Lo off(Q_,cr Sitai.P) = {ai: i € I,a; € Pri,oy; & S}
2. Off(P1|P2) = OfF(Pl) U Off(PQ)

3. off(new a P) = off(P) — {a,a}

4. off(A(T)) = off{ T /@)P) it A(@) L P

In item 1 the reason that we insist «; € S; is that we want to equate a process
such as w:u with 0, since u : u can never engage in a reaction. Note that if
P € Psyq then off(P) = 0.

In CPG, a reaction can be conditional on offers from the environment. Con-
sider u : b|b. This can react by communication on b, b. However b is guarded
by u, and so the reaction is conditional on the environment not offering u. We
reflect this by letting reaction be parametrised on sets of actions U C Pri. The
intended meaning of P —; P’ is that P can react on its own, as long as the
environment does not offer @ for any u € U (in our parlance, “eschews” U).

Definition 5. Let P € ’P and let S C Act be finite. P eschews S (written
Peschews S) iff off(P) NS = 0.
Definition 6. (cf [I3, Definition 4.13]) The reaction relation on P is the small-

est relation — on P x p(Pri) x P generated by the following rules:

S:7.P+ M —snpi P

S:a.P+ M eschewsT T:a.QQ+ N eschewsS P —y P QeschewsU

(S:a.P+ M)|(T:a.Q+ N) —(SUT)NPri P|lQ P|Q —y P'|1Q
P—>UP/ P—>UP/ P=qQ P/EQ/
new a P —y_(,.a) newa P’ Q—y Q

We abbreviate P —¢ P' by P — P’.
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The second clause of Definition [f] is the most important. In order for an action
a to react with a complementary a, the two sides must not preempt each other
(i.e. they must eschew each other’s guards). Furthermore the reaction remains
conditional on the environment eschewing the union of their guards. The re-
striction rule shows how this conditionality can then be removed by scoping.
Notice that if we restrict attention to the unguarded processes Pyg (i.e. we let
U = () we recover the usual CCS reaction relation. So the new reaction relation
is conservative over the old.

5 Labelled Transitions

As in standard CCS, we wish to define a transition relation on processes P = P’
meaning that P can perform action o and become P’. As we did with reaction,
we refine the transition relation so that it is parametrised on sets of actions
U C Pri. The intended meaning of P % P’ is that P can perform « as long as
the environment eschews U. Our definition is inspired by the transition relation
in [3], which is parametrised on what set of output actions the environment is
ready to perform.

Definition 7. (cf [I3, Definition 5.1]) The transition relation on P is the small-
est relation — on P x Act x p(Pri) x P generated by the following rules:

(sum) M+S:a.P+N Sgmpi P if a ¢ SNPri
P %y, P! Py, %y, P! PreschewsU, PseschewsU;
PPy Sy uu, PP
P, %y P| PyeschewsU P, %y P, PjeschewsU

(react)

(par) o 3 -
P1|P2—>UP1|P2 P1|P2—)UP1|P2
PSSy P
(res) e - if o ¢ {a,a}
new a P —y_iq,) newa P
. T/ @YPS, P . df
(ident) % if A(@)=P

We abbreviate P %y P’ by P P’ and 3P'.P 5y P/ by P 3¢.
Proposition 1. If P Sy P’ then a ¢ U and U is finite. Moreover,
{u € Pri:3U.P %y} Coff(P) .

To see that off(P) can be unequal to {u € Pri: 3U.P %y}, consider u:v.0|a.0.
We see that off(u:v|a) = {v, 4}, but u:v|@ cannot perform v.

As with reaction, note that if we restrict attention to the unguarded processes
Pug (i-e. we let U = () we recover the usual CCS transition relation. So the new
transition relation is conservative over the old. In applications we envisage that
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the standard CCS transition relation can be used most of the time. The CPG
transition relation will only be needed in those subsystems which use priority.

As an illustration of the design choices embodied in our definitions, consider
the circular example of Camilleri & Winskel (Subsect. 2-1):

PLuatum qu.b—i—v:ﬂ Rd:fnewu,v(P|Q)

In P action u has priority over v, while in ) action v has priority over u. We
have P % a, Q =, 0. For a u communication to happen, by rule (react) we need
v ¢ off(P), but off(P) = {u, 0}, so that the u communication cannot happen.
Similarly the v communication cannot happen, and so R is strongly equivalent
to 0 (strong offer equivalence is defined in the next section).

6 Strong Offer Bisimulation

Similarly to standard CCS, we define process equivalences based on strong and
weak bisimulation. We consider strong bisimulation in this section and weak
bisimulation (i.e. with hiding of silent actions) in the next.

The intuition behind our notion of bisimulation is that for processes to be
equivalent they must make the same offers, and for a process @ to simulate a
process P, (Q must be able to do whatever P can, though possibly constrained
by fewer or smaller priority guards. For instance, we would expect the processes
a+u:a and a to be equivalent, since the priority guarded w:a is simulated by a.

Definition 8. (cf [13]) A symmetric relation S C P x P is a strong offer bisim-
ulation if S(P, Q) implies both that off(P) = off (Q) and that for all o € Act,
if P %y P’ then for some Q' and V C U, we have Q v Q' and S(P',Q’)

Definition 9. Processes P and @ are strongly offer equivalent, written P off Q,
iff there is some strong offer bisimulation S such that S(P, Q).

Proposition 2. (¢f [13, Prop 5.2]) = is a strong offer bisimulation. Hence =

implies o, a
Proposition 3. (cf [I3, Theorem 5.6]) P Hy=P' iff P —y P’ O

Theorem 1. (c¢f [13, Proposition 5.29]) Strong offer equivalence is a congru-
. . off
ence, i.e. if P ~ @ then

1. S:aP+M%S5:a.Q+M 3. PRE QIR

2. newaP(r)\fJFnewaQ 4. R|P9§R|Q O



314 I Phillips

Note that if P,Q € Pyg then P oA Q iff P ~ @Q, where P ~ @) denotes that

P and @Q are strongly equivalent in the usual sense of [13]. So % is conservative
over ~. In fact we can say more:

Proposition 4. Let P,Q € Pyg. If P ~ @ then C[P] ~ o8 C[Q], for any context
C[]. O

So we can reuse all the known equivalences between CCS processes when working
with CPG processes.

Proposition 5. (c¢f [13, Proposition 5.21]) For all P € P,

PN U:a.Q: P %y Q)

Proposition 6. The following laws hold:

M+S:0.P% M+ (SNPri):a (1)
M+U:a.P% M if a €U CPri (2)
M+U:aP+UUV):a.PL M+U:a.P (3)

O UiraiPy) | O V;:8;.Q;)
TN Ui (B Vi:58;.Q5)) : Vi & Ui} (4)
+ D V8O UiraiP)|Qy)) « Vi & Vi)
+ > AU UVy) T P|Q; oy = By € Vis, Wi, j .o & V5, By & Ui}

new a ZU ;. ;) Off Z((Ui —{a,a}):a;newa P; : a; # a,a} (5)

Definition 10. Let Ag be the following set of axioms: the axioms of structural
congruence = (Definition[3) together with the five laws of Proposition [0

Theorem 2. The set of axioms Ag is complete for & on finite CPG processes
(a CPG process is finite if it contains no identifiers). O

As mentioned in the Introduction, we can encode mixed input and output
guarded summation using priority guards and restricted parallel composition.
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Proposition 7. Suppose that {«; : i € I} are actions which cannot react with
each other, i.e. there do not exist i,j € I and a € Vis such that a; = a and
oj =a. Then

Z S o P o new u (H(Si U{u}:a;(Pi]a)))

where u € Pri is some fresh name not occurring in > S;:«;.P; and [] denotes
parallel composition. a

The non-reaction condition in Proposition[dis needed, since otherwise the right-
hand side would have extra unwanted reactions. The condition is not unduly
restrictive, since if we have a system where the same channel a is used to pass
messages both to and from a process, we can simply separate a out into two
separate channels, one for each direction.

7 Weak Offer Bisimulation
We now investigate weak bisimulation, where reactions are hidden.

Definition 11. P =y P’ iff P2 P/ or 304, ... ,U,.P =y, -+ —u, P’ with
U=U,U---UU, (n>1). We abbreviate P =y P’ by P = P’.

P %U P fo HU/,UH.P =y’ pr” g>U// P" = P withU = U UU"” and
off(P") C off(P).

Here P 2 P’ means that P and P’ are identically equal. So P =y P’ al-
lows zero or more internal transitions with guards included in U. The condition
off(P") C off(P) is needed to obtain a weak equivalence which is a congruence.
The reason why we allow priority guards before performing a visible action, but
not after, is as follows: For Q to simulate P %y P’, Q must expect an environ-
ment offering U up to and including performing a. After this, the environment
has changed, and might be offering anything. So @ can perform further reac-
tions to reach @’ simulating P’, but these reactions must not be subject to any
priority guards.

Definition 12. A symmetric relation S C P x P is a weak offer bisimulation
if S(P, Q) implies both that off(P) = off(Q) and that:

if P =y P’ then for some Q' and U’ C U, we have Q =y Q' and S(P',Q’),
and for all a € Vis,

if P %y P’ then for some Q' and U' C U, we have Q =y Q" and S(P',Q").

On the sublanguage Psiq (which corresponds to CCS) weak offer bisimulation
is the same as for CCS [13, Proposition 6.3].

i
Definition 13. Processes P and Q) are weakly offer equivalent, written P Y Q,
iff there is some weak offer bisimulation S such that S(P, Q).
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off

Proposition 8. For any P,Q, if P ~ Q then P o Q. 0

fF
Theorem 3. (c¢f [13, Proposition 6.17]) % is a congruence. O

So we have a congruence which conservatively extends CCS.
We now turn to the equational theory of weak offer equivalence. In CCS we

have the law P ~ 7.P [13, Theorem 6.15]. However in CPG, u o; 7.u. This is
because off (u) = {u} whereas off(7.u) = (). However the usual CCS equivalence
laws will still hold for the standard processes Psig (recall that for P € Psyy,
off(P) = 0).

Proposition 9. (c¢f [13, Theorem 6.15]) The following laws hold:

+PE P if off(P) =0 (6)
M+N+7.NEM+7.N if off(N) C off(M) (7)
M+a.P+a(rP+N)ZM+a(r.P+N) (8)

We stated (@), (@) and (§) because in many situations it is convenient to use
conventional CCS reasoning. The next result gives the “intrinsic” 7-laws of CPG:

Proposition 10. The following four laws hold:

M+UrME M 9)
M+U:T.(N+V:7.P) egM+U:T.(N+V:T.P)Jr(UUV):T.P (10)
Ifoff(N + V:a.P) C off(M):
M+U:r(N+V:aP)EM+U:r(N+V:aP)+(UUV):a.P (1)
M+U:aP+U:a(r.P+N)X M+ U:a.(r.P + N) (12)

We can derive @) from () and (). Also we can derive:

P ME M if off(M) =0 (13)

from (@), ([I0), (II). Recall that every process is strongly equivalent to a sum-
mation (Proposition [), and so (I3) is effectively as strong as (@).

Definition 14. Let Aw be the azioms Ag (Definition [I0) together with (3),
I0), (D) and (12).
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A off .
Theorem 4. The axioms Aw are complete for = on finite processes. a

Proposition 11. (c¢f [15, Theorem 6.19]) Unique solution of equations. Let X

lid
be a (possibly infinite) sequence of process variables X;. Up to O%, there is a

unique sequence of processes which satisfy the formal equations:
off
XZ- ~ Z Uij :aij~Xk(ij)
J

(notice that Ts are not allowed). O

8 Example
We now revisit the interrupt example from Sect. [l Recall that we had:

P L new mid, int4, intp (A|B|I) AL ints:a.mid. A + inty
I Lint.(ints.ints + intg.inta) B Zintg:b.mid.B + intg

i
We want to show P @, where

Q%00 +0.0s+int QL0 +int QL aQ+int

Clearly int4,intg € Pri. We take a, b, mid, int € Std. This means that @ € Psq-
We can use Laws (), (@) to get:

PP +b.Py+int.Py

off

PSP tintr BN ap tintr P3N rr4rr PP tintrPs

where Py, Ps, P3, Py are various states of P. We can use law (@) to get:

ff ff ff ff
PLRbP +int P<aP,+int P30 P,~r.P+int

off
Then we use law (@) to get 7.P + int & 7.P. Notice that this needs off(P) = 0,
i.e. a,b,int & Pri. Finally:

ff ff ff
PXaP, +bPy+int PLXbP+int Py~ aP+int

By Proposition [I1] we get P o Q@ as we wanted.

Our reasoning was presented equationally, but could equally well have been
done using bisimulation. We first unfolded the behaviour of P. Since all pri-
oritised actions were restricted, the system P had no priorities as far as the
environment was concerned. We could therefore remove silent actions and sim-
plify using standard techniques of CCS.

In the Introduction we used plain equality (=) when talking about equiva-

fF
lence between CPG processes. This is to be interpreted as x.
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9 Expressiveness

In this section we show that priorities add expressive power to both CCS and the
m-calculus [14)13]. As far as we are aware, this has not been previously shown for
any notion of priority in process algebra. We use the work of Ene and Muntian
[6], which was inspired by that of Palamidessi [16].

Definition 15. [16] An encoding [-] is a compositional mapping from (the pro-
cesses of ) one calculus to another. It is called uniform if [P|Q] = [P]|[Q] and,
for any renaming o, [o(P)] = o([P]). A semantics is reasonable if it distin-
guishes two processes P and Q) whenever in some computation of P the actions
on certain intended channels are different from those of any computation of Q.

Definition 16. (slight modification of [16, Definition 3.1]) A process
P=P|--|P,

is an electoral system if every computation of P can be extended (if necessary)
to a computation which declares a leader i by outputting 0;, and where no com-
putation declares two different leaders.

The intuition behind the following theorem is that priorities give us something
of the power of one-many (broadcast) communication, in that a single process
can simultaneously interrupt several other processes. By contrast, w-calculus
communication is always one-one.

Theorem 5. There is no uniform encoding of CPG into the w-calculus preserv-
ing a reasonable semantics.

Proof. (Sketch) We follow the proof of Ene and Muntian’s result that the broad-
cast m-calculus cannot be encoded in the m-calculus [6]. The network of CPG

processes Py|---|P, is an electoral system, where P; o a.(alo;)|a. If P; man-
ages to communicate on a then P; declares itself the leader. No other process
can now do this, since P; is preventing all the other processes from performing
a by offering .

The rest of the proof is as in [6]. Suppose that we have an encoding [-] of CPG
into the m-calculus. Let 0(0;) = 0m44, With o the identity otherwise. Consider
Py| -+ |Pptn. This is an electoral system and so the encoding [Pi|- - |Pmin]
must be also. But

[Pl |Posnl = [(Pr] - [Po)|o (P | P)]
=[] |Pu]llo (P - - | Pn)]

So we have two electoral systems of m and n processes respectively, which can be
run independently in the m-calculus to produce two winners. Contradiction. 0O

Since CCS can be encoded in 7-calculus, it follows that CPG has greater expres-
sive power than CCS. It also follows that we can add expressive power to the
m-calculus by adding priority guards.
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Theorem 6. There is no uniform encoding of the m-calculus into CPG preserv-
ing a reasonable semantics.

Proof. Much as in [16], where it is shown for CCS rather than CPG. O

The results of this section apply equally to Camilleri-Winskel and Cleaveland-
Hennessy-style priority.

10 Conclusions

We have introduced priority guards into CCS to form the language CPG. We
have defined both strong and weak bisimulation equivalences and seen that they
are conservative over the CCS equivalences, and that they are congruences. We
have given complete equational laws for finite CPG in both the strong and weak
cases. Conservation over CCS has the consequence that in verifying CPG systems
we can often use standard CCS reasoning, as long as we take some care with
actions in the set of prioritised actions Pri.

CPG overcomes the asymmetry between inputs and outputs present both in
Camilleri and Winskel’s calculus and in the corresponding calculus of Cleaveland,
Liittgen and Natarajan.

Finally, we have seen that priority guards add expressiveness to both CCS
and the m-calculus.

We wish to thank Philippa Gardner, Rajagopal Nagarajan, Catuscia Palami-
dessi, Andrew Phillips, Irek Ulidowski, Maria Grazia Vigliotti, Nobuko Yoshida
and the anonymous referees for helpful discussions and suggestions.
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Abstract. In this paper we present a testing theory for stochastic pro-
cesses. This theory is developed to deal with processes which probabil-
ity distributions are not restricted to be exponential. In order to define
this testing semantics, we compute the probability with which a process
passes a test before an amount of time has elapsed. Two processes will
be equivalent if they return the same probabilities for any test 7" and
any time t. The key idea consists in joining all the random variables
associated with the computations that the composition of process and
test may perform. The combination of the values that this random vari-
able takes and the probabilities of executing the actions belonging to the
computation will give us the desired probabilities. Finally, we relate our
stochastic testing semantics with other notions of testing.

1 Introduction

Process algebras [Hoa85/Hen88/MiIRIBWI(]| have become an important theo-
retical formalism to analyze distributed and concurrent systems. The first pro-
posals were not powerful enough to describe some features of real systems. Due
to that fact, process algebras have been extended with information to describe
quantitative and qualitative features. Therefore, several timed (e.g. [RR88/BB93|
NS94|), probabilistic (e.g. [LSIIUGSSISINAELISINIFISICDSY99]), and timed-
probabilistic (e.g. [Han91Low95GLNPI7]) extensions of process algebras have
appeared. However, these extensions are not enough to describe faithfully some
systems. There exist systems where the probability to perform an action varies
as time passes. So, during the last years a new extension has appeared: Stochas-
tic process algebras [GHRI3JABCT94[HiI96BGISIHSO0/HHKO1]. These process
algebras provide information about the probability to execute actions before an
amount of time elapses. These probabilities are given by probability distribution
functions. Except some of them ([BBGIS|DKBISIHSO00IBGO1]), the majority
works exclusively with exponential distributions. This assumption decreases the
expressiveness of the languages. However, it simplifies several of the problems

* Work partially supported by the CICYT project TIC2000-0701-C02-01.

K.G. Larsen and M. Nielsen (Eds.): CONCUR 2001, LNCS 2154, pp. 321335 2001.
© Springer-Verlag Berlin Heidelberg 2001
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that appear when considering general distributions. In particular, some quanti-
ties of interest, like reachability probabilities or steady-state probabilities, can
be efficiently calculated by using well known methods on Markov chains. Nev-
ertheless, the main weakness of non-exponential models, that is the analysis of
properties, can be (partially) overcome by restricting the class of distributions.
Phase-type distributions [Neu92] are a good candidate: They are closed under
minimum, maximum, and convolution, and any other distribution over the inter-
val (0, 00) can be approximated by arbitrarily accurate phase-type distributions.
Moreover, the analysis of performance measures can be efficiently done in some
general cases (see [BKLLIBIEKN99] for the study of this kind of distributions
in a stochastic process algebra).

In order to define the semantics of processes, the classical theory of test-
ing [INH84!Hen88]| uses the idea of an ezperimenter. The notion of testing a pro-
cess is specified by the interaction between the tested process and a set of tests.
Usually, this interaction is modeled by the parallel composition of a process and
a test. There have appeared testing semantics for probabilistic extensions (e.g.
[Chro0lYLI2INdFLISIKNISICDSY99]), timed extensions (e.g. [HRISLAFIT]),
and probabilistic-timed extensions (e.g. [CLLS9GJGLNP97]). Unfortunately, the
testing theory has not been so extensively used in the field of stochastic process
algebras. The definition of a testing semantics (fulfilling good properties) for
this kind of languages is rather difficult, because sequences of stochastic tran-
sitions must be somehow abstracted and, in general, this is not an easy task.
As far as we know, [BCOQ] represents the only proposal of a testing theory for
stochastic process algebras. However, their study is restricted to processes which
probability distribution functions are always exponential.

In this paper we will define a testing semantics for a stochastic process al-
gebra where probability distributions are not restricted to be exponential. In
our setting, processes may perform both standard actions (visible actions and
internal 7 actions) and stochastic actions which represent (random) delays. Our
language will contain a probabilistic choice operator. In particular, this will im-
ply that the selection among alternative stochastic transitions will be made by
using a preselection policy. That is, according to the corresponding probabilities,
one of the possible stochastic actions is chosen. Then, the process will be delayed
an amount of time depending on the probability distribution associated with the
chosen action.

Regarding tests, we will suppose that they cannot perform internal tran-
sitions. We impose this restriction because probabilistic testing produces very
strange results if tests have the ability to perform internal transitions. For ex-
ample, if we consider a CCS like probabilistic process algebras with a unique
(probabilistic) choice operato and we allow internal actions in tests, we will
usually get that the processes 7 ; a ; STOP and a ; STOP are not probabilistically
testing equivalent. In [CDSY99] a more detailed discussion on probabilistic test-

! This is equivalent to consider (probabilistic) transitions systems where transitions
are labeled by actions and probabilities.
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ing semantics with and without internal actions in tests is presented. So, in order
to keep a reasonable equivalence, we will not include internal actions in tests.

As usual, we will define the interaction between processes and tests as a
parallel composition synchronizing in all the visible actions. This composition
will produce a (multi)set of computations. In order to define the passing of
tests, we will extract the appropriate information from these computations. This
information will be a probability (indicating the probability of executing this
computation) together with a random variable generated from all the random
variables appearing in the sequence. So, our definition of passing tests takes into
account not only the probabilities associated with computations, but also the
time that these computations need to finish. For example, 0.3 = passo(P,T)
indicates that the process P passes the test T' with probability 0.3 before 2
units of time have passed. A similar mechanism is used in the testing semantics
presented in [GLNP97]. Another alternative is given in [BC0O0] where the average
time of the computation is used. Given the fact that we do not restrict the kind
of probability distributions, in our setting, this technique would equate processes
that present different stochastic behaviors.

In Fig. [l we will use a graphical representation to introduce some stochastic
processes. Greek letters like &, ¢, and ¢ (possibly decorated with an index) denote
random variables, Latin letters represent visible actions, and 7 represents an
internal action. Transitions will be labeled by one of these actions together with
a probability (we omit this value if it is equal to 1). Consider the processes P; and
P5. In this case, the key point consists in computing the probability to perform
a before a certain amount of time has passed. If the random variable & + &,
that is the addition of the random variables & and &, and the random variable
&3 are identically distributed, then we would like to equate P; and Ps. Let us
note that + denotes the addition of random variables, that is, the convolution
of them. Consider now Ps, Py, and Ps in Fig. [0l These processes will be testing
equivalent. Regardless of the temporal point where the (probabilistic) choice is
taken, these processes follow the same temporal pattern (this would not be the
case if a bisimulation semantics is considered). For example, P will be firstly
delayed according to ;. Afterwards, it will be delayed either according to s
(with probability p) or according to 3 (with probability 1 — p). If we add the
corresponding delays, we have that, with probability p, the action a (resp. b)
will be performed after a delay determined by the addition of ¥; and 9 (resp.
the addition of ¥; and %3). Intuitively, this is the very same situation for Py
and Ps. Finally, Ps and P; will also be testing equivalent. The reason is that
both probabilistic choices produce the same result. This point motivates our
presentation. In a stochastic process algebra where delays are separated from
usual actions (as it is our case), stochastic actions must be considered somehow
as internal actions carrying some additional information. Let us note that, in
this example, if we replace ¢ and @y by usual actions b and ¢ then the new
processes are no longer testing equivalent.

The rest of the paper is structured as follows. In Sect. 2] we present our lan-
guage and its operational semantics. In Sect. Bl we present our testing semantics
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Fig. 1. Examples of stochastic processes.

by defining the set of tests, the interaction between processes and tests, and the
corresponding notion of passing a test. Besides, a set of essential tests is given. In
Sect. @l we relate our semantics with other models of testing. Specifically, we will
consider classical testing, pure probabilistic testing, and an adaptation of [BC00]
to our framework. We will show that our testing semantics is a conservative ex-
tension of the first two. Finally, in Sect. Bl we present our conclusions and some
lines for future work.

An extended version of this paper can be found in [LNO1]. There, we present
an alternative characterization of our testing equivalence. This characterization
is based on a stochastic extension of the notion of probabilistic acceptance sets
presented in [NdFL95|.

2 Description of the Language

In this section we define our model of stochastic processes. First, we introduce
some concepts on random variables. We will consider that the sample space (that
is, the domain of random variables) is the set of real numbers IR and that random
variables take positive values only in IR™, that is, given a random variable ¢ we
have F¢(t) = 0 for any ¢ < 0. The reason for this restriction is that random
variables will always be associated with time distributions.

Definition 1. Let £ be a random variable. Its probability distribution function,
denoted by Fg, is the function F¢ : IR — [0,1] such as F¢(x) = P(¢ < z), where
P(¢ < z) is the probability that £ assumes values less than or equal to x.

We consider a distinguished random variable. By unit we denote a random
variable such that F,,;:(z) = 1 for any > 0, that is, unit is distributed as the
Dirac distribution in 0. Let us note that if we consider the addition of random
variables, for any random variable £, we have that £ + unit = &.

We suppose a fixed set of visible actions Act (a,d’,... to range over Act).
We assume the existence of a special action 7 ¢ Act, which represents internal
behaviour. We denote by Act, the set Act U {7} (a,¢’,... to range over Act,).
We denote by V the set of random variables (£,,. .. to range over V); v,/ ...
will denote generic elements in Act-U). Finally, Idp represents the set of process
variables.
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Definition 2. The set of processes, denoted by P, is given by the following
BNF-expression:

n
P ::=STOP | X | Z[pihi ; Py | recX.P

i=1
where X € Idp, for any 1 < i < n we have v; € Act; UV, 0 < p; < 1, and

Yopi=1

In the definition of processes, we will usually omit trailing occurrences of
STOP. Besides, we will use some byntactlc sugar for the case of unary and binary
chomesE For example, =1 ; P; stands for Z[ 17 ; P;, while 1 ; Py By 2 ; Po stands

=1
2
for >"[pi]vi ; P, where py =pandpy =1—p

i=1

In the previous definition, STOP denotes the process that cannot execute any
action. We have included an n-ary probabilistic choice operator. Let us remark
that choices are not resolved in a pure probabilistic way. For example, consider
the process a; STOPH,, b; STOP, and suppose that the environment offers only the
action a. In this case, a will be executed with probability 1, regardless the value of
p. This point will be clear when we define the testing semantics. For example, the
processes a;STOPH,, b;STOP and 7;a;STOPH, 7;b;STOP are not testing equivalent.
Regarding the terms appearing in a choice, o ; P (with a € Act,) denotes a
process that performs « and after that behaves as P. Besides, a subterm & ; P
(with € € V) indicates that the process P is delayed by a random amount of
time according to £. Specifically, P will start its execution with a probability p
before t units of time have been consumed, where p = P(¢ < t). Finally, recX.P
denotes recursion in the usual way.

We will suppose that all the random variables appearing in the definition of
a process are independent. This restriction avoids side effects. In particular, this
implies that the same random variable cannot appear twice in the definition of a
process. Note that this restriction does not imply that we cannot have identically
distributed random variables (as long as they have different names). Anyway,
for the sake of convenience, we will use sometimes in graphical representations
the same random variable in different transitions. For example, two transitions
labeled by the same random variable £ is a shorthand to indicate that these
two transitions are labeled by independent random variables 11 and ¥, that are
identically distributed.

We would like to finish the presentation of our syntax by commenting on
two points. First, we have chosen an n-ary probabilistic choice only because the
operational semantics is easier to define. As we will comment, we would like
to keep urgency, that is, if a process may execute a 7 action then delays are
forbidden. This implies that the probabilities previously associated with those
stochastic transitions must be redistributed among the remaining transitions.
In our current setting, we only need a simple normalization function; if we use

2 We use H to denote the binary choice operator because + denotes addition of random
variables.
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a binary choice, we need a much more complicated function (it has six cases)
that needs two additional predicates (for checking stability and deadlock of the
components of the choice). Given the fact that we do not lose expressiveness, we
have preferred to keep the operational semantics as simple as possible. We would
also like to comment on the absence of a parallel operator. The definition of the
(operational) semantics of a parallel operator is straightforward if probability
distributions are exponential (because of the memoryless property), but this is
not the case if distributions are not restricted. There are already several proposals
satisfactorily dealing with a parallel operator. Among them, [BGOT] presents a
language being very close to ours. In their model, there is no probabilistic relation
between usual actions but stochastic actions are related by weights. Briefly, they
deal with the interleaving of stochastic actions by splitting them into two events:
Start and termination. This mechanism also works in our setting. Nevertheless,
in this paper we have preferred to concentrate on the definition and study of
an appropriate testing semantics, which can be adapted to other (possibly more
expressive) non-Markovian frameworks, rather than in the definition of a more
expressive process algebra. Indeed, dealing with a parallel operator means that
our ideas on stochastic testing are more difficult to transmit.

In order to define the operational semantics of processes, transitions are la-
beled either by an action belonging to Act, or by a random variable belonging
to V. These transitions have an additional label: A probability. So, a derivation
j QAN P’ expresses that there exists a transition from P to P’ labeled by the
action v € Act, UV, and this transition is performed with probability p. As in
most probabilistic models, we need to take into account the different occurrences
of the same probabilistic transition.

Example 1. Consider the process P :Xn: [%]a ; P'. If we do not take care, we
i=1

have that P has only the transition P —%+ 1 P'. So, this process would not be
equivalent to Q = a; P'.

There are several standard methods in the literature of probabilistic processes
to deal with this problem. For example, in [GSS95] every transition of a term has
a unique index, in [YL92] equal transitions are joined (by adding probabilities),
and in [NdFLI5] multisets of transitions are considered, that is, if a transition
can be derived in several ways, each derivation generates a different instance.
This last approach will be taken in this paper. For instance, in the previous
example we have that the transition P -2+ 1 P’ has multiplicity equal to n.

In the definition of the operational semantics (see Fig.[d), we use the auxil-
iary function A (P). This function computes the total probability of a process P
to perform actions. This is a normalization function that takes care of keeping
the previously commented urgency property. So, N1(P) returns 1 if P cannot
immediately perform 7’s; otherwise, N (P) is equal to the addition of the prob-
abilities associated with the actions belonging to Act,. The first rule says that
if v € Act; is one of the first actions of a choice, this action may be performed;
the probability associated with « will be normalized. The second rule is used for
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yiEActy VEV A NI(EE [pilvi)=1  PlrecX.P/X]—"%, P’

n . n .
> [palviiPi -5 N R > [pilviiPi Lﬁ,i P; recX.P— %, P’
i=1 N1 (2T [pilvi) i=1

n

1 if 7 ¢ {v|l<i<n}
Nl(z[pl]%) B {Z {p:i |7y € Act- } otherwise
i

Fig. 2. Operational Semantics.

stochastic actions. The side condition assures that no stochastic transition will
be allowed if the process may immediately perform 7. Regarding this side con-
dition, let us note that A takes the value 1 only in two cases: Either there does
not exist j such that 7 = ~; or for any ¢ we have v; € Act,. In the latter case,
the first condition of the second rule does not hold. The third rule is standard
for CCS-like languages.

We use the following conventions: P —— stands for there exist P’ € P and
p € (0,1] such that P - ,P’; we write P /% if there do not exist such P’ and
p. We write P =, P’ if there exist P;,---,P,_1 € P and p1,---,pn € (0,1]
such that P —— , Pi — ,,-+- Py — p P and p = [[pi (if n = 0, we
have P =1 P). Besides, for any v € Act UV and p € (0,1], P :V>p P’
denotes that there exist two processes Py, Py € P and p1, p2, p3 € (0, 1] such that
P=, P SN ps P2 =, P and p = p1-ps-ps. Finally, given aset A C Act, UV
we write P 25  if we have that p = S {p/ | Iy € A, P e P: P - P };

otherwise, we write P 7A>p.

3 Stochastic Testing Semantics

In this section we present our stochastic testing semantics. As usual, it is based
on the interaction between tested processes and tests. First, we define our set of
tests (we consider a set of test identifiers Idy).

Definition 3. The set of tests, denoted by T, is given by the following BNF-
expression:
T ::= STOP | Z[pi]ai ;T | recX. T
=1
where X € Idr, for any 1 < i < n we have a; € Act U{w}, 0 < p; < 1, and

>opi=1

The same syntactic sugar that we gave for processes will be also used for
tests. We have added a new action w indicating successful termination of the
testing procedure. As we commented in the introduction, we do not allow 7
actions in tests. So, a test may perform only either visible actions, belonging to
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Act, or the special action w. We will explain the meaning of our tests by following
the black box analogy described in [Mil81], where processes are considered as
black boxes with buttons. The test a ; T corresponds to press the a-button and
if it goes down then we continue the experiment with the test 7. Regarding
non-probabilistic tests, a test as a ; T H b ; T’ can be explained as pressing two
buttons simultaneously. In our model, we do consider probabilistic tests. The
test a;TH,b; T is explained as pressing two buttons at the same time but with
different strengths.

The operational behaviour of tests is the same as that for processes (consid-
ering w as a usual action). Let us remark that the function A (used in Fig.
as normalization factor) will always take the value 1. The interaction between a
process and a test is modeled by the parallel composition of the tested process P
and the test T, denoted by P || T. The rules describing how processes and tests
interact are given in Fig. [3l We have to make a trade-off between the classical
testing framework and the probabilistic framework. In the former, if a test may
perform the w action then the testing procedure may finish. In particular, a test
as a; Ty By, w; Ty would behave exactly as the test w ; STOP. If we consider the
probabilistic framework given in [NdFL95|, the testing procedure finishes (with
probability 1) only if the tested process is stable. So, we will consider that syn-
chronizations in visible actions can be performed only if the test cannot perform
an w action (this is expressed in the first rule in Fig. B). If the process may per-
form either 7 or stochastic actions then they are performed (second and third
rules, respectively). Finally, if the test can perform w then the interaction of pro-
cess and test does so. In order to avoid useless computations, we cut the testing
procedure by evolving into STOP. This transition is performed with a probabil-
ity equal to 1 minus the measure of instability of the tested process. The side
condition assures that a 0 probability transition is not generated. As usually, we
have a normalization function. The function N(P ||T) computes the sum of the
probabilities associated with transitions whose labels belong to Act, UV such
that P || T may perform them.

In the following definition we introduce the notion of successful computation.
We will also define some concepts on successful computations which will be used
when defining the notion of passing a test.

Definition 4. Let P be a process and T be a test. A computation C'is a sequence
of transitions C' = P ||T % , Py | Ty -2, Po || Ta =25 4y -+ 2% 5 Po|| Ty - - -
We say that P || T is the initial state of C' or C is a computation from P || T

A computation C is successful if P, || T, —= ,STOP for some n > 0 and
p > 0. In this case, we say that length(C) = n. We denote by Success(P || T) the
multiset of successful computations from P || T.

Let C € Success(P || T). We define the random variable associated with C,
denoted by random(C), as:

random(C) = { random(C") if C=P||T-15,C" A vEAct,

{um‘t if C=P|T— ,STOP
v + random(C") if C=P||T 1 ,C" A veEV
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No(P || T) =
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Fig. 3. Interaction between processes and tests.

Let C € Success(P || T). We define the probability of C, denoted by Prob(C),
as
_p ifC=P||T—,
Prob(C) = {p - Prob(C")if C = P || T X5 ,C"

First, let us note that we will have a multiset of computations. The random
variable random(C) is used to compute the time that C' needs to be executed,
that is, for any time ¢ we have that P(random(C) < 